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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration, and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many standards-setting organizations. 
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Executive Summary 
[bookmark: _Toc331769514]Scope 

The NISTIR 7628 User’s Guide provides an easy to understand tool that utilities and other entities involved in implementing Smart Grid-based systems can use to navigate the NIST Interagency Report (IR) 7628, Guidelines for Smart Grid Cyber Security  to identify and select the security requirements needed to help protect those systems. 

[bookmark: _GoBack]The user’s guide provides utilities with an easy to follow processes and examples to 1) help identify Smart Grid[footnoteRef:1] business functions and processes 2) document the systems and assets that support them as a logical architecture 3) map the logical architecture to logical interfaces in the NISTIR 7628 4) perform risk assessments to align and identify security requirements 5) identify requirement gaps 6) create a plan to remediate the gaps 7) create a strategy for implementing the security requirements and 8) provide guidance for ensuring continuous adherence to the requirements. [1:  Put what we mean by “Smart Grid” here.] 


The user’s Guide focuses on the NISTIR 7628 High-Level Security Requirements and the Logical Architecture. Additional industry guidelines will be leveraged when appropriate to complement the information provided in NISTIR 7628. 
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