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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration, and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many standards-setting organizations. 
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Executive Summary 
Examples included in this document are done as tables in a word processor, however, in real-world use, a utility will probably find it more useful to put this information into a spreadsheet.

[Need to add language that first pass of document for high risk functions, systems and assets, then go back for medium, low risk functions, systems and assets.]

Should include a note that when you conduct risk analysis and there is a difference between your results and NISTIR, need to go back and compare.
[bookmark: _Toc342029407]Scope 
The NISTIR 7628 User’s Guide provides an easy to understand tool that utilities and other utilities and other entitieselectricity sector organizations involved in implementing Smart Grid-based systems can use to navigate the NIST Interagency Report (IR) 7628, Guidelines for Smart Grid Cyber Security to by identifying and selecting the security requirements needed to help protect those systems. 

The user’s guide provides utilities with easy to followcontains processes and examples to 1) help identify Smart Grid[footnoteRef:1] business functions and processes, 2) document the systems and assets that support them as a logical architecture, 3) map the logical architecture to logical interfaces in the NISTIR 7628, 4) perform risk assessments to align and identify security requirements, 5) identify security requirement gaps, 6) create a plan to remediate the gaps, 7) create a strategy for implementing the security requirements, and 8) provide guidance for ensuring continuous adherence to the requirements. [1:  Put what we mean by “Smart Grid” here.] 


The user’s guide focuses on the NISTIR 7628 High-Level Security Requirements and the Logical Architecture. Additional industry guidelines are leveraged when appropriate to complement the information provided in NISTIR 7628. 
[bookmark: _Toc320277124][bookmark: _Toc320277692][bookmark: _Toc320278822][bookmark: _Toc309629552][bookmark: _Toc342029408]Identify Smart Grid Business Functions
A. Identify Executive Sponsor for the Risk Management Governance
B. Executive Sponsor identifies Executive Risk Management Governance Team (appendix F of the RMP)
C. Executive Risk Management Governance Team activities:
· Identify  the priority Smart Grid Business Functions of the organization (such as Distribution Management, Meter to Cash).
[bookmark: _Toc340244967][bookmark: _Toc340245007]Table 1  Identify priority Smart Grid Business functions of organization
	Example Business Functions at Papaya Power

	a. Power Operations
i. Energy Management
1. EMS
2. Outage management
3. PII/Historian
4. ICCP feeds
5. SCADA RTU system
6. Operations training
7. Generation planning and decision analytics
ii. System Protection
1. Relays protections
2. Remote access services
b. Metering to Cash
i. Advanced Metering Architecture
ii. e-Commerce—Billing: Accounts receivable
iii. Accounting and payroll/Vendor payments
c. Customer Services
i. CRM
ii. Field services
iii. DR programs
iv. Public information officer—Community outreach
d. Corporate Services
i. Physical security access system (badges and cameras)
ii. IT access control/RSA type/Remote access virtual private network
iii. Enterprise IT (mail, AD networks, telecom)
iv. GIS
v. Markets
vi. Decision analytics



· Create a spreadsheet that identifies:
· Business functions
· Threats
· Vulnerabilities
· Impact – Of a disruption of the function (High, Medium, or Low)
· Probability – Of a cyber disruption of the function (High, Medium, or Low)
· Constraints – For example budget constraints
· Tolerances – For example not getting hit on an audit
· Risk Rating – For the business functions (High, Medium, or Low)
· Risks – List identified risks
· Mitigations – Provide high-level mitigations


[bookmark: _Toc340244968][bookmark: _Toc340245008]Table 2  Identify threats, vulnerabilities, etc. relative to each business function
	Business Functions
	Threats
	Vulnerabilities
	Impact 
(H, M, L)
	Proba-bility 
(H, M, L)
	Constraints
	Tolerances
	Risk Rating 
(H, M, L)
	Mitigations

	Power Operations
	
	
	
	
	
	
	
	

	Metering to Cash
	Disruption of systems used to perform fiscal operations or management
	Accessibility of meters and pole top relays.
	High 

Loss of money, time and resources

	High

Accessible of equipment
	Budget and Financial – How much money can be devoted to this effort this year …or in the future.

	We have to manage our current resources more efficiently


	High
	Make sure there are adequate testing of cyber security controls

	Customer Services
	
	
	
	
	
	
	
	

	Corporate Services
	
	
	
	
	
	
	
	



Note:  Leverage the DOE Risk Management Process Case Study document (chapter 1, tier 1) and the DOE Risk Management Process for additional details for identifying the Smart Grid business functions. 
[bookmark: _Toc309629556][bookmark: _Toc342029409]Identify Smart Grid Business Processes – For the High Risk Functions
A. Identify the Risk Management Governance Team.  Members should include business unit management (such as the Power Operations Manager, Information Security Manager, etc.)[footnoteRef:2] [2:  Note: feel free to add any additional management that you think may need to be involved.  ] 

B. The Risk Management Governance Team needs to identify mission and business critical Smart Grid processes that support the priority high risk organizational business functions (for example Advanced Metering, Distribution Automation, Demand Response)
· Create a spreadsheet inventory that contains:
· The business processes that support and interface with the identified priority business functions 
· The priority high risk business functions

[bookmark: _Toc340244969][bookmark: _Toc340245009]Table 3  Inventory of business processes that support and interface with identified business functions
	Priority High Risk Business Function(s)
	Supporting Business Processes (Dependencies)

	Metering to Cash
	a. Advanced Metering Infrastructure (AMI)
b. e-Commerce—Billing: Accounts receivable
c. Accounting and payroll/Vendor payments

	…
	

	…
	




Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the Smart Grid business processes. 
[bookmark: _Ref288653912][bookmark: _Ref288653922][bookmark: _Toc309629566][bookmark: _Ref283995333][bookmark: _Toc342029410]Identify Systems That Support the Business Processes
A. The Operations Risk Management Governance Team activities:
· Identify systems associated with the mission and business processes (e.g., AMI Meters, AMI Head End System, Meter Data Management System, and Billing System, etc.)
B.	Work with power system SMEs to review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17, Figure 2-3, to identify systems that support the processes and the risk ranking for those systems.
· Note:  Portions of the NISTIR logical reference model are not directly applicable for every business process for every utility.
· Optionally, you can create a flowchart that identifies the interfaces between the different actors (some of the actors may be from a different process) that make up the processes.  This should help conceptualize the way the different actors interface with the different processes. Leverage the NISTIR logical reference model when creating your flowcharts.  
C.	Create a System Inventory Spreadsheet that identifies:
· Priority Business Functions
· Business Processes
· System Names
· Impact – Of a system compromise (High, Medium, or Low)
· Probability – Of a system compromise (High, Medium, or Low)
· Risk Ranking - For the system (High, Medium, or Low)
[bookmark: _Toc340244970][bookmark: _Toc340245010]Table 4  System Inventory Spreadsheet
	Priority Business Function(s)
	 Business Processes
	




System
Name(s)
	





Impact 
(H, M, L)
	





Probability (H, M, L)
	




Risk Ranking

	Metering to Cash
	a. Advanced Metering Infrastructure (AMI)
	AMI Meters
AMI Head- End
MDMS
Billing Sys
	High
High
High
High
	High
Medium
Medium
Medium
	High
High
High
High

	
	b. e-Commerce—Billing: Accounts receivable
	
	
	
	

	
	c. Accounting and payroll/Vendor payments
	
	
	
	

	…
	
	
	
	
	

	…
	
	
	
	
	



Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the  systems supporting the Smart Grid business processes. 
[bookmark: _Toc342029411]Map Systems to Logical Interface Categories – For High Risk Systems

A. For each high risk system, review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17, Figure 2-3, to determine the associated actor and logical interfaces for each system:
B. Identify the applicable Logical Interface Categories for the system (Refer to NISTIR 7628, volume 1, page 27, Table 2-2, for a list of the 22 Logical Interface Categories).
C.	Add the following columns in the System Inventory Spreadsheet that you created in section 5 of this document:
· Actor Numbers 
· Logical Interfaces 
· Logical Interface Categories 
[bookmark: _Toc340244971][bookmark: _Toc340245011]Table 5  Systems Inventory Spreadsheet with Actor(s), Logical Interfaces, and Logical Interface Category(s)	Comment by Tanya Brewer: We may need to redefine the examples that go with this.
	Priority Business Function(s)
	 Business Processes
	




System
Name(s)
	





Impact 
(H, M, L)
	





Probability (H, M, L)
	




Risk Ranking
	Actor(s) 
	Logical Interfaces
	Logical Interface
Category(s)

	Metering to Cash
	d. Advanced Metering Infrastructure (AMI)
	AMI Meters







AMI Head- End
MDMS
Billing Sys
	High







High
High
High
	High







Medium
Medium
Medium
	High







High
High
High
	8







21
33
42
	U24
U64
U35
U41
U47
U80
U120

U24
U2
U64
	18
18
17
18
18
6
15

18
7
18

	
	e. e-Commerce—Billing: Accounts receivable
	
	
	
	
	
	
	

	
	f. Accounting and payroll/Vendor payments
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	



[bookmark: _Toc342029412]Identify System Requirements
Step 1 – Look at your Risk Rating.  Beginning with your “High” systems, make a prioritized list.	Comment by Tanya Brewer: These are the notes from the phone call 11/16.  A final version has yet to be determined. We are addressing this in sections 5 and 6 (Mark).
· If you need to begin with a smaller list, look also at your Impact and Probability.  If those are also “High,” begin there.

Step 2 – Now look at the CIA ratings for each of the LICs.  (see Figure 1)  Make a list of them.	Comment by e56399: We currently are addressing this in section 7

Step 3 – Using your list, go to the list of requirements (pages 79 – 88, see Figure 2).  Make a list of all of the applicable requirements that go with the LIC(s) for your system.	Comment by e56399: Addressed in Section 7

Step 4 – Make a high watermark list of CIA levels for all of the LICs for your system.	Comment by e56399: Addressed in section 7

Step 5 – Make a list of the applicable requirements based on your high watermark CIA levels for your system(s).	Comment by e56399: Addressed in section 7

– Determine if the CIA ratings given match your organization’s needs, taking the actual requirements into consideration.  In order to do this, you need to meet with relevant stakeholders within your organization.

Step 1 - 	Identify the detailed information for each of the Logical Interface Categories used by each high risk system. 

A. Review the detailed information for each logical interface category used by each system (in table 6). This information is listed in NISTIR 7628, Volume 1, Pages 33-67 (Refer to Figure 1).

B. For each of the Logical Interface Categories identify the following:

· Confidentiality, Integrity, and Availability Impact Level Scores – Located at the top right of the page. These scores identify the CIA Impacts associated with the specific Logical Interface Category.
· Identify the Unique Technical Requirements – Located at the lower right of the page. These are the Unique Technical Requirements that apply to the Logical Interface Category.
· Document the CIA Impacts and Unique Technical Requirements for each Logical Interface Category (Like we did for the AMI Meters System in Table 5).
[bookmark: _Ref340245238][bookmark: _Toc340244972][bookmark: _Toc340245060]Figure 1 - Logical Interface Categories Detailed Information 
[image: ]

[bookmark: _Ref340244443]Step 2 - Identify the applicable Security Requirements in NISTIR 7628

A. Review the list of Security Requirements in NISTIR 7628, Volume 1, Pages 79-88 (Reference Figure 2)

B. Identify the Common Governance, Risk, and Compliance (GRC) requirements that are applicable for each system.

GRC requirements are applicable to all Smart Grid information systems and logical interface categories within an organization and are typically implemented at the organization level.  A recommended impact level is included with each of the common technical requirements. 

· Requirements SG-AC-1 through SG.AC-4 (in figure 2) applies to all impact levels for all the systems so list these requirements in the System Inventory (Table 6) for the AMI Meters System. 





C. Identify the Common technical Requirements that are applicable for each system 

Common technical requirements are applicable to all Smart Grid information systems and logical interface categories within an organization. A recommended impact level is included with each of the common technical requirements. 

· [bookmark: _GoBack]Requirements SG.AC-6 and SG.AC (in figure 2) applies to moderate and high Impact levels. 
· The CIA Impact high water mark for the AMI Meters System is High in the system inventory (table 6) therefore SG.AC-6 through SC.AC-9 applies to the AMI Meters System.
· List these requirements in the System Inventory (Table 6) for the AMI Meters System. 

D. Identify which Unique Technical Requirements are applicable to the logical interface categories associated with each system:
· Lookup the each of the Unique Technical Requirements that you entered for each logical interface category in the system inventory (reference table 6).
· As you can see from the system inventory (table 6), SG.AC-14 applies to logical interface category 18 (which is associated with the AMI Meters System. 
· Identify if the Unique Technical Requirement is applicable to the logical interface categories for each system:
· Review the Unique Technical Requirements listed in NISTIR 7628, pages 79-88.
· As you can see from Figure 2, the Unique Technical Control SG.AC-14 is applicable to Logical Interface Category 18 if the impact is High.
· Review the CIA Impact Level Scores (in Figure 1) with your stakeholders to determine which CIA Impact Score most closely applies to this requirement.  Reference Table 3-1 in NISTIR 7628 for definitions of the Impact Levels. (page 74)
· In our example, we met with our stakeholder and determined that the High Impact score of Integrity (in Figure 1) applies to the SG.AC-14 requirement, “Permitted Actions without Identification or Authentication” (Figure 3); therefore SG.AC-14 is in scope for Logical Interface Category 18 (Figure 2).
· If there is a discrepancy between the recommended impact levels in the NISTIR and the outcome of your meeting with your stakeholders to determine impact levels, you should look to Appendix G (Volume 3) to review the analysis that went into calculating the impact level in the NISTIR.
· If you determine that the Unique Technical Requirement is not applicable to the Logical interface category, remove the Unique Technical Requirement from list of requirements that you entered in system inventory (reference table 6).


E. Identify the Unique Technical Requirements that are applicable to each system.
· Identify the all the Unique Technical Requirements for all the logical interface categories for each system and enter them in the far right hand column of the System Inventory Spreadsheet (reference table 6)

[bookmark: _Ref340244195][bookmark: _Toc340244973][bookmark: _Toc340245061]Figure 2 - NISTIR 7628 Table 3-3 Allocation of Security Requirements to Logical Interface Categories
[image: ]
Step 3 - Identify the Requirement Enhancements	Comment by Tanya Brewer: Needs some word smithing.  Perhaps look at what is said in SP 800-53.
A. For each requirement listed in the System Inventory (Table 6) reference to the Security Requirement Descriptions (In the NISTIR on Pages 89 – 209) to identify if there is an enhancement for the requirement.
B. If a requirement has a Requirement Enhancement section (Reference Figure 3), compare the Impact Allocation for the High, Medium, and Low level impacts at the bottom of the page with the applicable Confidentiality, Integrity, and Availability Impact Level Scores to identify which Enhanced Requirements are applicable.
· As you can see in Figure 3, SG.AC-14 has a Requirement Enhancement if the Impact Levels for any Logical Interface Category associated with a system is rated a High or Medium. In Step 2.d we determined that Logical Interface Category 18 had the Integrity Impact of High which most closely applies to this requirement; therefore, we need to apply the SG.AC-14 requirement enhancement for AMI Meters System.

C. Identify the applicable Requirement Enhancements in the Systems Inventory Spreadsheet (Like we did in Table 6 for SG.AC-14 for the AMI Meters System).


[bookmark: _Ref340244298][bookmark: _Toc340244974][bookmark: _Toc340245062]Figure 3 - Example of Unique Technical Requirement
[image: ]
[bookmark: _Ref340243548][bookmark: _Ref340243534][bookmark: _Toc340244975][bookmark: _Toc340245012]Table 6 - System Inventory with CIA Impacts, Unique Technical Requirements, and Requirement Enhancements
	




System
Name(s)
	Impact 
(H, M, L)





	Probability
(H,M,L)




P
	Risk Ranking
(H,N,L)

	Actor(s) 
	Logical Interfaces
	Logical Interface
Category(s)
	CIA Impact
	GRC Req. for each system
	Common Technical Req. for each sys
	Unique Technical  Requirements  for each Logical Interface Category
	Unique Technical Requirements  for each system
(including  enhancements)

	AMI Meters









AMI Head- End
MDMS
Billing Sys
	H









H
H
H
	H









M
M
M
	H









H
H
H
	8









21
33
42
	U24









U64
U2
	18









18
 7
	LHL









LHL
	SG.AC-1
SG.AC-2
SG,AC-3
SG.AC-4
	SG.AC-6
SG.AC-7
SG.AC-8
SG.AC-9
	SG.AC-14
SG.IA-004
SG.SC-03
SG.SC-05
SG.SC-06
SG.SC-07
SG.SC-08
SG.SC-09
SG.SC-26
SG.SI-07
	SG.AC-14(1)
SG.IA-004
SG.SC-03
SG.SC-05
SG.SC-06
SG.SC-07
SG.SC-08
SG.SC-09
SG.SC-26
SG.SI-07

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	



[bookmark: _Toc342029413]Identify Assets Associated With the High Risk Systems
A. Identify the IT Risk Management Governance Team.  Members would include Information Technology Manager, Network Administrator, Power Engineer, etc. 
B. Create an Asset Inventory which includes[footnoteRef:3] the following: [3:  While providing all of the following information is ideal, constraints such as program maturity, available resources, etc. impact the level of granularity in the asset inventory. Fields denoted with an * indicate more important ones. ] 

· System*
· Asset Name*
· Location*
· Serial Number
· Logical Addresses (for example, IP Address )
· Firmware (type and version)
· System Addresses (for example, MAC Address)
· Constraints – For example vendor proprietary*
· Additional Threats/Vulnerabilities*
· Mitigations*
· 
[bookmark: _Toc340155377][bookmark: _Toc340155461][bookmark: _Toc340244976][bookmark: _Toc340245013]Table 7 Asset Inventory Spreadsheet
	System
	Asset Name
	Location
	Serial #
	Logical Address
	Firmware
	System Addresses
	Constraints
	Additional Threats/ Vulnerabilities
	Mitigations

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	



Note:  Leverage the DOE Risk Management Process Case Study document (chapter 3, tier 3) and the DOE Risk Management Process for additional details for identifying the assets that support the Smart Grid business systems. 
[bookmark: _Toc342029414]Identifying Gaps in Security of AssetsGap Analysis of Security Controls in Assets
A. The gap analysis should include a high-level architecture overview along with statements regarding both business and organizational culture. This overview should contain a current state view as well as a future (or target) state view.  A gap analysis should contain two parts:
1. A high-level gap analysis that focuses on capabilities, not products. Drawing this distinction elevates the conversation above particular tool biases and helps business stakeholders realize they shouldn’t be spending their money on lots of different, redundant technologies that all do pretty much the same thing. 

2. A more detailed gap analysis, which lists products and version numbers. This part should include detailed information about the current inventory of tools in place and descriptions of how they are used.  Chances are good there may be a lot of redundancy in your environment, and one of the goals may be to help the business understand when they should use which tool.
3. 
B. The steps to conduct a gap analysis may consist of the following:
1. Define a scope as it pertains to each previously listed item
2. Collect all current documentation within the environment (policies, procedures, configuration standards, etc.)
3. Identify all hardware and software assets with the scope that was established in step 2. (This can be done manually or through automated tools.)
4. Interview individuals and document how the processes listed previously are carried out.
5. Compare the current security practices, configurations and processes to the goals identified in step 1.
6. Prioritize the gaps that were identified and create implementation steps to get each area to the right level of compliance.
[bookmark: _Toc342029415]Creating a Plan to Remediate the Gaps and implement the Necessary Cyber Security Requirements

[bookmark: _Toc342029416]Maintain documents that show cyber security Adherence to NISTIR 7628 Requirements 

[bookmark: _Toc342029417]Glossary
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