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· Assumes any liabilities with respect to the use of, or for damages resulting from the use of, any information, apparatus, process, or composition disclosed in this report.
· Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Smart Grid Interoperability Panel.
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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration, and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many standards-setting organizations. 
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Introduction 

In August 2010, NIST collaborated with the SGIP CyberSecurity Working Group (CSWG) to deliver the NISTIR 7628, Guidelines for Smart Grid Cyber Security. The Guideline is both a starting point and a foundation that provides:
· An overview of the cyber security strategy used by the CSWG to develop the high-level cybersecurity Smart Grid requirements;
· A tool for organizations that are researching, designing, developing, implementing, and integrating Smart Grid technologies—established and emerging;
· An evaluative framework for assessing risks to Smart Grid components and systems during design, implementation, operation, and maintenance; and
· A guide to assist organizations as they craft a Smart Grid cybersecurity strategy that includes requirements to mitigate risks and privacy issues.
This NISTIR User’s Guide is intended to provide an easy-to-understand approach that you can use to navigate the three volumes of the NISTIR 7628. While the NISTIR covers many significant cybersecurity topics, this User’s Guide is primarily focused on the application of NISTIR 7628 Volume 1 in the context of an organization’s risk management practices.  Although NISTIR 7628 Volume 1 references Special Publication (SP) 800-39, Managing Information Security Risk: Organization, Mission, and Information System View, the electricity subsector has tailored SP 800-39 to meet its unique attributes.  This tailored approach is now presented in the Department of Energy Electricity Subsector Cybersecurity Risk Management Process (RMP); which provides the risk management framework and organizational structure needed before system-specific controls identified in NISTIR 7628 can be applied.      

The intent of the Users’ Guide is to provide an end-to-end implementation guide for your Smart Grid cybersecurity activities.  This approach will begin with the RMP and walk you through an approach for identifying your most important Smart Grid organzational business functions, processes, and the systems (and the associated assets) that support them. Then it helps you identify and select the security requirements needed to protect those Smart Grid systems[footnoteRef:1] as part of a repeatable risk management process.  .   [1:  The term Smart Grid system is used in this document to include information technology (IT) and industrial controls systems (ICS).] 



Electricity organizations deal with risk every day in meeting their business objectives. These organizations have developed processes to evaluate risk and choose which risks to mitigate and which risks to accept. It is understood that organizations do not have unlimited dollars and resources to implement all of the security requirements in the NISTIR 7628 on all of their Smart Grid systems.  

It is suggested that organizations apply the approach outlined in the User’s Guide based on the risk prioritization outcomes of implementing this Guide.  
[bookmark: _Toc348103404]Document Structure	Comment by Scott Saunders: Make sure to update this to sync with rest of document.  I think this is updated to match each of the headings.

The User’s Guide contains sections that include brief descriptions, steps, and examples to help you apply the nine major tasks detailed below:
 
· Activity 1:  Identify Smart Grid Grid Organizational bBusiness Ffunctions (RMP)
· Activity 2:  Identify Smart Grid Mission and bBusiness processes associated withfor the Prioritized Organizational bBusiness fFunctions (RMP)
· Activity 3:  Identify those sSystems and Assets that support the Mission and bBusiness pProcesses (RMP)
· Activity 4:  Map Systems to the lLogical Interface Categories architecture to logical interface categories for systems (NISTIT 7628)
· Activity 5:  Identify High-Level system security Security requirements Requirements (NISTIR)
· Identify security requirements associated systems (NISTIR)
· Activity 6:  Perform a Smart Grid High-Level Security Requirement Gap Analysisrisk assessments to identify any gaps in security requirements (RMP, NISTIR, Assessment Guide)
· Activity 7 :  Create a plan to remediate Remediate the gapsGaps and Implement the Necessary High-Level Security Requirements
· Activity 8:  Monitor and maintain adherence to NISTIR 7628 High-Level Security rRequirements
The User’s Guide is not intended to provide all the detail you’ll need in a single document. Instead, the Guide focuses on the NISTIR 7628 high-level security requirements and the logical architecture. The User’s Guide leverages additional industry guidelines when appropriate to complement the information provided in NISTIR 7628, and you’ll see those references interspersed throughout the User’s Guide. 

The NISTIR 7628 User’s Guide leverages the following guidance:

· NISTIR 7628, Guidelines for Cyber Security for Smart Grid
· DOE Electricity Subsector Cybersecurity Risk Management Process (RMP)
· SGIP Guide for Assessing the High-Level Security Requirements in NISTIR-7628
· DOE Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2)	Comment by Scott Saunders: I do not see how this relates to the implementation of the RMP and NISTIR.  The ES-C2M@ tool is something that is completely different from these two documents.  

Marianne:  if we cannot draw a connection on how this guidance is being used, then we need to look at removing it.
Examples artifacts included in the User’s Guide are presented as Microsoft Word tables, however, organizations may find it more useful to populate this information in a spreadsheet or relational database.

[bookmark: _Toc348103405]Document Audience

Organizations in the diverse community of the Smart Grid—from utilities to providers of energy management services to manufacturers of electric vehicles and charging stations—can use this approach for assessing risk, and then identifying and applying appropriate security requirements to mitigate that risk. 

[bookmark: _Toc320277124][bookmark: _Toc320277692][bookmark: _Toc320278822][bookmark: _Toc309629552][bookmark: _Toc348103406]Activity:  Identify Smart Grid Organizational Business Functions	Comment by Scott Saunders: Put this throughout section to tie to RMP
The first activity of this Users’ Guide is the Tier 1 activities from the DOE RMP.  In this activity, you will identify the cybersecurity risk governance[footnoteRef:2], the high-level Smart Grid business functions[footnoteRef:3]  from an executive viewpoint, establish the organization’s risk tolerance, and identify the organizational cybersecurity risk management strategy.  	Comment by Scott Saunders: Perhaps instead of a footnote, this could be a callout box.   [2:  See Appendix D in the RMP for examples of common governance models.]  [3:  This is the first opportunity to establish a priority to reduce the scope of implementing this User’s Guide. For example, in the first iteration of this activity, select the Smart Grid business functions that are vital to maintaining the business activities of the organization.  ] 


Step 2.1: 	The organization identifies an Executive Sponsor for Cybersecurity Risk Management Governance. [Pull text from RMP Tier 1, Risk Frame, to support]

Step 2.2: 	The Executive Sponsor appoints the Executive Cybersecurity Risk Management Governance Team (Refer to Appendix F of the RMP for example roles and responsibilities for this team). [Tier 1 RISK FRAMING]

Step 2.3: 	The Executive Cybersecurity Risk Management Governance Team identifies Smart Grid related business functions of the organization (such as Distribution Management, Meter to Cash, etc.).  [Tier 1 RISK FRAMING]

Table 1 presents an example of the business functions as identified by the Executive Risk Management Governance Team. 

[bookmark: _Ref345074105][bookmark: _Toc340244967][bookmark: _Toc346268261][bookmark: _Toc348103423]Table 1  Identify Smart Grid Organizational Business Functions of the Organization
	Example Business Functions 

	a. Power Operations
i. Energy Management
1. EMS
2. Outage management
3. PII/Historian
4. ICCP feeds
5. SCADA RTU system
6. Operations training
7. Generation planning and decision analytics
ii. System Protection
1. Relays protections
2. Remote access services
b. Metering to Cash
i. Advanced Metering Architecture
ii. e-Commerce—Billing: Accounts receivable
iii. Accounting and payroll/Vendor payments
c. Customer Services
i. CRM
ii. Field services
iii. DR programs
iv. Public information officer—Community outreach
d. Corporate Services
i. Physical security access system (badges and cameras)
ii. IT access control/RSA type/Remote access virtual private network
iii. Enterprise IT (mail, AD networks, telecom)
iv. GIS
v. Markets
vi. Decision analytics



Step 2.4: 	Using the list of organizational business functions, the Executive Risk Management Governance Team creates a document that identifies:	Comment by Scott Saunders: In this step create the document with the columns.

· Business functions (identified in the previous step)
· Threats: Any circumstance or event with the potential to adversely impact organizational operations (including mission, functions, image, or reputation), resources, and other organizations.
· Vulnerabilities:  Weaknesses in Smart Grid information system, cybersecurity procedures, internal controls, or implementation that could be exploited by a threat source.
· Potential Impact –The loss of the organizational business function that could be expected to have: 	Comment by Scott Saunders: This is at the org/business line level.  CIA is evaluated in section 4 @ tier 3.  
i. a limited adverse effect (Low);
ii. a serious adverse effect (Moderate); or
iii. a severe or catastrophic adverse effect (High) on organizational operations, organizational assets, or individuals.
· Probability –The likelihood based on a subjective analysis that a given threat is capable of exploiting a given vulnerability.
i. Unlikely to occur (Low);
ii. Likely to occur (Moderate); or
iii. Expected to occur (High).
· Constraints – Organizational limitations or restrictions, such as, budget, contracts, or regulations.
· Tolerances –A threshold and/or range of acceptable operating risk as defined by the organization.
· Risk Rating –Determine information security risks as a combination of likelihood of threat exploitation of vulnerabilities and the impact of such exploitation, including any uncertainties associated with the risk determinations.[footnoteRef:4] [4:  For more information about determining risk, please see NIST SP 800-30 and the DOE RMP document.] 

i. a limited risk (Low);
ii. a serious risk (Moderate); or
iii. a severe or catastrophic risk (High) to organizational operations, organizational assets, or individuals.
· Risk Responses – The organization evaluates, decides upon, and implements appropriate courses of action to the organization’s operations, assets, individuals, and other organizations.  If the Executive Cybersecurity Risk Management Governance Team is aware of any existing risk response measures, they may be listed here.[footnoteRef:5] [5:  For more information about different types of risk responses (e.g., avoid, accept, transfer, and mitigate), please see Section 3.3.2.1 in the DOE RMP.] 


Table 2 presents an example of how business functions, along with other key elements, were documented in a table by the Executive Cybersecurity Risk Management Governance Team. 
[bookmark: _Ref346282249][bookmark: _Toc340244968][bookmark: _Toc346268262][bookmark: _Toc348103424]Table 2  Identify Threats, Vulnerabilities, Etc. Relative to Each Business Function	Comment by Tanya Brewer: Need additional examples.
	Business Functions
	Threats
	Vulnerabilities
	Impact 
(H, M, L)
	Proba-bility 
(H, M, L)
	Constraints
	Tolerances
	Risk Rating 
(H, M, L)
	Risk Response

	Power Operations
	
	
	
	
	
	
	
	

	Metering to Cash
	Disruption of systems used to perform fiscal operations or management
	Accessibility of meters and pole top relays.
	High 

Loss of money, time and resources

	High

Accessible of equipment
	Budget and Financial – How much money can be devoted to this effort this year …or in the future.

	We have to manage our current resources more efficiently


	High
	Make sure there are adequate testing of cyber security controls

	Customer Services
	
	
	
	
	
	
	
	

	Corporate Services
	
	
	
	
	
	
	
	



The initial results produced by the Executive Cybersecurity Risk Management Governance Team determine the risk rating of the business functions. The risk rating along with the other information feeds subsequent sections of this document, which includes the identification, mapping, assessment, and mitigation processes performed by the organization. If resources are limited, it is advised that you cycle through implementing the User’s Guide to the top prioritized functions first, before through the rest of the prioritized list. 	Comment by Scott Saunders: Call out box!

Step 2.5: 	Prioritize Oorganizational bBusiness fFunctions [PLACEHOLDER]

This is needed to feed the input for the next activity. 

[bookmark: _Toc309629556][bookmark: _Toc348103407]Activity:  Identify Smart Grid Mission and Business Processes – For the Prioritized Business Functions
This next activity correspond to Tier 2 activities of the RMP.  In this activity, you will develop a list of prioritized mission and business processes (that support the Organizational bBusiness fFunctions identified in the previous activity).   

Step 3.1: 	Assemble a group of managers and subject matter experts with responsibilities for the selected prioritized organizational business function(s).  

Step 3.2: 	Identify the Smart Grid mission and business processes that support and interface with the selected prioritized  organizational business functions (e.g., Advanced Metering, e-Commerce, Accounting). 

An example of this inventory is presented in Table 3, below. 



[bookmark: _Ref348103107][bookmark: _Toc340244969][bookmark: _Toc346268263][bookmark: _Toc348103425]Table 3  Inventory of Business Processes that Support and Interface with Identified Business Functions	Comment by Tanya Brewer: A second example would be nice.
	Prioritized List of Organizational Business Function(s)
	Supporting Business Processes (Dependencies)

	1. Metering to Cash
	a. Advanced Metering Infrastructure (AMI)	Comment by Scott Saunders: Make more clear that the prioritized list goes back to Org. Bus Func. as the priority that leads.  Then the mission and business are the priorites for the remaining steps.  Always go back to the Activity 2 prioritiy list.
b. e-Commerce—Billing: Accounts receivable
c. Accounting and payroll/Vendor payments

	2.…
	

	3. …
	



[bookmark: _Ref345065484][bookmark: _Toc348103408][bookmark: _Ref288653912][bookmark: _Ref288653922][bookmark: _Toc309629566][bookmark: _Ref283995333]Activity:  Identify Systems and Assets that Support the Mission and Business Processes
This activity corresponds to Tier 3 activities of the RMP.  In this activity, you will create a system inventory that supports the mission and business processes identified in the previous activity. The output of this activity will be a System Inventory Spreadsheet and an Asset Inventory Spreadsheet.  
Step 4.1:  Create a System Inventory Spreadsheet (Table 4) that identifies:
· Priority Business Functions
· Business Processes that are inherent and interdependent to the business functions
· System Names that underlay and support the business processes

· Note: When you determine the impact, ensure that the results appropriately align with your organizational risk tolerance. 	Comment by Scott Saunders: This should be a call out box. 

· 
· Step 4.2 Potential Impact –The loss of confidentiality, integrity, or availability of each identified system that could be expected to have: 	Comment by Scott Saunders: Separate Impact into CIA

Add a column for Impact Conf, one for Impact Integrity, one for Availability
You will use this to compare CIA independently used later Activity 6 to compare with NISTIR	Comment by Scott Saunders: Tie impact back to Activity 2 impact make sure in line as well.
iv. a limited adverse effect (Low);
v. a serious adverse effect (Moderate); or
vi. a severe or catastrophic adverse effect (High) on organizational operations, organizational assets, or individuals.
· Step 4.3  Probability –The likelihood based on a subjective analysis that a given threat is capable of exploiting a given vulnerability.
iv. Unlikely to occur (Low);
v. Likely to occur (Moderate); or
vi. Expected to occur (High).
· Step 4.4 Risk Rating –Determine information security risks as a combination of likelihood of threat exploitation of vulnerabilities and the impact of such exploitation, including any uncertainties associated with the risk determinations.
iv. a limited risk (Low);
v. a serious risk (Moderate); or
vi. a severe or catastrophic risk (High) to organizational operations, organizational assets, or individuals.
[bookmark: _Toc340244970][bookmark: _Toc346268264][bookmark: _Toc348103426]Table 4  System Inventory Spreadsheet
	Priority Business Function(s)
	Business Processes
	System
Name(s)
	Risk Prioritization

	
	
	
	Impact 
(H, M, L)
	Probability (H, M, L)
	Risk Ranking

	Metering to Cash
	a. Advanced Metering Infrastructure (AMI)
	AMI Meters
AMI Head-End
MDMS
Billing Sys
	High
High
High
High
	High
Medium
Medium
Medium
	High
High
High
High

	
	b. e-Commerce—Billing: Accounts receivable
	
	
	
	

	
	c. Accounting and payroll/Vendor payments
	
	
	
	

	…
	
	
	
	
	

	…
	
	
	
	
	



. 

	Step 4.5:  Create an Asset Inventory Spreadsheet[footnoteRef:6] (Table 5) that identifies: [6:  While providing all of the following information is ideal, constraints such as program maturity, available resources, etc. impact the level of granularity in the asset inventory. Fields denoted with an * indicate more important ones. ] 

· System name*
· Asset Name*
· Location*
· Serial Number
· Logical Addresses (for example, IP Address )
· Firmware (type and version)
· System Addresses (for example, MAC Address)
· Constraints – For example vendor proprietary*
· Additional Threats/Vulnerabilities*	Comment by Tanya Brewer: Need additional clarification about what “threats” means in the NISTIR.
· Mitigations*
Table 5 Asset Inventory Spreadsheet
	System Name
	Asset Name
	Location
	Serial #
	Logical Address
	Firmware
	System Addresses
	Constraints
	Additional Threats/ Vulnerabilities
	Mitigations

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	



In identifying the assets, leverage the DOE RMP Case Study document (chapter 3, tier 3) and the DOE RMP Tier 3 (p.52) for additional details for identifying the assets that support the Smart Grid business systems. 
Activity:
[bookmark: _Toc348103409]Activity: Map Systems to Logical Interface Categories 
 (
Note:  Every organization is unique, so 
portions of the NISTIR logical reference model 
may
 not
 be
 directly applicable for every business process for every utility. Optionally, instead of solely using the NISTIR Logical Reference Model diagram, you 
may
 create a flowchart that identifies the way the different actors interface with each other.  This 
will
 help you conceptualize how the NISTIR Logical Reference Model maps and aligns to your own organizational business processes.
)This activity of this Users’ Guide begins to map the previously identified systems from the System Inventory Spreadsheet created in Activity 4 to the logical security architecture in NISTIR 7628, Volume 1.  In this activity, you will identify corresponding actors, logical interfaces and logical interface categories.    

Step 5.1: Building upon the system inventory spreadsheet from the previous activity, you will add a new column titled “Actor(s).” For each identified system, review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17, Figure 2-3, to determine the associated actor.  Note: Your system name and specific terminology used may differ from the Conceptual Logical Reference Model.  However, refer to Table 2-1 (page 18), Actor Descriptions for the Logical Reference Model, for the description of each conceptual actor. 	Comment by Scott Saunders: Include applicable portion of logical reference model diagram with this section

Step 5.2: Then add another column to the System Inventory Spreadsheet titled “Logical Interfaces.”  For each actor identified in Step 5.1, Use the Logical Reference Model to document each logical interface (e.g., each line from the actor represents a different logical interface, identified by number such as U22).

Step 5.3: Then add another column to the System Inventory Spreadsheet titled “Logical Interfaces Category(s).”  For each Logical Interface identified in Step 5.2, select the corresponding logical interface category using NISTIR 7268 Volume 1 Table 2-2, Logical Interfaces by Category (Pages 27-29).    (e.g., U22 belongs to Logical Interface Category 7: Interface between back office systems under common management authority)
[bookmark: _Ref345065434][bookmark: _Toc340244971][bookmark: _Toc346268265][bookmark: _Toc348103427]  Table 5  Systems Inventory Spreadsheet with Actor(s), Logical Interfaces, and Logical Interface Category(s)	Comment by Tanya Brewer: We may need to redefine the examples that go with this.
	Priority Business Function(s)
	Business Processes
	System
Name(s)
	Prioritization
	Actor(s)
	Logical Interfaces
	Logical Interface
Category(s)

	
	
	
	Impact 
(H, M, L)
	Probability (H, M, L)
	Risk Ranking
	
	
	

	Metering to Cash
	d. Advanced Metering Infrastructure (AMI)
	AMI Meters







AMI Head- End
MDMS
Billing Sys
	High







High
High
High
	High







Medium
Medium
Medium
	High







High
High
High
	8







21
33
42
	U24
U64
U35
U41
U47
U80
U120

U24
U2
U64
	18
18
17
18
18
6
15

18
7
18

	
	e. e-Commerce—Billing: Accounts receivable
	
	
	
	
	
	
	

	
	f. Accounting and payroll/Vendor payments
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	


[bookmark: _Toc348103410]Activity:  Identify High-Level Security Requirements
This activity of this Users’ Guide identifies the recommended high-level security requirements associated with each logical interface category identified in the previous step. This activity relies on NISTIR 7628 Volume 1, Tables 3-2, Smart Grid Impact levels, (page 75) and Table 3-3, Allocation of Security Requirements to Logical Interface Categories, (pg. 79-88).  Table 3-2 lists each Logical Interface Category along with the associated Confidentiality, Integrity, and Availability Impact Levels.  Table 3-3 identifies each of the logical interface categories across the top row (LIC 1-22) and the Smart Grid Requirement Number(s) along the left-most column (SG.AC-1 – SG.SI-9).  As you select the applicable Smart Grid Requirements and Requirement Enhancement(s) for each LIC, you will utilize the Impact Levels for each LIC.  	Comment by Scott Saunders: We can show 2 diff methods to identify applicable HLR – should we?

Original text and associated pictures have been moved to back of document.  

Step 6.1: Building on the System Inventory Spreadsheet, add a new column titled “NISTIR CIA Impact.”  This will identify the CIA Impact level associated with each Logical Interface Category identified in the previous step.  Use Table 3-2, Smart Grid Impact Levels, (page 75) to identify the CIA impact level for each LIC.  	Comment by Scott Saunders: If you compare CIA with organization vs NISTIR need to reconcile

Step 6.2:  Add an additional column to the System Inventory Spreadsheet titled “Final CIA” with three columns, one for Confidentiality, one for Integrity, and one for Availability.  This step results in the selection and determination of the best ranking between the Impact analysis done in Activity 4, Step 4.x and the NISTIR CIA Impact done in Step 6.1 above.  This Final CIA is an opportunity to reconcile between what the organization believes is the CIA and what the NISTIR determined the CIA.  Reference the analysis from NISTIR regarding the designations of CIA (Volume 3, XXXX)	Comment by Scott Saunders: Need to determine best name?  Wordsmith.  

Vicky:  No right answer.  We never tell you want to do, figure out in the context of your own organization.  HLR ongoing item.

Step 6.3: Add an additional column to the System Inventory Spreadsheet titled “GRC Requirements for Each LIC.” GRC requirements, while centered around policy, procedure, and compliance-based activities, may include technical implications.  GRC requirements are applicable for all the LICs and may be inherited from the organizational-level.[footnoteRef:7]  Using NISTIR 7628, Volume 1, Table 3-3, identify each of the Common Governance, Risk and Compliance Smart Grid Requirement Number(s).  These are the white shaded rows in Table 3-3.   [7:  Security requirements are inheritable by Smart Grid information systems or Smart Grid information system components when these systems/components receive protection from requirements but the requirements are developed, implemented, assessed, authorized, and monitored by entities other than those responsible for the system/component.  ] 


CALL OUT BOX:  Table 3-3 identifies any requirement enhancements that are applicable GRC and Unique Technical Requirements at different impact levels.  Unique Technical Requirements may also have associated requirement enhancements, but are not listed in Table 3-3 due to space constraints.  To identify the unique technical requirement enhancements, refer to individual Security Requirements in Sections 3.1 -3.25 (p90-209).  The selected requirement enhancements are listed in Impact Level Allocation section of each Smart Grid Requirement.  	Comment by Scott Saunders: Thoughts on making an Appendix that lists all of the HLR and the page number they are on?  This would be a table that has:
Requirement # , Name, and Page location of requirement text.  

Step 6.4:  Add an additional column System Inventory Spreadsheet titled “Common Technical Requirements for each LIC.” The common technical requirements are the technical requirements that are applied against all of logical interface categories.  Common technical requirements should be allocated to each Smart Grid system and not necessarily to every component within a system, as the focus is on security at the system level.  Using Table 3-3, identify each of the Common Technical Smart Grid Requirement Number(s).  These are the light grey shaded rows in Table 3-3.  

Step 6.5:  Add another column System Inventory Spreadsheet titled  “Unique Technical Requirements for each LIC.” Unlike the previous two categories of requirements, the unique technical requirements are allocated to one or more of the logical interface categories.[footnoteRef:8]  Unique technical requirements also should be allocated to each Smart Grid system and not necessarily to every component within a system, as the focus is on security at the system level.  Using Table 3-3, identify each of the Unique Technical Smart Grid Requirement Number(s). These are the dark grey shaded rows in Table 3-3.   [8:  Unique technical requirements are specialized technical requirements that may not be feasible or necessary to implement for every Logical Interface Category.  ] 


Note: Identification is a detailed process best approached with spreadsheet at one hand and reference materials at the other. Break up the task among team members with appropriate security background and who are most familiar with the systems and interfaces they are assigned.  	Comment by Scott Saunders: Call out box
[bookmark: _Toc348103411]Identify Assets Associated With the High Risk Systems 	Comment by Scott Saunders: Moved this up into Activity 4 so that you are looking at the systems and the assets at the same time.  These two documents then become the input into the following Activities.


Table 6 System Inventory with CIA Impacts, Unique Technical Requirements, and Requirement Enhancements
	




System
Name(s)
	Risk Prioritization
	Actor(s) 
	Logical Interfaces
	Logical Interface
Category(s)
	NISTIR CIA Impact
	
	GRC Req. for each system
	Common Technical Req. for each sys
	Unique Technical  Requirements  for each Logical Interface Category
	All Unique Technical Reqs  for each system
(including  enhancements)[footnoteRef:9] [9:  Risk Response Actions may include:  Risk Acceptance, Risk Avoidance, Risk Mitigation, Risk Sharing, Risk Transference, or combinations of any actions.] 


	
	Impact 
(H, M, L)





	Probability
(H,M,L)




P
	Risk Ranking
(H,N,L)

	
	
	
	
	FINAL CIA
	
	
	
	

	AMI Meters












AMI Head- End
MDMS
Billing Sys
	C

H





	I




	A

H
H
H
	H












M
M
M
	H












H
H
H
	8












21
33
42
	U24












U64
U2
	18










17

18
7
	C


LHL

	I




	A
…

LHL
	C
	I
	A
	SG.AC-1
SG.AC-2
SG.AC-3
SG.AC-4
…
…
…




…
	SG.AC-6
SG.AC-7
SG.AC-8
SG.AC-9
…
…
…




…
	SG.AC-14
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7

SG.SC-3 (example)
	SG.AC-14 (1)
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7


	…
	
	
	
	
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	
	
	
	
	




[bookmark: _Toc348103412]Activity:  Perform an Smart Grid High-Level Security Requirement Gap Assessment 
In this activity, you will conduct an assessment of the identified Smart Grid security requirements in previous step to the identified system assets in Activity 4. You will review the system asset inventory against the system inventory spreadsheet to confirm each Smart Grid security requirement has been applied to that system or asset.  The result of this assessment will be a gap analysis.  For additional information on conducting security requirements assessments, refer to the SGIP Guide for Assessing the High-Level Security Requirements in NISTIR 7628 (page 22) and refer to Section 4 (pages 18-25) and Appendix B, Assessment Procedures Catalog (Pages B1-B84).  

Step 7.1: Add a column to the System Inventory Spreadsheet titled “Assessment Ratings (S or O).”  This column will be used to identify how well each requirement is applied to each of the systems identified in the System Inventory Spreadsheet (Refer to Table 8), and enter one of the two Assessment Ratings in the System Inventory Spreadsheet:
S – For Satisfied or O – For Other than Satisfied[footnoteRef:10] [10:  An assessment finding of Satisfied (S) indicates that the requirement has been met producing a fully acceptable result. An assessment of Other than satisfied (O) indicates potential anomalies in the operation or implementation of the requirement that may need to be addressed by the organization.
] 


Step 7.2:  Perform Smart Grid Security Requirements Gap Assessment[footnoteRef:11].  Conducting the gap assessment validates how well the existing security requirements match the identified requirements.  Reference Guide for Assessing the High-Level Security Requirements in NISTIR 7628, Guidelines for Smart Grid Cybersecurity, Section 4, Pages 18-25 identfieid the methodologies for conducting the Gap Assessment. 	Comment by Scott Saunders: Determine how much of guide we want to include in this UG. [11:  Guide for Assessing the High-Level Security Requirements in NISTIR 7628 provides a set of guidelines for building effective security assessment plans and a baseline set of procedures for assessing the effectiveness of security requirements employed in Smart Grid information systems.] 


Step 7.3:  To view the Requirements with the Assessment Objectives[footnoteRef:12], Assessment Method[footnoteRef:13] and Potential Assessment Object(s) [footnoteRef:14]reference the NISTIR 7628 Assessment Guide, Appendix B, Assessment Procedures Catalog, (Pages B1-B84) to identify the criteria for assessing each of the NISTIR 7628 High-Level Requirements. [12:  The assessment objective, including specifications, mechanisms, and activities are a set of determination statements related to the particular security requirement being assessed.]  [13:  The assessment methods consist of examine, interview, and test, and define the nature of the assessor actions.]  [14:  Lists example evidence that can be used for assessing the existence of a High-Level Security Requirement.  ] 


Step 7.3:  Add a column to the System Inventory Spreadsheet titled “Assessment Gaps.”  If the result of the Gap Assessment is Other than Satisfied, provide a short description of the gap along with the associated High-Level Security Requirement in this column.  


Note:  The example provided below leverages the assessment method outlined in the NISTIR 7628 Assessment Guide.  Each organization may leverage its own method for determining security requirement gaps and apply that methodology to this section.	Comment by Scott Saunders: Potential for Call out box.

Note that, depending on the security requirement, it may be necessary for you to review how well the requirements are applied to each of the assets associated with the identified system.	Comment by Scott Saunders: Potential call out box.

Note:  It is recommended that organizations complete the gap assessment process on a discrete system, process, or function before committing to plan remediation as planning may require a holistic approach. In addition, more endemic gap patterns may become evident when reviewed across a larger system or the organization. 	Comment by Scott Saunders: Potental call out box oradd this to the narrative introducing the Activity.
[bookmark: _Ref344288225][bookmark: _Toc346268268][bookmark: _Toc348103429]Table 8 System Inventory with Assessment Scores, Assessment Gaps, and Proposed Mitigations	Comment by Scott Saunders: This table is used for two steps.  The last column Mitigations is Actvity 8. Shoud we have two tables?
	




System
Name(s)
	





…
	GRC Req. for each system
	Common Technical Req. for each sys
	Unique Technical  Requirements  for each Logical Interface Category
	All Unique Technical Reqs  for each system
(including  enhancements)[footnoteRef:15] [15:  This is a compilation of all of the Unique Technical Requirements from all of the LICs. ] 

	Assessment Ratings 
(S or O)
	Assessment Gaps
	Mitigations

	AMI Meters












AMI Head- End
MDMS
Billing Sys
	…










…

…
	SG.AC-1
SG.AC-2
SG.AC-3
SG.AC-4
…
…
…




…
	SG.AC-6
SG.AC-7
SG.AC-8
SG.AC-9
…
…
…




…
	SG.AC-14
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7

SG.SC-3 (example)
	SG.AC-14 (1)
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7

	
	
	

	…
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	


[bookmark: _Toc348103413]Activity:  Create a Plan to Remediate the Gaps and Implement the Necessary High-Level Cyber Security Requirements

In this activity, you will develop a plan to mitigate the previously identified Assessment Gaps from Activity 7.  As part of the mitigation you will evaluate how the “Other than Satisfied” requirements need to be addressed.  This activity corresponds with the Risk Response[footnoteRef:16] activity in Tier 3 of the RMP (pages 55-57). [16: ] 


Examples of valid determinations for removing a High-Level Security Control are if other compensating security requirements are in place, the cost to mitigate exceeds than the cost of the XXXX, XXXXXXXX.  	Comment by Scott Saunders: What are some other reasons why removing wouldbe accetable.

Note:  You can also determine whether any of the Satisfied High-Level Security Requirements can be removed because it is determined that compensating controls are in place.  	Comment by Scott Saunders: CAll out box.



Once gap assessment is complete, the next step is to identify mitigations, prioritize them logically, and craft plans to address them. Where necessary, you’ll need to leverage your organization’s risk acceptance processes in conjunction with prioritizing the planning. This phase is presented as a four-step cycle: 


Step 8.1:  Add a column to the System Inventory Spreadsheet titled, “Mitigations.”  This column will be used to document the Risk Response actions associated with each “Other than Satisfied” Assessment Rating.  Refer to Tier 3 of the RMP (pages 55-57).  Additionally, provide a short explanation in this column about why your organization chooses the specific Risk Response Action(s).  

Note:  Where the Risk Response Action is Risk Acceptance, it is important that the Executive Risk Management Team is aware of and approves of this decision.  	Comment by Scott Saunders: Call out box

Craig:  Alternatives analysis.  Risk Acceptance does not have to be black and white.  Different variance in the response.  Options on how to address the risk.  Craig will provide content.

Step 8.2:  Add a column to the System Inventory Spreadsheet title, “Priority. ”  This column will be used to document mitigation priorities.  To begin prioritizing the mitigations, start with the list of Prioritized Organizational Business functions (Activity 2) and the list of Prioritized Mission and Business Processes (Activity 3). 
Step 8.3:  Using the Prioritized Organizational Business Functions and Prioritized Mission and Business Processes, you will determine a Mitigation Priority based on the following characteristics identified in Activity 2, Step 2.4:	Comment by Scott Saunders: This pulls together the beginning activities into the final risk response determinations.
· Threats: Any circumstance or event with the potential to adversely impact organizational operations (including mission, functions, image, or reputation), resources, and other organizations.
· Vulnerabilities:  Weaknesses in Smart Grid information system, cybersecurity procedures, internal controls, or implementation that could be exploited by a threat source.
· Potential Impact –The loss of the organizational business function that could be expected to have: 	Comment by Scott Saunders: This is at the org/business line level.  CIA is evaluated in section 4 @ tier 3.  
vii. a limited adverse effect (Low);
viii. a serious adverse effect (Moderate); or
ix. a severe or catastrophic adverse effect (High) on organizational operations, organizational assets, or individuals.
· Probability –The likelihood based on a subjective analysis that a given threat is capable of exploiting a given vulnerability.
vii. Unlikely to occur (Low);
viii. Likely to occur (Moderate); or
ix. Expected to occur (High).
· Constraints – Organizational limitations or restrictions, such as, budget, contracts, or regulations.
· Tolerances –A threshold and/or range of acceptable operating risk as defined by the organization.
· Risk Rating –Determine information security risks as a combination of likelihood of threat exploitation of vulnerabilities and the impact of such exploitation, including any uncertainties associated with the risk determinations.[footnoteRef:17] [17:  For more information about determining risk, please see NIST SP 800-30 and the DOE RMP document.] 

vii. a limited risk (Low);
viii. a serious risk (Moderate); or
ix. a severe or catastrophic risk (High) to organizational operations, organizational assets, or individuals.

Step 8.4  Using the determination made in Step 8.3, you can assign a priority to each of the Mitigations that fits your risk tolerance.
Note:  Entities can determine for themselves which scale to use (e.g. High, Moderate, Low or a numbered scale (1-5), etc.)  	Comment by Scott Saunders: Call out box.  At this point we really have given the implementer all of th tools t identify priority.  The entity needs to determine for themselves which one to tackle in what order  	Comment by Scott Saunders: Call out box
Consider the following questions when prioritizing the gaps for action.
· Which gaps are most important in the context of the organization’s objectives?
· Which gaps are most important in the context of the organization’s role in critical infrastructure?
· Can the necessary resources be made available to address the gap?
· Are there efficiencies that can be realized by addressing the gap? (i.e., efficiencies may include streamlining controls or compliance activities.)
When prioritizing gaps, it is important to consider time, costs, and risks associated with closing the gaps. Some suggested strategy for approaching the prioritization is presented in Step 8.5 below.

Step 8.5 Once the identified gaps are prioritized, develop plans to address selected gaps in a timely manner.	Comment by Scott Saunders: Jody to provide more content on this area.
Consider dividing up groups of prioritized gaps (i.e., high, moderate, low or numbered scale) into smaller groups by resource requirements (e.g., duration of less than one year, more than one year, cost less than X, more than Y, mitigation solely to a business unit, mitigation enterprise-wide). Subdivision by resource ranking (e.g., cost, level of effort) will also simplify initial business decision-making as well as longer term planning and budgeting by the organization. 
 	Comment by Scott Saunders: I think we do not tell them what schedule to use, instead, tell them that they need to set a schedule.  We can refer to RMP Monitoring for more information.
[bookmark: _Toc348103414] Activity:  Monitor and Maintain High-Level Security Requirements 	Comment by Scott Saunders: Craig:  you went through all this, important develop cadence for this document.  

Create an artifact here for the monitoring plan.

Irene:  Add monitoring to the change management process.

Frances:  add content related monitoring third-party relationships.  
In this activity, you will develop a plan to monitor the progress of each Activity in the User’s Guide.  Deviations from the assessment will occur over time from a number of factors including environmental changes that include systems changes, new threats and vulnerabilities, and/or changes to your organization’s business risk profile.   

Step 9.1 .  The plan to monitor needs to take into account any updates or changes that occur at the Organizational Business Function and Mission and Business Process levels.  

Step 9.2  Develop a plan to monitor the progress of Activity 8, Step 8.5.  Refer to Tier 3 Risk Monitoring step in the RMP (page 58) for more information on implementing a Cybersecurity Mitigation Plan at the system and component level.


Implementation Tips:  	Comment by Scott Saunders: Callout box.
· The ongoing monitoring of systems’ security posture can be done by utilizing automated tools and following documented processes.  
· Periodically conduct systems evaluations to identify any new cybersecurity issues.  
· Reevaluate in response to major changes in the business, technology, market, or threat environments to ensure that the current profile matches the organization’s desired state.
[bookmark: _Toc348103415]Glossary
· Default Impact Levels – The default impact levels assigned under the NISTIR, as opposed to using FIPS 199, NIST SP 800-53, or NIST SP 800-60. 
· Priority Business Functions - Those business functions vital to maintaining the core business activities of the organization. Smart Grid – The application of end-to-end automation technology, bi-directional programmatic logic, and advanced telecommunications infrastructure integrated into traditional electric transmission and distribution systems to improve operations, maintenance, and planning for existing grid capabilities and to provide new capabilities through introduced technology and connectivity. 
· Spaghetti Diagram – Working term commonly used for the Logical Model Reference Diagram from NISTIR 7628 Volume 1. 
· Threat- Any circumstance or event with the potential to adversely impact organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the Nation through an information system via unauthorized access, destruction, disclosure, modification of information, and/or denial of service. [NIST SP 800-53]
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APPENDIX POSSIBLE ALTERNATE SOLUTION for LOGICAL INTERFACE

After completing the expanded Systems Inventory Spreadsheet as shown in Table 5Table 5Table 5Table 5, you will need to identify the appropriate system requirements for each logical interface. Identification is a detailed process best approached with spreadsheet at one hand and reference materials at the other. Break up the task among team members with appropriate security background and who are most familiar with the systems and interfaces they are assigned. Identifying system requirements is a three-step process: 

Step 1 - Identify the detailed information for each of the Logical Interface Categories used by each high risk system. 
A. Review the detailed information for each logical interface category used by each system (in (See Table 6Ttable 6). This information is listed in NISTIR 7628, Volume 1, Pages 33-67 (Refer to Figure 1 for a diagram excerptFigure 1Figure 1).
B. For each of the Logical Interface Categories identify the following using the corresponding logical interface diagram. For this example, reference the page containing Figure 1. :
· Confidentiality, Integrity, and Availability CIA Impact Level Scores – Located These are located at the top right of the page. These scores identify the CIA Impacts associated with the specific Logical Interface Category.
· Identify the Unique Technical Requirements – These are lLocated at the lower right of the page. These are the Unique Technical Requirements that apply to the Logical Interface Category.
· Document the CIA Impacts and Unique Technical Requirements for each Logical Interface Category (using the same process as for Like we did for the AMI Meters System in Table 6).
Figure 1 - Logical Interface Categories Detailed Information 
[image: ]
Figure 1 - Logical Interface Categories Detailed Information 


Step 2 - Identify the applicable Security Requirements in NISTIR 7628
A. Review the list of Security Requirements in NISTIR 7628, Volume 1, Pages 79-88 (Reference Figure 2Figure 2Figure 2Figure 2).  
B. Identify the Common Governance, Risk, and Compliance (GRC) requirements that are applicable at the system level.
Note that GRC requirements are typically implemented at the organization level.  A recommended impact level is included with each of the GRC requirements.  
For example, requirements SG-AC-1 through SG.AC-4 (in Figure 2Figure 2Figure 2) applyies to all impact levels for all the systems, so list these requirements in the System Inventory (Table 6) for the AMI Meters System. 
C. Identify the Common Technical Requirements that are applicable at the system level.  
D. A recommended impact level is included with each of the common technical requirements. 

E. For example, rAs examples, requirements SG.AC-6 and SG.AC-7 (in Figure 2Figure 2Figure 2Figure 2) applyies to moderate and high Impact levels;. SG.AC-8 and SG.AC-9 applyies to all impact levels.  	Comment by Victoria Pillitteri: Need to establish baseline here, then add an additional step about a discussion regarding the high watermark principle. 
The CIA Impact level for the AMI Meters System is High in the system inventory (Table 6) therefore SG.AC-6 through SC.AC-9 applies to the AMI Meters System. List these requirements in the System Inventory (Table 6) for the AMI Meters System. 	Comment by Victoria Pillitteri: Either include table or reference updated NISTIR (TBD) or mapping in SP 800-53, Chapter 3.3, or can include in Users’ Guide as Appendix that will map each applicable CIA to each requirement.  	Comment by Victoria Pillitteri: Add bullet, meet with power system stakeholders to determine CIA impact levels
F. Identify which Unique Technical Requirements are applicable to the logical interface categories associated with each system:
· Lookup each of the Unique Technical Requirements that you entered for each logical interface category in the system inventory (reference Table 6). Notice that, in reviewing 
As you can see from the system inventory (Table 6), SG.AC-14 applies to logical interface category 18 (which is associated with the AMI Meters System). 
· Identify if the Unique Technical Requirement is applicable to the logical interface categories for each system:
· Review the Unique Technical Requirements listed in NISTIR 7628, pages 79-88. As presented in 
· As you can see from Figure 2Figure 2Figure 2, the Unique Technical Control SG.AC-14 is applicable to Logical Interface Category 18 if the impact is High.
· Review the CIA Impact Level Scores (in Figure 1Figure 1) with your stakeholders to determine which CIA Impact Score most closely applies to this requirement.  Reference Table 3-1 in NISTIR 7628 for definitions of the Impact Levels. (page 74). 	Comment by Tanya Brewer: Insert a new step 2-associate the most applicable CIA impact (for example Availability) with each of the requirements and review with stakeholders.
· In our exampleNote that in the example, we met with our stakeholder and determined that the High Impact score of Integrity (in Figure 1Figure 1Figure 1) applies to the SG.AC-14 requirement, “Permitted Actions without Identification or Authentication” (Figure 3Figure 3Figure 3); therefore SG.AC-14 is in scope for Logical Interface Category 18 (Figure 2Figure 2Figure 2).
· If there is a discrepancy between the recommended impact levels in the NISTIR and the outcome of your meeting with your stakeholders to determine impact levels, you should look to Appendix G (Volume 3) to review the analysis that went into calculating the impact level in the NISTIR.
If you determine that the Unique Technical Requirement is not applicable to the Logical Iinterface Ccategory, remove the Unique Technical Requirement from list of requirements that you entered in system inventory (reference Table 6).
G. Identify the Unique Technical Requirements that are applicable to each system.
Identify the all of the Unique Technical Requirements for all of the logical interface categories for each system and enter them in the far right hand column of the System Inventory Spreadsheet (reference Table 6). 
Once the spreadsheet is complete, review it and, then eliminate any duplicates.
Figure 2 - NISTIR 7628 Table 3-3 Allocation of Security Requirements to Logical Interface Categories
[image: ]
Figure 2 - NISTIR 7628 Table 3-3 Allocation of Security Requirements to Logical Interface Categories


Table 6 System Inventory with CIA Impacts, Unique Technical Requirements, and Requirement Enhancements
	




System
Name(s)
	Risk Prioritization
	Actor(s) 
	Logical Interfaces
	Logical Interface
Category(s)
	NISTIR CIA Impact
	GRC Req. for each system
	Common Technical Req. for each sys
	Unique Technical  Requirements  for each Logical Interface Category
	All Unique Technical Reqs  for each system
(including  enhancements)[footnoteRef:18] [18:  Risk Response Actions may include:  Risk Acceptance, Risk Avoidance, Risk Mitigation, Risk Sharing, Risk Transference, or combinations of any actions.] 


	
	Impact 
(H, M, L)





	Probability
(H,M,L)




P
	Risk Ranking
(H,N,L)

	
	
	
	
	
	
	
	

	AMI Meters












AMI Head- End
MDMS
Billing Sys
	H












H
H
H
	H












M
M
M
	H












H
H
H
	8












21
33
42
	U24












U64
U2
	18










17

18
7
	LHL










…

LHL
	SG.AC-1
SG.AC-2
SG.AC-3
SG.AC-4
…
…
…




…
	SG.AC-6
SG.AC-7
SG.AC-8
SG.AC-9
…
…
…




…
	SG.AC-14
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7

SG.SC-3 (example)
	SG.AC-14 (1)
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7


	…
	
	
	
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	
	
	
	




Step 3 - Identify the Requirement Enhancements	Comment by Tanya Brewer: Needs some word smithing.  Perhaps look at what is said in SP 800-53.
A. For each requirement listed in the System Inventory (Table 6Table 6Table 6) reference to the Security Requirement Descriptions (In therefer to the NISTIR 7628 on Pages 89 – 209) to identify if there is an enhancement for the requirement.
B. If a requirement has a Requirement Enhancement section (Reference Figure 3Figure 3Figure 3), compare the Impact Allocation for the High, Medium, and Low level impacts at the bottom of the page with the applicable CIA Impact Level to identify which Enhanced Requirements are applicable.

C. As you can see in Figure 3Figure 3Figure 3, SG.AC-14 has a Requirement Enhancement if the Impact Levels for any Logical Interface Category associated with a system is rated a High or Medium. In Step 2.d we determined that Logical Interface Category 18 had the Integrity Impact of High, which most closely applies to this requirement; therefore, we need to apply this SG.AC-14 requirement enhancement for AMI Meters System. .

D. Identify the applicable Requirement Enhancements in the Systems Inventory Spreadsheet (Like we did inas per the process with Table 6Table 6Table 6 for SG.AC-14 for the AMI Meters System).
Figure 3 - Example of Unique Technical Requirement
[image: ]

Figure 3 - Example of Unique Technical Requirement

Table 6 System Inventory with CIA Impacts, Unique Technical Requirements, and Requirement Enhancements
	




System
Name(s)
	Risk Prioritization
	Actor(s) 
	Logical Interfaces
	Logical Interface
Category(s)
	NISTIR CIA Impact
	
	GRC Req. for each system
	Common Technical Req. for each sys
	Unique Technical  Requirements  for each Logical Interface Category
	All Unique Technical Reqs  for each system
(including  enhancements)[footnoteRef:19] [19: ] 


	
	Impact 
(H, M, L)





	Probability
(H,M,L)




P
	Risk Ranking
(H,N,L)

	
	
	
	
	FINAL CIA
	
	
	
	

	AMI Meters












AMI Head- End
MDMS
Billing Sys
	H





	




	

H
H
H
	H












M
M
M
	H












H
H
H
	8












21
33
42
	U24












U64
U2
	18










17

18
7
	LHL




	




	
…

LHL
	C   I   A
	SG.AC-1
SG.AC-2
SG.AC-3
SG.AC-4
…
…
…




…
	SG.AC-6
SG.AC-7
SG.AC-8
SG.AC-9
…
…
…




…
	SG.AC-14
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7

SG.SC-3 (example)
	SG.AC-14 (1)
SG.IA-4
SG.SC-3
SG.SC-5
SG.SC-6
SG.SC-7
SG.SC-8
SG.SC-9
SG.SC-26
SG.SI-7


	…
	
	
	
	
	
	
	
	
	
	
	
	

	…
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Category: Unique Technical Requirements

Requirement

1. The organization identifies and documents specific user actions, if any, that can be
performed on the Smart Grid information system without identification or authentication;
and
Organizations identify any actions that normally require identification or authentication
but may, under certain circumstances (e.g., emergencies), allow identification or authenti-
cation mechanisms to be bypassed.

Supplemental Guidance

The organization may allow limited user actions without identification and authentication (e.g.,
when individuals access public Web sites or other publicly accessible Smart Grid information
systems.

Requirement Enhancements

=39 1. The organization permits actions to be performed without identification and authentica-
tion only to the extent necessary to accomplish mission objectives.

Additional Considerations
None.

Impact Level Allocation

Low: SG.AC-14 Moderate: SG.AC-14 (1) High: SG.AC-14 (1)
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