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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration, and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many standards-setting organizations. 
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Executive Summary 
[bookmark: _Toc331769514]Scope 

The NISTIR 7628 User’s Guide provides an easy to understand tool that utilities and other entities involved in implementing Smart Grid-based systems can use to navigate the NIST Interagency Report (IR) 7628, Guidelines for Smart Grid Cyber Security  to identify and select the security requirements needed to help protect those systems. 

The user’s guide provides utilities with easy to follow processes and examples to 1) help identify Smart Grid[footnoteRef:1] business functions and processes 2) document the systems and assets that support them as a logical architecture 3) map the logical architecture to logical interfaces in the NISTIR 7628 4) perform risk assessments to align and identify security requirements 5) identify requirement gaps 6) create a plan to remediate the gaps 7) create a strategy for implementing the security requirements and 8) provide guidance for ensuring continuous adherence to the requirements. [1:  Put what we mean by “Smart Grid” here.] 


The user’s Guide focuses on the NISTIR 7628 High-Level Security Requirements and the Logical Architecture. Additional industry guidelines will beare leveraged when appropriate to complement the information provided in NISTIR 7628. 
[bookmark: _Toc320277124][bookmark: _Toc320277692][bookmark: _Toc320278822][bookmark: _Toc309629552][bookmark: _Toc331769515]Identify Smart Grid Business Functions

A. Identify Executive Sponsor for the Risk Management Governance
B. Executive Sponsor identifies Executive Risk Management Governance Team (appendix F of the RMP)
C. Executive Risk Management Governance Team activities:
· Identify  the priority Smart Grid Business Functions of the organization (such as Distribution Management, Meter to Cash).	Comment by ms: I like Scott’s idea of a comprehensive list. But I also think it might be good to zero in on one main function and carry that example through the whole document.	Comment by Scott Saunders:  I think an opportunity here could be to have a reference to the more comprehensive list of business functions related to Smart Grid, and then in the next section, a comprehensive list of Smart Grid mission and business processes.  That way a util could go through and select the ones they have.  If they see just one example it may not spur the thought about others?  Just a thought?
· Create a spreadsheet that identifies:
· Business functions
· Threats
· Vulnerabilities
· Impact – Of a disruption of the function (High, Medium, or Low)
· Probability – Of a cyber disruption of the function (High, Medium, or Low)
· Constraints – For example budget constraints
· Tolerances – For example not getting hit on an audit
· Risk Rating – For the business functions (High, Medium, or Low)
· Risks – List identified risks
· Mitigations – Provide high-level mitigations

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 1, tier 1) and the DOE Risk Management Process for additional details for identifying the Smart Grid business functions. 	Comment by Scott Saunders: This might be something that we put up in the intro to this whole section since the Case Study can actually walk them through a fictional representation of each of 3-6.
[bookmark: _Toc309629556][bookmark: _Toc331769516]Identify Smart Grid Business Processes

A. Identify the Operations Risk Management Governance Team.  Members would typically include business unit management (including the Power Operations Manager, Information Security Manager, etc.)	Comment by Scott Saunders: “or can include”
B. The Operations Risk Management Governance Team needs to identify mission and business critical Smart Grid processes that support the priority organizational business functions (for example Metering, Distribution Automation, Demand Response)	Comment by ms: Would this be the place to look at the Spaghetti diagram and list the logical interface category  or categories(U130)?

TB: Section 7 moved to follow this section.
a. Create an spreadsheet inventory that contains:	Comment by ms: This may be the place where the example zeroes in on a specific function and lists all the process that support that function. The next chapter would zero in further to the systems that support those processes.  By utilizing the same example, I believe the reader will be able to follow the steps more clearly.

TB: With the exception of moving section 7, this moves in the order recommended.
i. The mission and business processes that support and interface with the identified missionpriority business functions 	Comment by ms: Do we want to keep the word “mission”.  I cannot recall if we use that in the RMP.

TB: Changes made.
ii. The business priority Smart Grid functions
iii. For each Smart Grid mission and business process, identify the associated business dependencies
b. Create a flowchart that identifies the interfaces between the different actors (some of the actors may be from a different process) that make up the processes.  This will help conceptualize the way the different actors interface with the different processes.
i. Leverage the NISTIR logical reference model when creating your flowcharts.  Note:  Portions of the NISTIR logical reference model are not directly applicable for every business process.

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the Smart Grid business processes. 	Comment by Scott Saunders: This might be something that we put up in the intro to this whole section since the Case Study can actually walk them through a fictional representation of each of 3-6.
[bookmark: _Toc331769517][bookmark: _Ref288653912][bookmark: _Ref288653922][bookmark: _Toc309629566][bookmark: _Ref283995333]Map Business Processes to Logical Interfaces

A. Review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17.
B. For each business process, add the following columns to the Smart Grid System Inventory Spreadsheet (identified in section 3 of this document):
· Actor Number
· Logical Interfaces (for example U130)
C. Identify the applicable Logical Interface Categories for the system (Refer to NISTIR 7628, volume 1, page 27 for a list of the 22 Logical Interface Categories).	Comment by ms: This is where we need to work through an example of a specific implementation.
· Add a column for this to your spreadsheet
Identify Systems Supporting Smart Grid Business Processes

A. The Operations Risk Management Governance Team activities:
· Identify systems associated with the Smart Grid mission and business processes (for example AMI Head End System, Demand Response Management System, Energy Management System)	Comment by Tanya Brewer: Make it clear in the text that we are not talking about serial numbers.  Also double-check the definition of this in 7628.
· Create a Smart Grid System Inventory Spreadsheet that identifies:
· System Names
· Organization that maintains system
· Business process the system supports
· Priority – How important system is to the organization
· Impact – Of a system compromise (High, Medium, or Low)
· Probability – Of a system compromise (High, Medium, or Low)
· Risk Ranking – For the system (High, Medium, or Low) 
· Risks – List the identified risks
· Mitigations

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the  systems supporting the Smart Grid business processes. 

[bookmark: _Toc331769518]Identify Assets that Support Smart Grid Business Systems	Comment by Victoria Yan Pillitteri: Include note that calls out if you don’t have all this info initially 

A. Identify the IT Risk Management Governance Team.  Members would include Information Technology Manager, Network Administrator, Power Engineer, etc.
B. Create an Asset Inventory which  should include[footnoteRef:2]:	Comment by ms: We should also point to a template in the back and provide an example in the body of the document. [2:  While providing all of the following information is ideal, constraints such as program maturity, available resources, etc. impact the level of granularity in the asset inventory. Fields denoted with an * indicate more important ones. ] 

· Asset Name*
· Location*
· Serial Number
· Logical Addresses (for example, IP Address )
· Firmware
· System Addresses (for example, MAC Address)
· Associated System*
· Constraints – For example vendor proprietary*
· Additional Threats/Vulnerabilities*
· Mitigations*

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 3, tier 3) and the DOE Risk Management Process for additional details for identifying the assets that support the Smart Grid business systems. 

[bookmark: _Toc331769519]Map Business Functions to Logical Interfaces
[bookmark: _Toc331769520]
D. Review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17.
E. Add the following columns to the Smart Grid System Inventory Spreadsheet (identified in section 3 of this document):
· Actor Number
· Logical Interfaces (for example U130)
· 
· 	
Note: Appendix F in NISTIR 7628 Volume 3 provides the seven domains and all of the applicable Logical Interfaces and the associated Logical Interface Categories	Comment by e56399: I reference volume 1, page 27 in the next section to identify the logical interface categories. The actual domains are identified in the Spaghetti diagram.
Performing Risk Assessment on Processes, Systems, and Associated Interfaces
· Identify the applicable Logical Interface Categories for the system (Refer to NISTIR 7628, volume 1, page 27 for a list of the 22 Logical Interface Categories).	Comment by ms: I moved this up to Chapter 7 since this is not part of risk assessment, but rather the mapping of logical interface categories.
· Identify the Confidentiality, Integrity, and Availability Impact levels for each of logical Interface Categories that the system uses (Reference NISTIR 7628, Volume 1, Pages 33 – 67) 	Comment by Tanya Brewer: From Craig:  What analysis was done to come up with these levels?
· Meet with the power system subject matter experts to identify the overall impact level of each of the Logical Interface Categories that the system uses
· Review the impact level determined for the system against the level allocated for the Logical Interface Category depicted in Figures 2 – 4 through 2 – 22
· 
· 
[bookmark: _Toc331769521]Identifying System and Asset Requirements
· Reference NISTIR 7628, Volume 1, Pages 79 – 88 to identify the High-Level requirements that need to be applied to each of the logical interface categories that the system uses. 
· The needed requirements are based on the overall impact levels that you identified above.
· For each asset defined in the asset inventory (in section 6 of this document):
· Identify the applicable interfaces and interface categories that apply to the asset.
· Reference the above requirements that you identified for the system’s interface categories to determine which requirements apply to the asset. 
Note:  If an asset has multiple interfaces, the most restrictive security controls will apply to the asset.

	Comment by e56399: I am basically saying the same thing that you are saying under the first bullet of step 9.

[bookmark: _Toc331769522]Identifying Gaps in Security of Assets
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[bookmark: _Toc331769525]Maintaining Cybersecurity Adherence to NISTIR 7628 Requirements 
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