

NISTIR 7628 Users Guide
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]      [image: sgip]
SMART GRID INTEROPERABILITY PANEL




NISTIR 7628 Users Guide 



















SGIP Document Number: CSWG-TC-002, Version 0.7 
Document Source: 
Author/Editor: SGIP CSWG NISTIR 7628 Users Guide Subgroup
Production Date: October 12, 2012

RIGHT TO DISTRIBUTE AND CREDIT NOTICE

This material was created by the Smart Grid Interoperability Panel Cyber Security Working Group Testing and Certification Subgroup and is available for public use and distribution.  Please include credit in the following manner: NISTIR 7628 Users Guide  CSWG-TC-002. ©July, 30 2012.  All rights reserved by the SGIP.


DISCLAIMER

This document is a work product of the SGIP. It was prepared by the participants of the SGIP and approved by the Smart Grid Interoperability Panel’s Plenary Leadership. Neither the National Institute of Standards and Technology (NIST), the SGIP leadership, its members nor any person acting on behalf of any of the above:

· MAKES ANY WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, with respect to the accuracy, completeness, or usefulness of the information contained in this report, or that the use of any information, apparatus, process, or composition disclosed in this report may not infringe on privately owned rights; or
· Assumes any liabilities with respect to the use of, or for damages resulting from the use of, any information, apparatus, process, or composition disclosed in this report.
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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration, and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many standards-setting organizations. 
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Executive Summary 
Examples included in this document are done as tables in a word processor, however, in real-world use, a utility will probably find it more useful to put this information into a spreadsheet.
[bookmark: _Toc336609247]Scope 
The NISTIR 7628 User’s Guide provides an easy to understand tool that utilities and other entities involved in implementing Smart Grid-based systems can use to navigate the NIST Interagency Report (IR) 7628, Guidelines for Smart Grid Cyber Security to identify and select the security requirements needed to help protect those systems. 

The user’s guide provides utilities with easy to follow processes and examples to 1) help identify Smart Grid[footnoteRef:1] business functions and processes, 2) document the systems and assets that support them as a logical architecture, 3) map the logical architecture to logical interfaces in the NISTIR 7628, 4) perform risk assessments to align and identify security requirements, 5) identify requirement gaps, 6) create a plan to remediate the gaps, 7) create a strategy for implementing the security requirements, and 8) provide guidance for ensuring continuous adherence to the requirements. [1:  Put what we mean by “Smart Grid” here.] 


The user’s Guide focuses on the NISTIR 7628 High-Level Security Requirements and the Logical Architecture. Additional industry guidelines are leveraged when appropriate to complement the information provided in NISTIR 7628. 
[bookmark: _Toc320277124][bookmark: _Toc320277692][bookmark: _Toc320278822][bookmark: _Toc309629552][bookmark: _Toc336609248]Identify Smart Grid Business Functions
A. Identify Executive Sponsor for the Risk Management Governance
B. Executive Sponsor identifies Executive Risk Management Governance Team (appendix F of the RMP)
C. Executive Risk Management Governance Team activities:
· Identify  the priority Smart Grid Business Functions of the organization (such as Distribution Management, Meter to Cash).
[bookmark: _Toc336609385]Table 1  Identify priority Smart Grid Business functions of organization
	Example Business Functions at Papaya Power

	a. Power Operations
i. Energy Management
1. EMS
2. Outage management
3. PII/Historian
4. ICCP feeds
5. SCADA RTU system
6. Operations training
7. Generation planning and decision analytics
ii. System Protection
1. Relays protections
2. Remote access services
b. Metering to Cash
i. Smart meters
1. Head end
2. Remote meter read
3. Remote connect/disconnect
4. Distribution automation
ii. e-Commerce—Billing: Accounts receivable
iii. Accounting and payroll/Vendor payments
c. Customer Services
i. CRM
ii. Field services
iii. DR programs
iv. Public information officer—Community outreach
d. Corporate Services
i. Physical security access system (badges and cameras)
ii. IT access control/RSA type/Remote access virtual private network
iii. Enterprise IT (mail, AD networks, telecom)
iv. GIS
v. Markets
vi. Decision analytics



· Create a spreadsheet that identifies:
· Business functions
· Threats
· Vulnerabilities
· Impact – Of a disruption of the function (High, Medium, or Low)
· Probability – Of a cyber disruption of the function (High, Medium, or Low)
· Constraints – For example budget constraints
· Tolerances – For example not getting hit on an audit
· Risk Rating – For the business functions (High, Medium, or Low)
· Risks – List identified risks
· Mitigations – Provide high-level mitigations
[bookmark: _Toc336609386]

Table 2  Identify threats, vulnerabilities, etc. relative to each business function
	Business Functions
	Threats
	Vulnerabilities
	Impact 
(H, M, L)
	Proba-bility (H, M, L)
	Constraints
	Tolerances
	Risk Rating 
(H, M, L)
	Risks
	Mitigations

	Power Operations
	
	
	
	
	
	
	
	
	

	Metering to Cash
	
	
	
	
	
	
	
	
	

	Customer Services
	
	
	
	
	
	
	
	
	

	Corporate Services
	
	
	
	
	
	
	
	
	



[bookmark: _GoBack]Note:  Leverage the DOE Risk Management Process Case Study document (chapter 1, tier 1) and the DOE Risk Management Process for additional details for identifying the Smart Grid business functions. 
[bookmark: _Toc309629556][bookmark: _Toc336609249]Identify Smart Grid Business Processes
A. Identify the Risk Management Governance Team.  Members should include business unit management (such as the Power Operations Manager, Information Security Manager, etc.)
B. The Risk Management Governance Team needs to identify mission and business critical Smart Grid processes that support the priority organizational business functions (for example Metering, Distribution Automation, Demand Response)
· Create a spreadsheet inventory that contains:
· The  business processes that support and interface with the identified priority business functions 
· The priority business functions

[bookmark: _Toc336609387]Table 3  Inventory of business processes that support and interface with identified business functions
	Priority Business Function(s)
	Supporting Business Processes (Dependencies)

	Metering to Cash
	a. Leveraging AMI to collect usage information
b. e-Commerce—Billing: Accounts receivable
c. Accounting and payroll/Vendor payments

	…
	

	…
	



· Optionally, you can create a flowchart that identifies the interfaces between the different actors (some of the actors may be from a different process) that make up the processes.  This will help conceptualize the way the different actors interface with the different processes.
· Leverage the NISTIR logical reference model when creating your flowcharts.  Note:  Portions of the NISTIR logical reference model are not directly applicable for every business process for every utility.

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the Smart Grid business processes. 
[bookmark: _Toc336609250][bookmark: _Ref288653912][bookmark: _Ref288653922][bookmark: _Toc309629566][bookmark: _Ref283995333]Map Business Processes to Logical Interfaces
A. Review the Logical Reference Model diagram identified in NISTIR 7628 Volume 1, Page 17.
B. For each business process, add the following columns to the Smart Grid System Inventory Spreadsheet (identified in section 3 of this document):
· Actor Number
· Logical Interfaces (for example U130)
C. Identify the applicable Logical Interface Categories for the system (Refer to NISTIR 7628, volume 1, page 27 for a list of the 22 Logical Interface Categories).
· Add a column for this to your spreadsheet
[bookmark: _Toc336609388]Table 4  Example of priority business processes with Actor Numbers and Logical Interfaces
	Priority Business Function(s)
	Supporting Business Processes (Dependencies)
	Actor Number(s)
	Logical Interface
	Logical Interface
Category(s)

	Metering to Cash
	a. Leveraging AMI to collect usage information
	
	
	

	
	b. e-Commerce—Billing: Accounts receivable
	
	
	

	
	c. Accounting and payroll/Vendor payments
	
	
	

	…
	
	
	
	

	…
	
	
	
	



[bookmark: _Toc336609251]Identify Systems Supporting Business Processes
A. The Operations Risk Management Governance Team activities:
· Identify systems associated with the mission and business processes (for example AMI Head End System, Demand Response Management System, Energy Management System)
· Create a System Inventory Spreadsheet that identifies:
· System Names
· Organization that maintains system
· Business process the system supports
· Priority – How important system is to the organization
· Impact – Of a system compromise (High, Medium, or Low)
· Probability – Of a system compromise (High, Medium, or Low)
· Risk Ranking – For the system (High, Medium, or Low) 
· Risks – List the identified risks
· Mitigations
[bookmark: _Toc336609389]Table 5  Example of priority business processes with Associated System(s) added
	Priority Business Function(s)
	Supporting Business Processes
	Actor Number(s)
	Logical Interface
	Logical Interface
Category(s)
	Associated System(s)

	Metering to Cash
	a. Leveraging AMI to collect usage information
	
	
	
	

	
	b. e-Commerce—Billing: Accounts receivable
	
	
	
	

	
	c. Accounting and payroll/Vendor payments
	
	
	
	

	…
	
	
	
	
	

	…
	
	
	
	
	



Note:  Leverage the DOE Risk Management Process Case Study document (chapter 2, tier 2) and the DOE Risk Management Process for additional details for identifying the  systems supporting the Smart Grid business processes. 
[bookmark: _Toc336609252]Identify Assets that Support Smart Grid Business Systems
A. Identify the IT Risk Management Governance Team.  Members would include Information Technology Manager, Network Administrator, Power Engineer, etc.
B. Create an Asset Inventory which  should include[footnoteRef:2]: [2:  While providing all of the following information is ideal, constraints such as program maturity, available resources, etc. impact the level of granularity in the asset inventory. Fields denoted with an * indicate more important ones. ] 

· Asset Name*
· Location*
· Serial Number
· Logical Addresses (for example, IP Address )
· Firmware
· System Addresses (for example, MAC Address)
· Associated System*
· Constraints – For example vendor proprietary*
· Additional Threats/Vulnerabilities*
· Mitigations*

Note:  Leverage the DOE Risk Management Process Case Study document (chapter 3, tier 3) and the DOE Risk Management Process for additional details for identifying the assets that support the Smart Grid business systems. 
[bookmark: _Toc336609254]Performing Risk Assessment on Processes, Systems, and Associated Interfaces
· Identify the Confidentiality, Integrity, and Availability Impact levels for each of logical Interface Categories that the system uses (Reference NISTIR 7628, Volume 1, Pages 33 – 67) 
· Meet with the power system subject matter experts to identify the overall impact level of each of the Logical Interface Categories that the system uses
[bookmark: _Toc336609255]Identifying System and Asset Requirements
· Reference NISTIR 7628, Volume 1, Pages 79 – 88 to identify the High-Level requirements that need to be applied to each of the logical interface categories that the system uses. 
· The needed requirements are based on the overall impact levels that you identified above.
· For each asset defined in the asset inventory (in section 6 of this document):
· Identify the applicable interfaces and interface categories that apply to the asset.
· Reference the above requirements that you identified for the system’s interface categories to determine which requirements apply to the asset. 
Note:  If an asset has multiple interfaces, the most restrictive security controls will apply to the asset.
[bookmark: _Toc336609256]Identifying Gaps in Security of Assets

[bookmark: _Toc336609257]Creating a Plan to Remediate the Gaps

[bookmark: _Toc336609258]Creating a Strategy for Implementing the Identified Security Requirements

[bookmark: _Toc336609259]Maintaining Cybersecurity Adherence to NISTIR 7628 Requirements 

[bookmark: _Toc336609260]Glossary
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