CSWG / NIST Smart Grid Users Guide Subgroup

February 08, 2013
Duration 10:00am — 11:30am

Attendance:

e Mark Ellison (co-lead)
e Craig Rosen (co-lead)
e Scott Saunders

e Marianne Swanson

o Neil Greenfield

e Vicky Pillitteri

e Tanya Brewer

e Jody Fraser

The team rejoined its efforts at Section 2, page 9 with discussion regarding risk definitions and how to approach
describing risk evaluation in the User’s Guide. The team reviewed the draft materials provided by Jody, in
addition to applicable portions of the RMP and NISTIR 2628 Volume 1. The team migrated to reviewing the table
in RMP and NIST SP 800-30 as pre-existing published examples to leverage. In reviewing the risk related
materials, Scott made the point that most business people speak to impact or consequences of an event; Mark
suggested establishing an appendix in the User’s Guide with a table for calculating risk; and Marianne identified
in SP 800-30 the process for risk determination, which included likelihood of probability, and impact of that
exploitation/event. The team discussed NISTIR 2628 definition versus NIST 800-30 definition of probability or
likelihood of exploitation or event, and adjusted the text and definitions; the team also reviewed the case study
in the RMP.

The team spent the remainder of the session making further grooming and edits to Section 3, and to the front
portions of Section 4. The team stopped efforts at Section 4.1 with accord that all redline edits could be merged
from the beginning of the draft through to the stopping point at Section 4.1.

Meeting Administration:

Next call: The team will meet to continue to cover the updated draft and action items on February 22, 2013,
1:00pm to 2:30pm, EST. The completion of this meeting series is typically on a bi-weekly cycle.
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