Source: Papaya Power Case Study 
[3. Identify Smart Grid Business Functions] Table 1. Identify priority Smart Grid Business functions of organization
	Example Business Functions at Papaya Power

	a. Power Operations
i. Energy Management
1. EMS
2. Outage management
3. PII/Historian
4. ICCP feeds
5. SCADA RTU system
6. Operations training
7. Generation planning and decision analytics
ii. System Protection
1. Relays protections
2. Remote access services
b. Metering to Cash
i. Smart meters
1. Head end
2. Remote meter read
3. Remote connect/disconnect
4. Distribution automation
ii. e-Commerce—Billing: Accounts receivable
iii. Accounting and payroll/Vendor payments
c. Customer Services
i. CRM
ii. Field services
iii. DR programs
iv. Public information officer—Community outreach
d. Corporate Services
i. Physical security access system (badges and cameras)
ii. IT access control/RSA type/Remote access virtual private network
iii. Enterprise IT (mail, AD networks, telecom)
iv. GIS
v. Markets
vi. Decision analytics
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Table 2. Identify threats, vulnerabilities, etc. relative to each business function
	Business Functions
	Threats
	Vulnerabilities
	Impact 
(H, M, L)
	Probability (H, M, L)
	Constraints
	Tolerances
	Risk Rating (H, M, L)
	Risks
	Mitigations

	Power Operations
	
	
	
	
	
	
	
	
	

	Metering to Cash
	
	
	
	
	
	
	
	
	

	Customer Services
	
	
	
	
	
	
	
	
	

	Corporate Services
	
	
	
	
	
	
	
	
	



[4. Identify Smart Grid Business Processes] Table 3. Inventory of business processes that support and interface with identified business functions
	Priority
	Business Function
	Supporting Business Processes

	1
	…
	

	2
	Metering to Cash
	a. Smart Meters
i. Head end
ii. Remote meter read
iii. Remote connect/disconnect
iv. Distribution automation
b. e-Commerce—Billing: Accounts receivable
c. Accounting and payroll/Vendor payments

	3
	…
	

	…
	…
	



Figure 1. Flowchart that identifies interfaces between different actors (Use example Craig sent to Marianne)



[5. Map Business Processes to Logical Interfaces]  Table 4.  Inventory of business processes with Actor Numbers and Logical Interfaces
	Priority
	Business Function
	Supporting Business Processes
	Actor Number
	Logical Interface

	1
	…
	
	
	

	2
	Metering to Cash
	a. Smart Meters
	
	

	
	
	i. Head end
	
	

	
	
	ii. Remote meter read
	
	

	
	
	iii. Remote connect/disconnect
	
	

	
	
	iv. Distribution automation
	
	

	
	
	b. e-Commerce—Billing: Accounts receivable
	
	

	
	
	c. Accounting and payroll/Vendor payments
	
	

	3
	…
	
	
	

	…
	…
	
	
	



[6. Identify Systems Supporting Smart Grid Business Processes]  Table 5. Systems associated with Smart Grid mission and business processes
(Examples below only includes the Mission and Business Processes for the Metering to Cash Business Function)
	Smart Grid Mission and Business Process
	Associated Systems

	a. Smart Meters
	

	i. Head end
	

	ii. Remote meter read
	

	iii. Remote connect/disconnect
	

	iv. Distribution automation
	

	b. E-Commerce 
	

	c. Accounting and payroll/Vendor payments
	







Table 6. Smart Grid System Inventory
	System Name
	Maintaining Organization
	Business Processes Supported
	Priority
	Impact
(H, M, L)
	Probability of Compromise 
(H, M, L)
	Risk Ranking (H, M, L)
	Risks
	Mitigations

	Meters – Head end (outsourced)
	IT – Corp. Systems
	Metering to Cash – Smart Meters
	H
	M
	H
	M
	List…
	List…

	Billing
	IT – Corp. Systems
	Metering to Cash – Billing
	H
	H
	M
	M
	List…
	List…

	Accounting
	IT – Corp. Systems
	Metering to Cash – Accounting
	M
	M
	L
	M
	List…
	List…

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



[7. Identify Assets that Support Smart Grid Business Systems] Table 7. Asset Inventory
	Asset Name
	Location
	Serial Number
	Logical Address 
	Firmware
	System Addresses
	Associated System(s)
	Constraints
	Additional Threats / Vulnerabilities
	Mitigations

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	



[8. Performing Risk Assessment on Process, Systems, and Associated Interfaces] Table 8. CIA Impact levels for identified logical interface categories
	Logical Interface
	Logical Interface Category
	Impact Level: Confidentiality
	Impact Level: Integrity
	Impact Level: Availability
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