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Abstract 

General description of the standard including what it does, how it does it, and what systems or equipment are subject to the standard.
Standard for Communications between electric power control centers. Formerly known as Inter Control Center Protocol (ICCP), the standard is used for communication of electric power system measurements, status and control messages between power control centers.

IEC 60870-6-503: TASE.2 Services and protocol

This part of IEC 60870 specifies a method of exchanging time-critical control center data through wide-area and local-area networks using fully ISO-compliant protocol stack. It contains provisions for supporting both centralized and distributed architectures. This standard includes the exchange of real-time data indications, control operations, time-series data, scheduling and accounting information, remote program control, and event notification.

Though the primary objective of TASE.2 is to provide control center (telecontrol) data exchange, its use is not restricted to control center data exchange. It may be applied in any other domain having comparable requirements. Examples of such domains are power plants, factory automation, process control automation, and others.

This standard does not specify individual implementations or products, nor does it constrain the implementation of entities and interfaces within a computer system. This standard specifies the externally visible functionality of implementations together with conformance requirements for such functionalities.

IEC TR 60870-6-505: TASE.2 User guide

This report provides guidance for utility users who are evaluating, procuring, and configuring TASE.2, as well as aid to vendors implementing TASE.2 in their products. The individual server and data objects comprising TASE.2 are described, with cross references to the specification. This provides the reader the basic understanding needed to use the TASE.2 specifications in an informed manner. The guide then addresses practical issues that arise in connection with TASE.2 use.

IEC 60870-6-702: Functional profile for providing the TASE.2 application service in end systems
Telecontrol protocols compatible with ISO standards and ITU-T recommendations - Functional profile for providing the TASE.2 application service in end systems. It is a functional profile (FP) and defines the provision of the TASE.2 communications services between two control center end systems. This FP also defines the provision of the OSI connection-mode presentation and session services between the end systems. 

IEC 60870-6-802: TASE.2 Object models 

The primary purpose of Telecontrol Application Service Element (TASE.2) is to transfer data between control systems and to initiate control actions.  Data is represented by object instances.  This section of IEC 870-6 proposes object models from which to define object instances.  The object models represent objects for transfer.  The local system may not maintain a copy of every attribute of an object instance.

Additional details on standard use, application, cybersecurity, and functionality of this and other NIST-identified standards can be found on the Smart Grid Interoperability Panel (SGIP) Interoperability Knowledge Base (IKB) Catalog of Standards webpage: SGIP Catalog of Standards. The information form covering the IEC 60870 standard can be found at: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCatalogOfStandards/SmartGridStandardsInformationTemplate_IEC60870_6.pdf 

Priorities for Standardization  
Identification of which of the key priorities from the NIST Framework and Roadmap for Smart Grid Interoperability Standards document are supported by the standard
.
This standard applies to the following key priorities:

· Communicating and coordinating across inter-system interfaces

· Wide-Area Situational Awareness, 

Smart Grid Characteristics  
Identification of which of the Smart Grid Characteristics Identified in the Energy Independence and Security Act of 2007, Section 1301 are supported by the standard. 
This standard supports the following Smart Grid characteristics:
1) Increased use of digital information and controls technology to improve reliability, security, and efficiency of the electric grid.
(2) Dynamic optimization of grid operations and resources,with full cyber-security.

(3) Deployment and integration of distributed resources and generation, including renewable resources.

(9) Development of standards for communication and interoperability of appliances and equipment connected to the electric grid, including the infrastructure serving the grid.
Requirements & Procedures Established
Summary of requirements, procedures, or other norms established by the standard or suite or standards summarized from internal NIST documents, information from the SDO or SGIP, or information provided during the NIST Framework proceedings.
The Telecontrol Application Service Element 2 (TASE.2) specifications define services, protocol profiles and object models for securely exchanging measurements, status and control information between power utility control centers.  

Stakeholder Comments on Functionality and Interoperability 

Summary of findings from comments received from stakeholders regarding the functionality and interoperability of the standard.

There were no comments received on the IEC 60870-6 standards for either the solicitation on the list of 16 standards or on the Release 1.0 document.

Identified Gaps and Issues

Identification gaps or issues with the interoperability or functionality of the standard as identified by either the NIST Framework document, current Priority Action Plans (PAPs), or the Smart Grid Interoperability Panel (SGIP).
There are no gaps or issues identified in the Release 1.0 document, and no PAP or SGIP activities involving the 60870-6 standards. 
Impacts on Reliability
Identification of FERC-approved Reliability Standards that may be impacted by regulatory adoption of the standard. 

BAL-001-0.1a, BAL-002-0, EOP-002-2.1, EOP-004-1, FAC-002-0, FAC-010-2.1, FAC-011-2, IRO-005-2, IRO-006-4.1, MOD-021-0.1, PRC-018-1, PRC-023-1
Indicators of Consensus
Description of the comment and review process used by relevant SDO to determine consensus and a description of the NIST comment process.

The NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, referred to as “Release 1.0”
.  In Release 1.0, which was published in January of this year, NIST identified 25 standards as Smart Grid standards “ready for implementation” and an additional 50 standards “for further review.” The 25 individual and families of standards for immediate implementation in the Framework document were identified through a series of public workshops, postings of an initial list of standards, and a draft Release 1.0 document, along with solicitations of public comments on them through notices in the Federal Register. Details of the process and results can be found in the Release 1.0 document. 

IEC meets the requirements of NTTAA as a voluntary consensus standards development organization.

Cybersecurity
Description of cyber security coverage, gaps and other issues, and relation to the NISTIR requirements, and whether the standard should be revised to address the identified gaps and issues. 
Does the standard address cyber security? If not, should it?

The IEC 60870-6 series covers appropriate aspects of cyber security for the “application layer,” but does not provide mechanisms for authorization or for encryption that would normally be provided by lower layer protocols. 

IEC 60870-6-503 provides cyber security through access control between two control centers by establishing Bilateral Tables that identify those individual data elements in one control center that are allowed to be accessed by the other control center. These Bilateral Tables are established between control centers through legal bilateral agreements. Additional security is provided by reference in the IEC 60870-6-505 User Guide, Clause 16, and in Annex B.

The standard does not reference IEC 62351 because it was developed prior to it. However, IEC 62351, which covers security of communication protocols defined by IEC TC 57, does reference the 60870-6 series: “The scope of the IEC 62351 series is information security for power system control operations. The primary objective is to undertake the development of standards for security of the communication protocols defined by IEC TC 57, specifically the IEC 60870-5 series, the IEC 60870-6 series, the IEC 61850 series, the IEC 61970 series, and the IEC 61968 series.” 

It is recommended that the IEC 60870-6 family be updated to reference IEC 62351. 

What aspects of cyber security does the standard address, and how well (correctly) does it do so?

IEC 608070-6-503 describes the function of bilateral tables, which provide a rudimentary form of access control by requiring each source of information to first develop off-line (legally-binding) bilateral agreements with each receiver of information. These agreements are then implemented into bilateral tables, which must be used to check if the information requested by the receiver is authorized by the source’s bilateral table. The bilateral tables are a key element of the enforcement mechanism. If the requester and the requested information are not identified in the applicable bilateral table, the requested information is not provided. Only data authentication is provided, not authentication of the source or receiver.

Bilateral tables are described in IEC 608070-6-503 clause 5.1.2: bilateral agreements, bilateral tables and access control, with the following references on ensuring the use of these bilateral agreements and tables—

· 5.2.1 General Access Control Requirements,

· 5.2.3 Bilateral Tables,

· 5.2.4 List of Access Control Specification, numerous other places within 5.2 that implement the requirements of 5.2.4 for various objects, and

· 6.4 Bilateral Table Object Model Mapping, numerous other places within Clause 6 referencing data defined in 6.4, and at numerous places in IEC 60870-6-503, Clause 7, Mapping of TASE.2 Operations and Actions onto MMS Services.

The applicable NIST Interagency Report (NISTIR) 7628, Guidelines to Smart Grid Cyber Security, families and requirements are—
	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Access Control (SG.AC)
	SG.AC-5, Information Flow Enforcement
SG.AC-7, Least Privilege

	Identification and Authentication (SG.IA)
	SG.IA-3, Authenticator Management


The NISTIR 7628 high-level requirements do not include explicit access control of individual data elements, as defined in the bilateral table requirements. This may indicate a need for updates to the NISTIR 7628 high-level requirements.

Other applicable NISTIR 7628 high-level requirements are met through IEC 62351, Parts 3 and 5. For further detail on those clauses refer to the standards review of IEC 62351. The standard does not currently reference IEC 62351 because it was developed prior to it.

What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

The IEC 62351 series covers certain aspects of cyber security of the communications protocols defined by IEC TC 57, including IEC 60870-6. All parts of IEC 62351 were published after the most recent final editions of IEC 60870-6, so that no normative references are made in IEC 60870-6 to IEC 62351. 

It is recommended that the standards in the IEC 60870-6 family be updated to include normative references to the applicable parts of IEC 62351 during their review cycles. 
The source and receiver are not authenticated, only the data is checked to determine who is allowed to access it. However, authentication of source and receiver should be covered by IEC 62351-8, which is expected to become a standard within the next year.

No other types of security (aside from bilateral tables addressing partial access control) are covered in this standard – the additional security requirements for user authentication are covered in IEC 62351, Part 3, Clause 5 and IEC 62351, Part 4, Clauses 5-6 (see those assessments for further detail). Role-based access control will be addressed by IEC 62351-8.

Cryptography is also not included in the standard, nor should it be. Cryptography for IEC 60870-6 is addressed in IEC 62351, Parts 3 and 4. 

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

A reference to IEC 62351 regarding cryptography is planned to be incorporated into IEC 60870-6-505 (User Guide), which currently addresses other aspects of security (see Section 2.2.2). No timeframe for completion has been noted. 

IEC 60870-6-702, Annex B describes future developments in security, network management, and performance. Specific topics for future development include:

· Network layer security protocol,

· Transport layer security protocol,

· Mechanisms for implementing application requirements in the networks (e.g., priority, high-speed transport protocols),

· Security application service element,

· Access control in ACSE, and

· Definition of managed objects at all layers.

List any references to other standards and whether they are normative or informative.
References to other standards can be found in the report “NIST Cyber Security Working Group Standards Assessments Phase 1 Report October 7, 2010” posted at: : http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf .
� National Institute of Standards and Technology


� The summary documents will be updated periodically as the standards evolve with new parts added and existing sections are revised. The major release number will correspond to the current release number of the NIST Framework and Roadmap for Interoperability Standards. The number following the decimal point will be incremented with each update of the summary as  it is posted, beginning with ‘0’. E.G., Release 1.2 would be the third update of the summary for this standard corresponding to Release 1.0 of the NIST Framework document.    


� International Electrotechnical Commission


�  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, January 2010. See:  � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� 


� NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, available on the NIST website: � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� . 





