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Abstract 
General description of the standard including what it does, how it does it, and what systems or equipment are subject to the standard.
IEC 61850 is a standard that specifies abstract information models and communication services between power utility field devices.  It provides self-describing, object-oriented access to substation data and functions plus high-speed channels for performing protection functions and waveform transfer over local area networks. Originally designed for substation automation only, the scope of this standards family has recently been expanded to include substation-to-substation communication and substation-to-control-center communications. The object-modeling methodology has been used to expand the original substation data definitions to include distributed generation, hydro power and wind power models.
This standard applies to devices used for substation automation for protection, monitoring, control, and metering. These include meters, protective relaying devices, transformer tap load changer controllers, recloser controllers, voltage regulators, fault recorders, and other intelligent electronic devices (IEDs). 

Additional details on standard use, application, cyber security, and functionality of this and other NIST-identified standards can be found on the Smart Grid Interoperability Panel (SGIP) Interoperability Knowledge Base (IKB) Catalog of Standards webpage: SGIP Catalog of Standards. The information form covering the IEC 61850 standard can be found at:SGIP IEC 61850 Standard Information Form.
Priorities for Standardization  
Identification of which of the key priorities from the NIST Framework and Roadmap for Smart Grid Interoperability Standards document are supported by the standard
.
· Communicating and coordinating across inter-system interfaces
· Wide Area Situational Awareness (WASA) (especially IEC 61850-90 substation-to-control center communications and IEC 61850-90-5 for synchrophasor measurements, under development)
· Smart grid-enabled response for energy demand (IEC 61850-7-420, distributed energy resources)

· Electric storage (IEC 61850-7-420)
· Plug-in Electric Vehicles
· Distribution Grid Management (used within distribution substations)
Smart Grid Characteristics
Identification of which of the Smart Grid Characteristics Identified in the Energy Independence and Security Act of 2007, Section 1301 are supported by the standard. 
The standard supports the following Smart Grid characteristics identified in section 1301 of the Energy Independence and Security Act of 2007:
1) Increased use of digital information and controls technology to improve reliability, security, and efficiency of the electric grid.
(2) Dynamic optimization of grid operations and resources,with full cyber-security.

(3) Deployment and integration of distributed resources and generation, including renewable resources.

(4) Development and incorporation of demand response, demand-side resources, and energy-efficiency resources.

(5) Deployment of ‘‘smart’’ technologies (real-time, automated, interactive technologies that optimize the physical operation of appliances and consumer devices) for metering, communications concerning grid operations and status, and distribution automation.

 (7) Deployment and integration of advanced electricity storage and peak-shaving technologies, including plug-in electric and hybrid electric vehicles, and thermal-storage air conditioning.

Requirements & Procedures Established
Summary of requirements, procedures, or other norms established by the standard or suite of standards summarized from internal NIST documents, information from the Standard Development Organization (SDO) or SGIP, or information provided during the NIST Framework proceedings.
The standard establishes requirements on object models and communication services used for communications used in substations to and between intelligent electronic devices (IEDs). 
Stakeholder Comments on Functionality and Interoperability 

Summary of findings from comments received from stakeholders regarding the functionality and interoperability of the standard.

Comments on the IEC 61850 standard from the posting of the original list of 16 standards were supportive. Those received from Realtime ACS indicated that there was confusion that NIST might be recommending that 61850 be used as a replacement for DNP3 and that DNP3 was being ‘deprecated’ for future work. This was not the intent and PAP12 was subsequently established to develop a mapping that allows implementations of 61850 and DNP3.0 to interoperate. Southern California Edison recommends the harmonization of the IEC 61968/61970, IEC 61850, OpenADR, and Homeplug/Zigbee Alliance Smart Energy Profile standards over time, and that a well-established standard be used as the basis for this convergence. Open Secure Energy Systems recommends that IEC 61400-25 be included with IEC 61850 family, 
Several comments were received on the Release 1.0 document that specifically reference the IEC 61850 standards These comments came from Cisco, which recommends extensions to and the evolution of the IEC 61850 standard;  from Open Secure Control Systems, which recommends including the IEC 61400-25 in the 61850 family ; from PG&E, which  recommends adding the XML to the list of NIST-identified Smart Grid standards since it is a key enabling tool for supporting the mapping of IEC 61850 objects to the DNP3 standard (PAP12 - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP12DNP361850 )  ; from Schweitzer Engineering Laboratories (SEL), which recommends adding the SEL standards to the list of Smart Grid standards since devices that support the SEL standards also support IEC 61850; and from the NRECA that recommend the term “Common Semantic Model” be used to refer to any future overarching models that contain parts of the CIM, MultiSpeak, DNP3, IEC 61850, and other candidate models, and that the term “Common Information Model (CIM)” be used only to refer to the IEC 61968/61970 standards (#48-NRECA). 
Cisco recommends that future extensions for the evolution of the IEC 61850 standards including: 

· Define a link-level protocol to allow for discovery of IED properties: device identity, network policy-virtual LAN information, inventory management, and location. 

· Define an Access Control protocol and functionality on IEDs and switches to allow secure access to the station bus
· Specify functionality to allow substation network operators to verify the health and readiness of the network

· Define reconvergence time requirements for the high availability protocols to enable reconfiguration of redundant network rings in the event of a fiber failure in a substation; define a method to compute the probability of occurrence of ring reconvergence event and outage time; define a threshold for acceptable probability of occurrence of such an event and outage time. define the mode of operation of IEDs during the reconvergence event; and define mechanisms for interoperability with legacy devices in the substation that might not support such strict reconvergence requirements.

· Define a mechanism to increase the reliability of  transmitted Sampled Values.

· Create well-defined delay requirements for use case for communications external to the substation.

· Consider different mechanisms, such as Multiprotocol Label Switching (MPLS), to extend Ethernet outside the substation and define requirements for features, like network segmentation for different services, such as Quality of Service (QoS) requirements. Recommend multiple transport technologies.

· Dictate a standard –based mechanism for transporting Generic Object Oriented Substation Events (GOOSE) messaging over the Wide Area Network (WAN)

· Define mechanisms to measure the link latency and link health to ensure that the network is capable of the required tasks, and to proactively monitor all the nodes in the network to ensure they are available and healthy. 

· Define mechanisms to communicate network profiles between nodes, considering: IEEE 802.1ag (Connectivity Fault Management), IEEE 802.3ah (Ethernet in the First Mile) and MEF 16- Ethernet Local Management Interface.

· Define a mechanism for securing IEC 61850 devices deployed outside the physically-secured substation, such as:

· Mechanisms for securing traffic from the devices should be defined to protect against attacks including vman in the middle, Media Access Control (MAC)

· Hardware-based trust mechanisms

· Data confidentiality 

· Trusted and untrusted zones, as well as levels of encryption

The IEC 61400-25 standard was added to the NIST list of standards for further review and is now the focus of PAP16 Wind Plant Communications (see PAP16 ), which is identifying requirements and gaps for the standard, developing a “best practices guide” for its use, and developing recommendations for its revision.
Identified Gaps and Issues

Identification gaps or issues with the interoperability or functionality of the standard as identified by either the NIST Framework document, current Priority Action Plans (PAPs), or the Smart Grid Interoperability Panel (SGIP).
There were several issues identified with the IEC 61850 standard, primarily to extend the standard’s use within and external to substations, and its harmonization and integration with other standards. There are several PAPs that are addressing these issues:

· PAP8 CIM for Distribution Grid Management (PAP8): addresses the harmonization/integration of the IEC 61968/61970 CIM, IEC 61850, and the MultiSpeak standards. 
· PAP14  Transmission and Distribution Power Systems Model Mapping (PAP14 ) addresses the T&D models for integration of IEC 61968/61970 CIM, 61850, IEEE C37.237 (time tagging), and C37.239 (Common Format for Event Data Excange – COMFEDE).

· PAP12 Mapping IEEE 1815 (DNP3) to IEC 61850 Object Models (PAP 12) addresses the integration of IEC 61850 with DNP3 devices. 

· PAP13 Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization (PAP 13) addresses the integration of phasor measurement unit (PMU) and phasor concentrator (PDC) data from IEEE C37.118 with IEC 61850 devices. 
Impacts on Reliability
Identification of FERC-approved Reliability Standards that may be impacted by regulatory adoption of the standard. 

BAL-001-0.1a, BAL-002-0, EOP-002-2.1, EOP-003-1, EOP-004-1, FAC-002-0, FAC-010-2.1, FAC-011-2, IRO-005-2, IRO-006-4.1, PRC-018-1, PRC-023-1
Indicators of Consensus
Description of the comment and review process used by relevant SDO to determine consensus and a description of the NIST comment process.

The NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, referred to as “Release 1.0”
.  In Release 1.0, which was published in January of this year, NIST identified 25 standards as Smart Grid standards “ready for implementation” and an additional 50 standards “for further review.” The 25 individual and families of standards for immediate implementation in the Framework document were identified through a series of public workshops, postings of an initial list of standards, and a draft Release 1.0 document, along with solicitations of public comments on them through notices in the Federal Register. Details of the process and results can be found in the Release 1.0 document. 

IEC meets the requirements of NTTAA as a voluntary consensus standards development organization.

Cybersecurity
Description of cyber security coverage, gaps and other issues, and relation to the NISTIR requirements, and whether the standard should be revised to address the identified gaps and issues. 
Does the standard address cyber security? If not, should it?

Since IEC 61850 covers both abstract models (semantic models) and the mapping of the abstract models to a communications protocol (application layers), there are two answers to the question of addressing cyber security.
The IEC 61850 abstract model does identify the key cyber security requirements that must be met during implementations, but does not attempt to provide the cyber security solutions. Security solutions are considered out of scope, as abstract object models should not specify security technologies, since the protocols that these semantic models are mapped to will need to provide the relevant security solutions. 

IEC 61850 does specify one mapping – that to the Manufacturers Messaging Specification (MMS). Therefore, security is required from the MMS protocol. IEC 61850 relegates the provision of security solutions of MMS to IEC 62351. To-date, the only part of IEC 61850 that has been recently updated and needs to address security is IEC 61850-90-1, which does include a normative reference to IEC 62351-6.

Listed below are the Parts that contain security requirements (not solutions): 

Part 3 – Page 17 clauses 4.5 and Annex A: Access security Page 31 and 33 

Clause 4.5 references IEC 60870-4 clause 3.4 for security.
 The substation automation system should implement security features that counter, within appropriate user and cost constraints, certain key threats, specifically denial of service and illegitimate use.

Part 5 - Page 49 clause 13.7.7 Command messages with access control and Part 5 - Page 49 clause 14 Requirements for data integrity

The core of 61850 Part 5 is defined in terms of Logical Nodes (LNs) and Pieces of Information for Communications (PICOMs). This assessment addresses the need for security LNs and security PICOMs either explicitly within IEC 61850 or implicitly by normative reference. 
Part 6 Ed 2 - Page 69 clause 9.3.3 

This clause has a table of authentication types for an IED: None, Password, Weak, Strong, Certificate. This is also represented in the XML scheme on page 131 Annex A.4 IED capabilities and structure and page 184 SCL_Enums.xsd. The part refers to data objects for including security and certificate information in the system configuration language.
Part 7-2 - Page 31 clause 7.3 Access control

This clause describes the access control model and how it provides the capability to restrict the access of a specific client to class instances, class instance attributes, and ACSI services. This security requirement identifies the need to control access on a per-data-element basis, rather than just on an end-device basis.
Part 7-2 - Page 139 clause 17 Control class model

This clause discusses the control of a device with normal and enhanced security. Enhanced security in this context is related to power system reliability requirements for a process called “select-before-operate”. Security in this scenario is the attribute of a confirmed response to a control operation, e.g. did the operation complete successfully or fail? The standard explains the need for confirmation of a control message response, but not the security around the response, such as integrity or confidentiality. 
Part 7-4 Ed 2 – Clause 5.7.5 LN: Generic security application Name: GSAL
The GSAL Logical Node provides a means of monitoring (counting) security violations (authorization, access control, service privileges and inactive associations).

IEC 61850-8-1, Clause 10.2.1
This Part specifies the mapping of the abstract models to the MMS protocol. It recognized the need for security of MMS to be addressed, but was released as a standard before IEC 62351 was developed. Therefore, it contains the note: Security and authentication are future work items. Both are pending the development of a common IEC Technical Committee 57 security mechanism. This mechanism may restrict the visibility of objects within the MMS Environment. These efforts are underway within IEC Technical Committee 57 Working Groups 7 and 15.
IEC 61850-90-1, Clause 6, 7 and Clause 2

This Part addresses protective relaying interactions between substations with very high speeds, low time latencies, and high availability requirements. It identifies some of the data and communication security considerations and potential solutions when Ethernet networks are used for these high speed, high availability interactions. This is the only Part updated recently enough and with relevant security requirements for it to reference IEC 62351-6. 
What aspects of cyber security does the standard address, and how well (correctly) does it do so?

In general, IEC 61850 describes the security requirements, but security solutions are left to the mapping of these abstract data models to actual protocols and actual implementations. It is expected, that with some exceptions, the security solutions will be described in the IEC 62351 series.

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:
	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Configuration Management (SG.CM)
	SG.CM-5, Access Restrictions for Configuration Change

	Identification and Authentication (SG.IA)
	sub sections of SG.IA-4, User Identification and Authentication

sub sections of SG.IA-5, Device Identification and Authentication 

	Smart Grid Information System and Communication Protection (SG.SC)
	sub sections of SG.SC-5, Denial-Of-Service Protection

sub sections of SG.SC-19, Security Roles

	Smart Grid Information System and Information Integrity (SG.SI)
	sub sections of SG.SI-8, Software and Information Integrity


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?
It is recommended that the next editions of those parts of IEC 61850 that address security requirements should be revised to incorporate IEC 62351 as a normative reference for security.

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

The next editions of affected parts of IEC 61850 should incorporate IEC 62351 as a normative reference for security. Although this standard, as is, has some security elements, security will be addressed by IEC 62351, which will continue to be expanded to meet new IEC 61850 security requirements. 

As new mappings are developed of the abstract IEC 61850 information models to protocols, such as SEP 2.0, DNP3, web services, etc., the security specifications of those mappings will need to address the appropriate security solutions.

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Assessments Phase 1 Report October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf .
� National Institute of Standards and Technology





� The summary documents will be updated periodically as the standards evolve with new parts added and existing sections are revised. The major release number will correspond to the current release number of the NIST Framework and Roadmap for Interoperability Standards. The number following the decimal point will be incremented with each update of the summary as  it is posted, beginning with ‘0’. E.G., Release 1.2 would be the third update of the summary for this standard corresponding to Release 1.0 of the NIST Framework document.    


� International Electrotechnical Commission


�  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, January 2010. See:  � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� 


� NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, available on the NIST website: � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� . 


� This reference is not a normative reference. IEC 60870-4 was not available for review.






