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Abstract 

General description of the standard including what it does, how it does it, and what systems or equipment are subject to the standard.
This standard describes a series of application messaging interfaces based on and extending the IEC 61970 Common Information Model (CIM) standard.  These interfaces describe the interactions between the software applications that are used for managing the utility electrical distribution networks.  The messages are defined in terms of Unified Modeling Language (UML) objects that conform to the CIM methodology.  The standard includes an Interface Reference Model (IRM) that identifies the common distribution management applications and their duties.   

Part 1 of IEC 61968 is the first in a series that, taken as a whole, defines interfaces to support the inter-application integration of utility enterprise systems. This part of IEC 61968 identifies and establishes requirements for standard interfaces based on an Interface Reference Model (IRM). Subsequent parts of this standard are based on each interface identified in the IRM. They provide for interoperability among different computer systems, platforms, and languages.

This set of standards is limited to the development of an abstract Common Information Model (CIM) and the definition of abstract messages based on the CIM.  Methods and technologies used to implement functionality conforming to these interfaces are considered outside of the scope of these standards; only the interface itself is specified in the IEC 61968 series. Therefore it is implementation independent.
This standard applies to software applications (such as a “distribution management system”, or “energy management system”) deployed inside power utility enterprise networks, most commonly referred to as the “control center” or “back office”.

Additional details on standard use, application, cyber security, and functionality of this and other NIST-identified standards can be found on the Smart Grid Interoperability Panel (SGIP) Interoperability Knowledge Base (IKB) Catalog of Standards webpage: SGIP Catalog of Standards. The information form covering the IEC 61968 family of standards can be found at: http://collaborate.nist.gov/twiki-ggrid/pub/SmartGrid/SGIPCatalogOfStandards/SmartGridStandardsInformationTemplate_IEC61968.pdf
.
Priorities for Standardization  
Identification of which of the key priorities from the NIST Framework and Roadmap for Smart Grid Interoperability Standards document are supported by the standard

This standard applies to the following key priorities:

· Wide Area Situational Awareness 
· Electric Storage

· Demand Response
· Electric Vehicles/PHEVs

· Distribution Grid Management

Smart Grid Characteristics
Identification of which of the Smart Grid Characteristics Identified in the Energy Independence and Security Act of 2007, Section 1301 are supported by the standard (the numbers are those listed in the EISA).
1) Increased use of digital information and controls technology to improve reliability, security, and efficiency of the electric grid.
(2) Dynamic optimization of grid operations and resources, with full cyber-security.

(3) Deployment and integration of distributed resources and generation, including renewable resources.

(4) Development and incorporation of demand response, demand-side resources, and energy-efficiency resources.

7) Deployment and integration of advanced electricity storage and peak-shaving technologies, including plug-in electric and hybrid electric vehicles, and thermal-storage air conditioning.

(8) Provision to consumers of timely information and control

(9) Development of standards for communication and interoperability of appliances and equipment connected to the electric grid, including the infrastructure serving the grid.

In the future, it is anticipated that this standard or others based upon it will support:

(5) Deployment of ‘‘smart’’ technologies (real-time, automated, interactive technologies that optimize the physical operation of appliances and consumer devices) for metering, communications concerning grid operations and status, and distribution automation.

(6) Integration of ‘‘smart’’ appliances and consumer devices.

Requirements & Procedures Established
Summary of requirements, procedures, or other norms established by the standard or suite or standards summarized from internal NIST documents, information from the SDO or SGIP, or information provided during the NIST Framework proceedings.
This standard identifies and establishes requirements for standard interfaces based on an Interface Reference Model (IRM) to provide for interoperability among different computer systems, platforms, and languages. 
Stakeholder Comments on Functionality and Interoperability 

Summary of findings from comments received from stakeholders regarding the functionality and interoperability of the standard.

Comments received on the CIM families of standards, IEC 61968 and 61970, from the initial posting of the list of 16 standards were all supportive, but for IEC 61968 there were comments from the National Rural Electric Cooperative Association (NRECA), and from Aclara Power-Line Systems, Incorporated, that point out that it is sometimes difficult for small utilities with limited engineering staff to dedicate those resources to learn the details of the CIM standards necessary to perform customization of the CIM interfaces. Rather, the MultiSpeak standard, which was developed to address the needs of small utilities and has enabled many of the Smart Grid functions, may be a better alternative for them. There are also efforts underway to harmonize the CIM and MultiSpeak, including PAP08 described under “Gaps and Issues” above. Harmonization of CIM and MultiSpeak was also urged by the ISO/RTO Council (IRC). Southern California Edison recommends the harmonization of the IEC 61968/61970, IEC 61850, OpenADR, and Homeplug/Zigbee Alliance Smart Energy Profile standards over time, and that a well-established standard be used as the basis for this convergence.

Comments on the Release 1.0 Framework document received from Cisco and PG&E also urge the harmonization of 61968 and MultiSpeak. PG&E urges adoption of the 61968 standard. GE Energy recommends the use of IEC 61968-9 wrapped in web services or some other format, and run over an IP-based network for communication with end devices, including meters. Cisco points out the variety of meter data models such as ANSI C12.19, IEC 61968/61970, and COSEM/DLMS as a reason for steamlining ANSI C12.19 before adopting as a national standard. They also recommend that a single price and demand response (DR) model that is encodable/tranportable via ZigBee Smart Energy Profile (SE) 2.0 (for example, EXI XML within RESTful HTTP), OASIS models (simple object access protocol (SOAP)), etc., as referenced in NIST's PAPs in Section 5.2 of Release 1.0 should refer to the CIM data model for all components. NRECA comments that the use of the term “Common Information Model (CIM)” to express an overarching common semantic model that includes components from the IEC CIM (IEC61970/61968), MultiSpeak, DNP, IEC 61850, and possibly other candidate data models is confusing. We suggest the use of a term like “Common Semantic Model” to avoid confusion between this overarching model and IEC CIM. 

Identified Gaps and Issues

Identification gaps or issues with the interoperability or functionality of the standard as identified by either the NIST Framework document, current Priority Action Plans (PAPs), or the Smart Grid Interoperability Panel (SGIP).
Several standards that are based upon the CIM standards are being developed by standards-setting organizations (SSOs): ZigBee/HomePlug Smart Energy Profile 2.0, Open Automated Demand Response (OpenADR), Open Automated Data Exchange (OpenADE).

PAP08, CIM for Distribution Grid Management
, focuses on the development of new Unified Modeling Language (UML) models for real-time and planning control center application information exchanges covering distribution functions Energy Management Systems (EMSs) and Distribution Management Systems (DMSs) such as:

· Fault Location, Isolation, and Service Restoration (FLISR), Volt/var/Watt Optimization (VVWO), Distribution Operation Model and Analysis (DOMA), Distribution Energy Resources (DER) management system, Load Management System (LMS), Planned Outage Management, Feeder Reconfiguration, etc, that are covered in IEC 61968 Parts 3, 5, 7, and the new DER Part (with no number assigned yet).

· Back office and asset management applications, such as covered in IEC 61968 Parts 4, 6, 8 & 9, including asset management (Part 4), maintenance & construction (Part 6), customer interactions (Part 8), and meter reading and control interactions (Part 9) 

· Utility interactions with manually operated equipment (e.g. switching orders for field crews).

Since PAP08 also covers IEC 61850 for substation automation, there is close coordination of models under development for both standards to ensure that they are harmonized.

PAP14, Transmission and Distribution Power System Model Mapping
, is coordinating development of extensions of IEC 61968-11 models based on Smart Grid requirements. The tasks of PAP14 include: developing strategies to expand and integrate MultiSpeak, IEC 61850, IEC 61968, IEC 61970, IEEE PC37.237 (Time Tagging Standard), IEEE PC37.239 (Common Format for Event Data Exchange - COMFEDE) and the future IEEE Common Settings file format for Smart Grid Applications; developing a summary of information required from the power system for various Smart Grid applications; and mapping that information with the already defined models from MultiSpeak, IEC 61970, IEC 61968-11, and IEC 61850.

Impacts on Reliability
Identification of FERC-approved Reliability Standards that may be impacted by regulatory adoption of the standard. 

EOP-002-2.1 , EOP-003-1, EOP-004-1, FAC-002-0, FAC-010-2.1, FAC-011-2, IRO-005-2, IRO-006-4.1, MOD-021-0.1, PRC-018-1, PRC-023-1
Indicators of Consensus
Description of the comment and review process used by relevant SDO to determine consensus and a description of the NIST comment process.

The NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, referred to as “Release 1.0”
.  In Release 1.0, which was published in January of this year, NIST identified 25 standards as Smart Grid standards “ready for implementation” and an additional 50 standards “for further review.” The 25 individual and families of standards for immediate implementation in the Framework document were identified through a series of public workshops, postings of an initial list of standards, and a draft Release 1.0 document, along with solicitations of public comments on them through notices in the Federal Register. Details of the process and results can be found in the Release 1.0 document. 

IEC meets the requirements of NTTAA as a voluntary consensus standards development organization.

Cybersecurity
Description of cyber security coverage, gaps and other issues, and relation to the NISTIR requirements, and whether the standard should be revised to address the identified gaps and issues. 
Does the standard address cyber security? If not, should it?

No, this standard focuses on the development of abstract information models, does not include any protocols, and assumes that any mapping of the abstract models to actual protocols or application components will utilize appropriate security. Methods and technologies used to implement functionality conforming to this CIM standard, including security, are considered outside of the scope of this standard; only the abstract models are specified in the IEC 61968 series.  

What aspects of cyber security does the standard address and how well (correctly) does it do so?

This standard recognizes that security is needed by the protocols or application components. It provides guidance in Part 1, Chapter 8 for the application components forming an IEC 61968 series compliant system using “shall” statements such as “The agreed utility policy shall determine which security and authentication features are required.” However, that statement is currently being removed in the next edition of Part 1. All remaining discussion of security will also be updated to use the term “should” rather than “shall.”

What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?
The IEC 61968 only acknowledges that security is required for any implementation that uses the CIM. 

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

There are planned updates for the standard but they are not for addressing gaps in security. Below is a list of planned updates:

61968-01: Update planned for 2010

61968-01-1: CDV
 Planned for 2010

61968-01-2: CDV planned for 2010

61968-03: Under Development - Planned for 2011

61968-04: Under Development - Planned for 2011 

61968-05: Under development

61968-06: Under Development – CDV planned for 2011

61968-08: Under Development - CDV planned for 2011

61968-09: Under Development - Planned for 2011

61968-13: Under Development - Planned for 2011

61968-14-1: Proposed - Drafting will begin pending interoperability test

61968-14-2: Proposed - Drafting will begin pending interoperability test

Parts that are not listed do not have a scheduled update planned. 

List any references to other standards and whether they are normative or informative.
References to other standards can be found in the report “NIST Cyber Security Working Group Standards Assessments Phase 1 Report October 7, 2010” posted at: : http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf .
� National Institute of Standards and Technology


� The summary documents will be updated periodically as the standards evolve with new parts added and existing sections are revised. The major release number will correspond to the current release number of the NIST Framework and Roadmap for Interoperability Standards. The number following the decimal point will be incremented with each update of the summary as  it is posted, beginning with ‘0’. That is, Release 1.2 would be the third update of the summary for this standard corresponding to Release 1.0 of the NIST Framework document.    


� International Electrotechnical Commission


� See � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCatalogOfStandards/SmartGridStandardsInformationTemplate_IEC61968.pdf" �http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCatalogOfStandards/SmartGridStandardsInformationTemplate_IEC61968.pdf�    


�  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, January 2010. See:  � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� 


� PAP8 CIM for Distribution Grid Management – for more information see � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak� .


� PAP14 Transmission and Distribution Power System Model Mapping – for more information see � HYPERLINK "http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP14TDModels" �http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP14TDModels� .


� NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, available on the NIST website: � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� . 


� Status obtained from the SGIP IKB standard information web site.


� Committee Draft for Vote





