y Regulator

Summary of Use, Application, Cybersecurity, and Functionality of Smart Grid Interoperability Standards Identified by NIST

Release 1.0,

October 6, 2010

IEC
 62351 Parts 1-7
http://webstore.iec.ch/webstore/webstore.nsf/artnum/037996!opendocument 

Abstract 

General description of the standard including what it does, how it does it, and what systems or equipment are subject to the standard.
The scope of the IEC 62351 series is information security for power system control operations. The primary objective is to “undertake the development of standards for security of the communication protocols defined by IEC TC 57, specifically the IEC 60870-5 series, the IEC 60870-6 series, the IEC 61850 series, the IEC 61970 series, and the IEC 61968 series. Undertake the development of standards and/or technical reports on end-to-end security issues.”

Specific objectives include:

· IEC 62351-1 provides an introduction to the remaining parts of the standard, primarily to introduce the reader to various aspects of information security as applied to power system operations. This part includes scope, general information, background, and a high-level overview of the remaining parts of the series.
· IEC 62351-2 provides a glossary of security terms. This glossary can also be found on the IEC web site at http://std.iec.ch/terms/terms.nsf/ByPub?OpenView&Count=-1&RestrictToCategory=IEC%2062351-2 

· IEC 62351-3 provides technical specifications on ensuring the confidentiality, tamper detection, and message level authentication for SCADA and other telecontrol protocols which use TCP/IP as a message transport layer between communicating entities. TCP/IP-based protocols are secured through specification of the messages, procedures, and algorithms of Transport Layer Security (TLS).  Other IEC TC57 standards are expected to use IEC 62351-3 when they implement TCP-IP-based protocols at the Transport Layers; however, those TC57 standards that do not specify Transport Layers, do not include (and do not need to include) normative references to IEC 62351-3.
· IEC 62351-4 provides specifications to secure information transferred when using ISO 9506, Manufacturing Message Specification (MMS)-based applications; specifying which procedures, protocol extensions, and algorithms to use in MMS to provide security. 
· IEC 62351-5 specifies messages, procedures, and algorithms that apply to the operation of all protocols based on/derived from IEC 60870-5, Telecontrol equipment and systems-Part 5: Transmission protocols. The focus of this 62351-5 is on the application layer authentication and security-issues that are a result of application layer authentication. While authentication of sources and receivers is considered the most important requirement and confidentiality is not considered important, encryption can be included by combining this standard with other security standards, such as IEC 62351-3, TLS
· IEC 62351- 6 addresses security for IEC 61850 profiles through specification of messages, procedures, and algorithms. IEC 61850 specifies a number of different profiles which have different constraints, performance requirements, and security needs, but the primary requirement is for authentication of sources of data, receivers of data, and data integrity. Therefore, different security options are specified. 

· IEC 62351-7 addresses network and system management, one area among many possible areas of end-to-end information security, namely the enhancement of overall management of the communications networks supporting power system operations.

· IEC 62351-8 is currently in draft form and will not be assessed until it is finalized. 

Additional details on standard use, application, cybersecurity, and functionality of this and other NIST-identified standards can be found on the Smart Grid Interoperability Panel (SGIP) Interoperability Knowledge Base (IKB) Catalog of Standards webpage: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCatalogOfStandards. 
The information form covering the IEC 62351 standard can be found at: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGIPCatalogOfStandards/SmartGridStandardsInformationTemplate_IEC62351.pdf.
Priorities for Standardization  
Identification of which of the key priorities from the NIST Framework and Roadmap for Smart Grid Interoperability Standards document are supported by the standard

This standard applies to the following key priorities:

· Communicating and coordinating across inter-system interfaces
The standard applies to the Generation, Transmission, Distribution, and Operations domains.

Smart Grid Characteristics
Identification of which of the Smart Grid Characteristics Identified in the Energy Independence and Security Act of 2007, Section 1301 are supported by the standard (the numbers are those listed in the EISA).
The standard supports the following Smart Grid characteristics identified in section 1301 of the Energy Independence and Security Act of 2007:
1. Increased use of digital information and controls technology to improve reliability, security, and efficiency of the electric grid.
2. Dynamic optimization of grid operations and resources, with full cyber-security.
3. Deployment and integration of distributed resources and generation, including renewable resources.
5. Deployment of ‘‘smart’’ technologies (real-time, automated, interactive technologies that optimize the physical operation of appliances and consumer devices) for metering, communications concerning grid operations and status, and distribution automation.

7. Deployment and integration of advanced electricity storage and peak-shaving technologies, including plug-in electric and hybrid electric vehicles, and thermal-storage air conditioning.

9. Development of standards for communication and interoperability of appliances and equipment connected to the electric grid, including the infrastructure serving the grid.
Requirements & Procedures Established
Summary of requirements, procedures, or other norms established by the standard or suite or standards summarized from internal NIST documents, information from the SDO or SGIP, or information provided during the NIST Framework proceedings.
The standard establishes security standards that have been developed for different profiles of the four communication protocols: IEC 60870-6 (TASE.2), IEC 61850, IEC 61970, and IEC 61968.
Stakeholder Comments on Functionality and Interoperability 

Summary of findings from comments received from stakeholders regarding the functionality and interoperability of the standard.

There were no stakeholder comments received regarding this standard.
Identified Gaps and Issues

Identification of gaps or issues with the interoperability or functionality of the standard as identified by either the NIST Framework document, current Priority Action Plans (PAPs), or the Smart Grid Interoperability Panel (SGIP).

Requirement: 
IEC 62351-3-6 testing: Perform conformance and interoperability testing of IEC 62351 security standards.

Identified Gap:  
Testing is the most effective way to ensure that these security standards actually provide the level of security expected. Any issues, such as security holes or inconsistencies, can be fed back to the standards group.
Requirement: 
Map the IEC 62351-7 Network and System Management (NSM) abstract object models to IEC 61850 and other protocols. NSM monitors not only communication networks, but also systems, applications, and databases.

Identified Gap:  
The main purpose of NSM is to detect anomalies which could be intrusions, mistakes, or failures, but which could adversely affect the operation of the grid. To be useful, these abstract models must be mapped to the different protocols used in operations, etc.

Requirement:  
Complete the IEC 62351-8 Role-Based Access Control (RBAC). RBAC is a general security concept for managing access to information and assets. The RBAC model for utilities is being standardized in the IEC.

Identified Gap:  
RBAC is needed for managing access to all information and assets, but needs both standards and guidelines for clarity and interoperability particularly across different security domains.

Requirement:  
Develop Key Management Strategies. Key management of the millions of devices and meters is becoming a critical issue, since truck rolls are too expensive for manual key entry, and some communication infrastructures may not be adequate for handling key updates.

Identified Gap:  
Cyber security is only as good as the secrecy of the cyber keys used not only for encryption but also just for authentication. Key management over narrowband communication channels to inexpensive end devices needs resolution and standardization.

Impacts on Reliability
Identification of FERC-approved Reliability Standards that may be impacted by regulatory adoption of the standard. 

The only mandatory reliability standards for the bulk-power system in the continental United States are developed by NERC.  There could be some possible impacts on the NERC-enforced, FERC-approved reliability standards. The most likely impacts will be with the NERC CIPs, however the CIPs are currently undergoing revision.  This makes it very difficult to determine how and to what extent there may be impacts.
Indicators of Consensus
Description of the comment and review process used by relevant SDO to determine consensus and a description of the NIST comment process.

This standard was on the initial list of 16 identified individual and families of standards resulting from the NIST SG Workshop in April, 2009. A Federal Register Notice solicitation requesting public comments on this list over a 30 day period ended July 9, 2009. No comments on this standard were received and the standard continued on the list of identified standards, which was expanded to 25, in Table 4.1 of the Draft NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. A Federal Register Notice requesting public comments on this document, including the identified standards list, for a 30 day period ended October 26, 2009.  No comments on this standard were received.

IEC is an ANSI-accredited SDO.

Cybersecurity
Description of cyber security coverage, gaps and other issues, and relation to the NISTIR requirements, and whether the standard should be revised to address the identified gaps and issues. 
IEC 62351-1: 

Does the standard address cyber security? If not, should it?

Yes, the standard addresses cyber security as an introduction to parts 2-7 by introducing the reader to different areas of information security as it applies to power system operations. IEC 62351-1 also contains a general discussion of security threats and attack methods.

What aspects of cyber security does the standard address and how well (correctly) does it do so?

62351-1 acts as an introduction to the 62351 series, cyber security concepts, and terminology. This clause does not include or address specific requirements, rather, is intended to provide security awareness. Examples of security requirements are provided. 

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Awareness and Training (SG.AT)
	SG.AT-2, Security Awareness


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

IEC 62351-1 acts as an introduction to the 62351 series. There is a discussion about overarching security issues that the series addresses, but no specific requirements. Specific requirements relevant to later parts in the series are addressed in that respective standard. 

Some issues raised by a NIST reviewer include the following: (When IEC 62351-1 is updated, these comments should be presented to IEC TC57 WG15.)


In clause 5.2.3.6, Viruses and Worms, the reference to the term “man-in-the middle” attack implies that it is a virus which is not necessarily accurate. 


Further clarification is required in Clause 5.3.1, Security Requirements. The four security requirements, confidentiality, integrity, availability and non-repudiation or accountability should not be classified as requirements, rather as security objectives. Also, from the NIST perspective, the fourth “requirement,” non-repudiation, is covered under integrity and does not need to be listed as a separate “requirement.” 


Clause 5.3.2 – 5.3.4, Security Threats, Security Vulnerabilities, and Security Attacks, the concept of threats, vulnerabilities, and attacks need to be more clearly explained.

An overall suggestion was to look to NIST Special Publications (SPs) for further guidance, clarification, and consistency. Relevant NIST SPs include: 800-53, Appendix I, 800-18, 800-37 Rev.1, and coming soon, 800-39 and 800-30. There is an issue with consistency of terminology and clarity throughout the standard, for example, use of the terms “requirements vs. objectives,” “threats,” “countermeasures,” and “requirements.”

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

Part 1 will be updated within the next 2-3 years. Comments will be used at that time to improve the discussion of security in this informative Part.

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Review Phase 1 Report, October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
IEC 62351-2: 

Does the standard address cyber security? If not, should it?

Yes, IEC 62351-2 provides a cyber security glossary, but contains no security requirements.  

What aspects of cyber security does the standard address, and how well (correctly) does it do so?

IEC 62351-2 contains no security requirements; it provides definitions for common cyber security terminology. 

What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

IEC 62351-2 contains no security requirements; it provides definitions for common cyber security terminology. 

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

IEC 62351-2 contains no security requirements; it provides definitions for common cyber security terminology.  

List any references to other standards and whether they are normative or informative.

None

IEC 62351-3: 

Does the standard address cyber security? If not, should it?

The standard addresses cyber security for protocols using the TCP/IP as a message transport layer by specifying how to ensure confidentiality, tamper detection, and message layer authentication for SCADA and telecontrol protocols. This standard covers security for the Network and Transport Layers of the OSI communications stack. 

What aspects of cyber security does the standard address, and how well (correctly) does it do so?

Specific cyber security issues addressed by this standard include:

Operational requirements affecting the use of TLS in the telecontrol environment

· Duration of TCP/IP connection (security must be maintained)

· Need to provide confidentiality for IEC/TC 57 connections with longer durations through a transparent mechanism for encryption key re-negotiation

· Interoperability between implementations (standard specifies that referring standards must specify at least one common cipher suite and a set of TLS parameters that allow interoperability)

A description of security threats and attack methods countered

· Security threats that can be countered through message level authentication and encryption of messages

· Unauthorized access to information

· Unauthorized modification (tampering) or theft of information

· Attack methods that can be countered through implementation of specification and recommendations

· Man-in-the middle: use of message authentication code mechanism specified

· Replay: use of specialized state machines specified in RFC 2246, RFC 2712, and RFC 3268

· Eavesdropping: use of encryption

Mandatory requirements listed include:

· Deprecation of non-encryption cipher suites

· Negotiation of versions

· Cipher negotiation

· Message authentication code

· Certificate support

· Multiple certificate authorities (CAs)

· Certificate size

· Certificate exchange

· Certificate comparison

· Verification based upon CA

· Verification based upon individual certificates

· Certificate revocation

· Expired certificates

· Signing

· Key exchange

· Co-existence with non-secure protocol traffic

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Information System and Communications Protection (SG.SC)
	SG.SC-8, Communication Integrity

SG.SC-9, Communication Confidentiality 

SG.SC-12, Use of Validated cryptography

SG.SC-15 Public Key Infrastructure Certificates

SG.SC-18, System connections

	Identification and Authentication (SG.IA)
	SG.IA-4, User Identification and Authentication

SG.IA-5, Device Identification and Authentication


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

Within the limits of its scope, there are no gaps, assuming the use of current versions for the referenced protocols. Cryptography is not directly included in the standard although IEC 62351-3 lists that weak TLS cipher suites that “shall not be used.”

The mechanisms that are specified as the minimum are somewhat out of date. While the specified mechanisms were appropriate at the time the standard was originally published, newer or stronger mechanisms are now required due to new attacks and advances in computing power available to attackers.

It is recommended that IEC 62351-3 be updated to include the following: 

The document should reference RFC 5746, “Transport Layer Security (TLS) Renegotiation Indication Extension”. This specification corrects a security flaw in the renegotiation process, which is important in this specification.

The specification requires support for 1024 bit RSA and DH keys, but the minimum maximum should be raised to 2048.

The document specifies SHA-1 for all cipher suites; SHA-256 based cipher suites should be specified as options (if not specified as the mandatory cipher suite). 

The specification references a number of RFCs that have been updated or made obsolete. Most importantly, RFC 2246 TLS 1.0 has been made obsolete by RFC TLS 1.2. Another example is RFC 3280 (PKIX Certificate and CRL Profile), which has been made obsolete by RFC 5280. The newer specifications include a number of important enhancements and clarifications.

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

Part 3 will be updated within the next 2-3 years.  

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Review Phase 1 Report, October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
IEC 62351-4: 

Does the standard address cyber security? If not, should it?

This standard covers security for the application and transport layers of the OSI communications stack for MMS, specifically addressing procedures, protocol extensions, and algorithms to facilitate securing ISO 9506-Manufacturing Message Specification-based applications. Of the IEC TC 57 standards, IEC 61850-8-1 and IEC 60870-6 use MMS.

What aspects of cyber security does the standard address and how well (correctly) does it do so?

IEC 62351-4 addresses tamper detection and message level authentication. 

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Smart Grid Information System and Communications Protection (SG.SC)
	SG.SC-8, Communication Integrity

SG.SC-9, Communication Confidentiality 

SG.SC-12, Use of Validated cryptography

SG.SC-18, System connections

	Identification and Authentication (SG.IA)
	SG.IA-4, User Identification and Authentication

SG.IA-5, Device Identification and Authentication

	Access Control (SG.AC)
	SG.AC-14, Permitted Actions without Authentication


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

Within the limits of its scope, there are no gaps. It addresses tamper detection and message level authentication. Cryptography, however, is not directly included in the standard, but pointers to RSA and TLS are included in the normative references and it identifies cryptographic cipher suites. As noted by a NIST reviewer, the specification references appropriately strong cryptography, TLS_DH_DSS_WITH_AES_256_SHA, as mandatory to implement. However, the specification also allows as a minimum the use of relatively weak cryptography (i.e., TLS_RSA_WITH_RC4_128_). The specification does not include newer cipher suites with SHA256; these cipher suites might be stronger than currently needed, but should be specified to enable cryptographic migration.

It is recommended that IEC 62351-4 be updated to include new cipher suites with SHA256 to enable cryptographic migration.

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

Part 4 will be updated within the next 2-3 years.  

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Reviews Phase 1 Report, October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
IEC 62351-5: 

Does the standard address cyber security? If not, should it?

IEC 62351-5 specifies messages, procedures, and algorithms for securing the operation of all protocols based on or derived from the standard IEC 60870-5, including DNP3. This standard focuses only on application layer authentication and security issues arising from such authentication, and therefore does not address confidentiality. It provides authentication through challenge/response mechanisms using HMAC and secret key methods, to avoid compute and/or media intensive cryptographic calculations.

What aspects of cyber security does the standard address and how well (correctly) does it do so?

IEC 62351-4 addresses message level authentication for all protocols based on/derived from IEC 60870-5, including DNP3. 

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Smart Grid Information System and Communications Protection (SG.SC)
	SG.SC-8, Communication Integrity

SG.SC-9, Communication Confidentiality 

SG.SC-15, Public Key Infrastructure Certificates

SG.SC-12, Use of Validated cryptography

SG.SC-18, System connections

	Identification and Authentication (SG.IA)
	SG.IA-4, User Identification and Authentication

SG.IA-5, Device Identification and Authentication

	Access Control (SG.AC)
	SG.AC-14, Permitted Actions without Authentication


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

Several security issues were discovered in a recent cyber security review of DNP 3.0 Secure Authentication Supplement V2.0 (which was based on and nearly identical to IEC 62351-5). Secure Authentication Supplement V3.0 addresses most of these issues, and will be reflected in an amendment to IEC 62351-5.

Cryptography is not specified, but it is recommended that HMAC with SHA-1 (160 bits) and AES-128 encryption be included in this standard. 

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

IEC 62351-5 is being updated to reflect the issues addressed above. The timeline for completion is unknown at this time. A detailed cryptography review for this standard has been conducted and a report may be requested from EPRI.

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Review Phase 1 Report, October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
IEC 62351-6: 

Does the standard address cyber security? If not, should it?

This part of IEC 62351 specifies messages, procedures, and algorithms for securing the operation of all protocols based on or derived from the standard IEC 61850, Parts 6, 8-1, and 9-2. It is expected to be used in conjunction (as appropriate) with IEC 62351-3 (TLS) and IEC 62351-4 (MMS).

What aspects of cyber security does the standard address, and how well (correctly) does it do so?

IEC 62351-6 addresses tamper detection (integrity), information theft, man-in-the-middle, replay, and message level authentication. However, it is being amended to reflect results from vendor implementations that discovered some inconsistencies that require the standard to be updated.

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Smart Grid Information System and Communications Protection (SG.SC)
	SG.SC-8, Communication Integrity

SG.SC-9, Communication Confidentiality 

SG.SC-12, Use of Validated cryptography SG.SC-15, Public Key Infrastructure Certificates

SG.SC-18, System connections

	Identification and Authentication (SG.IA)
	SG.IA-4, User Identification and Authentication

SG.IA-5, Device Identification and Authentication

	Access Control (SG.AC)
	SG.AC-14, Permitted Actions without Authentication


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

Several security issues were discovered in a recent cyber security review of DNP 3.0 Secure Authentication Supplement V2.0 (which was based on and nearly identical to IEC 62351-5). Secure Authentication Supplement V3.0 addresses most of these issues. Cryptography is not specified, but HMAC with SHA-1 (160 bits) and AES-128 encryption should be included in this standard. 

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

IEC 62351-6 is expected to be updated to reflect results from vendor implementations that discovered inconsistencies. The timeline for completion is unknown at this time.  

A review of the cryptography has been undertaken, and the document is being amended to cover SHA-256 MAC, RSA 1024 bit signatures and AES-128 used for an combination of confidentiality, integrity, and authentication. 

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Review Phase 1 Report ,October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
IEC 62351-7: 

Does the standard address cyber security? If not, should it?

Using the concepts developed in the IETF Simple Network Management Protocol (SNMP) standards for network management, IEC 62351-7 defines Network and System Management (NSM) abstract data object models that are specific to power system operations. These NSM data objects, mapped to appropriate protocols, will be used to monitor networks and systems, detect possible security intrusions, and to manage the performance and reliability of the information infrastructure.

What aspects of cyber security does the standard address, and how well (correctly) does it do so?

The applicable NISTIR 7628, Guidelines to Smart Grid Cyber Security, families and requirements are:

	Applicable NISTIR Family
	Applicable NISTIR Requirement

	Physical and Environmental Security (SG.PE)
	SG.PE-4, Monitoring Physical Access

	Configuration Management (SG.CM)
	SG-CM-2, Baseline Configuration

SG.CM-3, Configuration Change Control

SG.CM-4, Monitoring Configuration Changes

SG.CM-6, Configuration Settings

SG.CM-8, Component Inventory

	Information System and Communication Protection (SG.SC)
	SG.SC-5, Denial-of-Service Protection

SG.SC-6, Resource Priority

SG.SC-7, Boundary Protection

SG.SC-8, Communication Integrity

SG.SC-22, Fail in Known State

	Incident Response (SG.IR)
	SG.IR-5, Incident Handling

SG.IR-6, Incident Monitoring

SG.IR-7, Incident Reporting

	Information System and Information Integrity (SG.SI)
	SG.SI-4, Information System Monitoring Tools and Techniques

SG.SI-5, Security Alerts and Advisories

SG.SI-6, Security Functionality Verification

SG.SI-7, Software and Information Integrity

SG.SI-8, Information Input Validation

SG.SI-9, Error Handling

	Audit and Accountability (SG.AU)
	SG.AU-6, Audit Monitoring, Analysis, and Reporting

SG.AU-8, Time Stamps


What aspects of cyber security does the standard not address? Which of these aspects should it address? Which should be handled by other means?

Within the limits of its scope of abstract NSM data objects, there are no gaps. This specification defines abstract network security management objects which will be mapped to some communications protocol. These communication protocols are not specified in the standard in order to permit the mapping to different network management protocols for different implementations, such as the IETF’s SNMP or ISO’s CMIP or IEC 61850. A more recent possible protocol is the currently emerging IETF NetConf protocol. 

However, the scope does not address one issue related to implementing these abstract NSM data objects which is that the security requirements are not defined for the communications for exchanging these objects (once they are mapped to a communications protocol). Although it is not necessary for this specification to select a single network management protocol, it is critical to discuss the different levels of security requirements for that communication. In some cases, it only will be important to authenticate the source. In other cases, the NSM may require encryption because it contains information that could be used by an attacker. Regardless, the determination of the sensitivity of NSM information will be implementation-specific, and cannot be specified in an abstract model.

It is recommended that IEC 62351-7 be updated to include the need to define the security requirements for exchanging the NSM data objects.

What work, if any, is being done currently or planned to address the gaps identified above? Is there a stated timeframe for completion of these planned modifications?

This standard was released in 2010 and is not due for updates in the near future. 

List any references to other standards and whether they are normative or informative.

References to other standards can be found in the report “NIST Cyber Security Working Group Standards Review Phase 1 Report, October 7, 2010” posted at: http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
� National Institute of Standards and Technology


� The summary documents will be updated periodically as the standards evolve with new parts added and existing sections are revised. The major release number will correspond to the current release number of the NIST Framework and Roadmap for Interoperability Standards. The number following the decimal point will be incremented with each update of the summary as  it is posted, beginning with ‘0’. That is, Release 1.2 would be the third update of the summary for this standard corresponding to Release 1.0 of the NIST Framework document.    
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�  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0, January 2010. See:  � HYPERLINK "http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" �http://nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� 





