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[bookmark: _Toc285655794]Abstract
The appliance market has a clear and present need for secure communications standards adoption to help utilities and third party entities bring Smart Grid to major household appliances.  Appliances with Smart Grid relevant levels and behavior of energy consumption require power interconnects to operate and are therefore candidates for direct integration of Power Line Communications (PLC) technologies.  In addition to direct integration within an appliance, PLC may be required or used within the home for achieving access to appliances that use other technologies. This document briefly assesses Smart Grid applications for appliances and provides a set of customer centered requirements for PLC protocols. The requirements set derived were derived to establish a minimum interoperability expectation for Low-Frequency Narrowband PLC PHY/MACs that deliver in-home Smart Grid applications to Smart Appliances.
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Requirements Sources
Association of Home Appliance Manufacturers (AHAM). (October, 2010). Assessment of Communication Standards for Smart Appliances: The Home Appliance Industry’s Technical Evaluation of Communication Protocols. Available online at: http://www.aham.org/smartgrid
Association of Home Appliance Manufacturers (AHAM). (December 2009). Smart Grid White Paper: The Home Appliance Industry’s Principles & Requirements for Achieving a Widely Accepted Smart Grid
Association of Home Appliance Manufacturers (AHAM). (October, 2010). PLC Requirements Derived from Communications Study. Available online at: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP15PLCForLowBitRates/PAP-15-AHAM-Study-PLC-derived-requirements.xls
OpenSG Users Group OpenHAN TF. (2010). UCAIug Home Area Network Requirements Specification v2.0 (OpenHAN 2.0). Available online at: http://osgug.ucaiug.org/sgsystems/openhan/Shared%20Documents/OpenHAN%202.0/UCAIug%20HAN%20SRS%20-%20v2.0.pdf
OpenSG Users Group SG-Communications WG. (October 2010). Draft Appliance Communications Requirements Presentation. Available online at: http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP15PLCForLowBitRates/OpenSG_Comm-PLC-HAN-Throughput-Analysis.pptx
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Functional Applications Driving Appliance PLC Requirements
This section lists example Smart Grid applications (use cases) that would be delivered to Smart Appliances over Low-Frequency Narrowband PLC.   This section has been abstracted from appliance application profile references in OpenHAN 2.0.  It is by no means inclusive. Over the expected life of an appliance, new applications using additional bandwidth are likely to emerge.  For each application identified, the document discusses general issues with the application of relevance to supporting communications protocols. A later section presents customer-centered requirements derived from this discussion. 
[bookmark: _Toc285655797]Load Control
Utilities and Third Parties are building business cases around enabling automatic and direct load control of customer appliances. Some load control commands and response messages may be schedule sensitive as well as latency sensitive. Most of the messages will be automatic or utility driven. These messages would need authenticity assurance[footnoteRef:1]. Specific examples could include  [1:  Authenticity and Authentication assurance throughout this document is a secure means to assure the process of establishing confidence in identities and is based on NIST SP 800-63 Electronic Authentication Guideline.] 

· Immediate remote load control messages due to a grid condition
· Advance/scheduled remote load control signals
· Reactive / local load control signals adapted to appliance[footnoteRef:2] from a remote sensor or controller [2:  Example: A Smart Meter could interpret reactive signals similar to the Grid Friendly Appliance Controller ™ over the appliance communications link. http://availabletechnologies.pnl.gov/technology.asp?id=61] 

[bookmark: _Toc285655798]Pricing Awareness
Utilities and Third Parties are building business cases around enabling prices to devices so that customers and devices can “Do the Right Thing” for the consumer under changing energy costs.  Most but not all markets will have pricing schemes of greatly varying complexity.  In general, end users and rate-payers of energy consuming appliances will seek to impact the overall cost to use for appliances, while utilities and third parties will seek to achieve various market effects through pricing. The pricing awareness messages are likely not timing sensitive.   Some of these messages may be customer driven, others may be autonomous or utility sourced. These messages would need authenticity assurance.
· Immediate pricing and price scheduling signals
· Advance / scheduled pricing duration signals
· Static pricing signals
· Price Responsive Demand
· Approximate Cost of Use / Action
[bookmark: _Toc285655799]Demand Response
Utilities and Third Parties may seek to directly engage consumers at their appliances to participate in promotional pricing and load control events.   Those events may require additional acknowledgement from the consumers, whether by their preference or by explicit authorization. Acknowledgement messages are likely not latency sensitive.  Some messages will require authenticity assurance and privacy protection.
· Load Control Event Opt-in/out
· Program Participation Messages
[bookmark: _Toc285655800]Active Consumption Behavior Awareness
In order to help the appliance user understand energy consumption of a particular appliance in the context of the rest of a premise, an appliance manufacturer might choose to place a real-time energy consumption display on an appliance.  Moderate latency and bandwidth could be required to support this application. Privacy controls are required to protect this application. The messages would need basic authentication assurances with secure communications.
· Whole-home consumption
· Individual appliance consumption
[bookmark: _Toc285655801]Market Messaging and Communications
Utilities and Third parties may wish to communicate with customers about energy pricing events, device specific or whole home programs available and more using short SMS like messages.  Appliance manufacturers may choose to support a message display. These messages are likely not latency or bandwidth sensitive. These messages will require authenticity assurance with secure communications.
· Program message delivery
[bookmark: _Toc285655802]Additional Non-functional Applications
[bookmark: _Toc285655803]Installation Enablement
OpenHAN 2.0 explores Installation requirements in detail.  Making installation truly plug and play for the consumer is a very challenging issue. Some strategies envision the serving entity or a white-glove service will directly or remotely register, manage, and generally be aware of the asset. Some strategies envision the customer being able buy and self-attach appliance load controls to Smart Grid. To cover the range of possible installation scenarios, it is ideal that a single PLC node which is connected to the home wiring be able to provide application coverage to most of the outlets/wiring in a home.  Specific attention should be given to making secure communication solutions standard and interoperable for addressing common wiring issues in PLC such as 240 / 120 VAC split-phase wiring, HVAC 24 VAC transformer crossing, and any other wiring related that would cause a consumer to take action to install PLC.
Repeating should be standardized to allow a customer to reach a remote appliance within the premises.  Standard bridging, including multiple media bridging, should be available to interconnect with other types of common home appliance communications standards so the consumer can plug and play in their home networks.  Secure remote configuration and installation functions should be standardized. 
Finally, an automatic standard coexistence mechanism should be available to help maximize performance in the presence of other PLC devices.
[bookmark: _Toc285655804]Communications User Interface Enablement
It would be ideal if Smart Appliances did not require user interfaces for their communications endpoints.  Unfortunately, the reality is that consumers need a way to initialize and configure them. Thus, PHY / DLL operation ideally enables construction of easy to use UIs, and do so in at least one standardized way.  If required, standard features should exist to support easy endpoint configuration, link state, formation and diagnosis, UI development (e.g. RSSI, endpoint name, etc.).  PHY/DLL should support standard and secure authentication styles for network formation. It is desirable that standardized methods for communications endpoint configuration would be available to appliance implementers. The most basic method of standardized configuration would support configuration of appliance communications by a consumer and not require a computer or additional external device to configure the secure communications endpoint.
[bookmark: _Toc285655805]Network Management
There may be a requirement for certain Utilities or Third Parties to own and/or operate large sets of appliance devices. Endpoint management and monitoring of communication traffic is expected. Further, there is a potential for firmware upgrade requirements. This application requires modest link latency, and bandwidth during interactive monitoring. Basic authentication assurances are required.
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Derived Requirements for Low-Frequency Narrowband PLC
Materials available from OpenHAN, AHAM and OpenSG SG Communications and their work products were consulted to derive the appliance-centered PLC requirements language below.  The requirements have been organized by their customer-centered functions.  Note that many customer-centered requirements have been omitted due to non-relevance at the PHY/DLL layers.  Some of the boundary requirements detailed below are traditionally the subject of higher layers, but may either affect PHY/DLL or be affected by the PHY/DLL. The requirements below are intended to be used to evaluate standards for inclusion in the SGIP Catalog of Standards. The use of the term ‘standard’ in the following requirements refers to a call for testable interoperability and in-fact standardization of the PHY/MAC feature.
[bookmark: _Toc285655807]Cost Tradeoffs
Performance and cost trade-offs are common in appliance targeted markets.  
[bookmark: _Toc285655808]Latency
Requirement: The communications protocol shall have capability such that packets can be transmitted and be received by the intended receiver in 100 ms or less.[footnoteRef:3] [3:  Appliance manufacturers want <= 20 ms latency, but community feedback indicates this could negatively impact power consumption.] 

[bookmark: _Toc285655809]Bandwidth
Requirement: The communications protocol shall be capable of supporting an aggregate logical network communication throughput rate to the applications of >= 32 kb/s.[footnoteRef:4] [4:  OpenSG / SG Communications calculated 100 kb /s minimum requirement, but they considered non-appliance applications in addition to basic applications.] 

[bookmark: _Toc285655810]Energy Proportional Power Consumption
Requirement: The enabling hardware and the communications protocol shall be capable of significantly reducing its power consumption when not in use.
[bookmark: _Toc285655811]Plug-and-Play Enablement
Requirement: The communications protocol shall provide standard means to enable trivial install user interface construction.[footnoteRef:5] [5:  No attempt is made here to limit the correct solution, only that its standardized and clearly identified.] 

Requirement: The communications protocol shall not fundamentally require user intervention or external actions as part of its network related procedures beyond plugging in the device.
Requirement: The communications protocol PHY/DLL shall standardize support for higher layer protocols that support customer relevant[footnoteRef:6] network interfaces to the media. [6:  We envisioned any PHY/MAC support required to bear IETF IPv6, IPv4 protocols.] 

Requirement: The communications protocol shall enable standard secure device commissioning with a minimum of additional infrastructure or effort from the consumer.
Requirement: The communications protocol shall enable standard support for logical network bridging and repeating.
Requirement: The communications protocol should enable standard support for logical network routing.
[bookmark: _Toc285655812]Minimizes Enabling Consumer Infrastructure
[bookmark: _Toc285655813]Low Power Consumption
Requirement: The PLC communications system shall be capable of minimizing the average power consumption due to the communications technology to <= 300 mW. [footnoteRef:7] [7:  Appliance manufacturer requested target.] 

[bookmark: _Toc285655814]High Single Station Home Coverage
Requirement: A single station implementing the PLC communications protocol should be capable of communicating over all the AC wiring in typical residential homes[footnoteRef:8] and MDUs .[footnoteRef:9] [8:  According to typical local AC wiring code for detatched residential and multi-dwelling unit.]  [9:  MDU ranges estimated at 100 m average max wire length.] 

Requirement: PLC communications protocol shall offer a standardized means of crossing 120 VAC, 240 VAC, and 240 VAC / 110 VAC split phase power networks with minimum of enabling infrastructure and cost to the consumer.
Requirement: The PLC communications protocol shall offer a standardized means of crossing HVAC / 24 VAC transformers with a minimum of enabling infrastructure and cost to consumer.
[bookmark: _Toc285655815]Future Proofing
[bookmark: _Toc285655816]Backwards Compatibility
Requirement: The communications protocol shall have a standardized means built in for versioning or other mechanisms that ensure backwards compatibility/interoperability between prior revisions of the same technology.
[bookmark: _Toc285655817]Firmware Upgrade 
Requirement: The communication protocol shall support at least one[footnoteRef:10] standardized capability to be securely upgradeable.[footnoteRef:11] [10:  This does not preclude any non-standard vendor upgrade means.]  [11:  PHY / DLL components may have upgradeable parameters, so this is in scope.] 

[bookmark: _Toc285655818]Interference and Noise Handling
[bookmark: _Toc285655819]Scales to Multi-Dwelling Units
Requirement: The PLC communications protocol shall be able to support a minimum of 30 devices per logical network in a standardized way.
Requirement: The PLC communications protocol shall scale to a minimum of 126 simultaneous logical networks per transformer in a standardized way.
[bookmark: _Toc285655820]Supports Transmit Power Control
Requirement: The communications protocol shall use a standardized method for transmit power control.
[bookmark: _Toc285655821]Coexistence Mechanism Use
Requirement: The communications protocol shall enable and use a standardized coexistence mechanism.
[bookmark: _Toc285655822]Easy System Operation
[bookmark: _Toc285655823]Link State Feedback
Requirement: The communications protocol shall enable higher layer verification tools and applications to obtain and provide link status information from the PHY/DLL in a standard fashion.
Requirement: The communications protocol should enable higher layer verification tools and applications to obtain and provide link condition diagnostic and remediation information from the PHY/DLL in a standard fashion.
[bookmark: _Toc285655824]Stable and Reliable Links
Requirement: The communications protocol shall define standard capabilities that provide for link stability and reliability up to the edge of designed range. 
[bookmark: _Toc285655825]Easy to Maintain
Requirement: The communications protocol should identify standardized network management means for networks that wish to support it.
[bookmark: _Toc285655826]Quality of Service
Requirement: The communications protocol shall use a standardized means to enforce priorities of smart grid signals with respect to other signals on the wire as determined by device configuration.
[bookmark: _Toc285655827]Secure and Private
Requirement: The communications protocol shall enable a standardized means of logical link separation over a physical channel.
Requirement: The communications protocol shall enable a standardized means of cryptographic enforcement of logical separation.
Requirement: The communications protocol shall use standardized means for providing confidentiality, integrity, and availability of communications links.
Requirement: The communications protocol shall use standardized cryptographic methods as recognized by the most current release of the NIST FIPS-140 standard, its Annexes, or the CMVP Implementation Guidance. 
Requirement: The communications protocol’s cryptographic methods shall be composed of algorithms and key lengths identified in NIST SP-131A as currently acceptable for use.
Requirement: The communications protocol shall have a standard means of conducting PKI based mutual authentication.
Requirement: The communications protocol shall have a standard means of conducting PSK based mutual authentication.
Requirement: The communications protocol firmware upgrade mechanism shall have a means for firmware image non-repudiation checks.
Requirement: The communications protocol firmware upgrade mechanism shall have a means for firmware image integrity checks.
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