


[image: sgip]






PAP 18: SEP 1.x to SEP 2.0 Transition and Coexistence
Guidelines and Best Practices





















SGIP Document Number:  2011-008, Version 1.03


Document Source:  Smart Grid Interoperability Panel Priority Action Plan 18 (PAP 18) Working Group
Author/Editor:  PAP 18, Larry Kohrmann, Anna Grau
Production Date:  5 December 2011

RIGHT TO DISTRIBUTE AND CREDIT NOTICE

This material was created by the PAP 18 Working Group of the Smart Grid Interoperability Panel and is available for public use and distribution.  Please include credit in the following manner:  The “SEP 1.x to SEP 2.0 Transition and Coexistence White Paper” is a work of the Smart Grid Interoperability Panel PAP 18 Working Group, Document Number: 2011-008, Version: 1.0, © 22 July 2011 by the SGIP.

DISCLAIMER
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· MAKES ANY WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, with respect to the accuracy, completeness, or usefulness of the information contained in this report, or that the use of any information, apparatus, process, or composition disclosed in this report may not infringe privately owned rights; or
· Assumes any liabilities with respect to the use of, or for damages resulting from the use of, any information, apparatus, process, or composition disclosed in this report.
· Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Smart Grid Interoperability Panel.



THIS IS NOT A NIST DOCUMENT

THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization created by an Administrator under a contract from NIST to provide an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration and harmonization of standards development for the Smart Grid. The SGIP also reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many
standards development organizations. 
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Background and Purpose
Over the last few years, Smart Meter deployments have steadily increased, with millions of meters both being installed and put under contract. Concurrent with this widespread deployment and the National Institute of Standards and Technology (NIST)-established Smart Grid Interoperability Panel (SGIP) standards acceleration effort, the Department of Energy (DOE) awarded $3.4 billion in Smart Grid Investment Grants (SGIG). In late 2006, an effort was undertaken within the ZigBee Alliance to define a smart energy application profile based on interest from meter companies, utilities and in-home device Manufacturers. The application profile was designated as the “ZigBee Smart Energy Profile” (SEP). This profile was released in 2008 and was based on the existing ZigBee PRO stack, a binary application protocol unique to the ZigBee Alliance for networking over the IEEE 802.15.4 standard, using elliptic curve cryptography from a single Certificate Authority. Currently, over 100 products have been certified to SEP 1.0[footnoteRef:1], the initial release of the Smart Energy Profile. Some early advanced metering infrastructure (AMI) implementations and SGIG deployments enabled Customer Home Area Networks (HANs) through the use of SEP 1.0. In 2011, the ZigBee Alliance implemented additional revisions to the profile with the release of SEP 1.1. Throughout this document, the term SEP 1.x is used to refer to all versions of the ZigBee Smart Energy Profile in the 1.0 family. [1: ZigBee Smart Energy Public Application Profile 1.0 ] 


SEP 1.0 provides a set of functionality for HANs designed to meet the requirements established in the OpenHAN System Requirements Specification v1.0[footnoteRef:2] (produced by the Utility Communications Architecture International Users Group (UCAIug)). SEP 1.0 provides pricing support and consumption for multiple commodities (electric, gas, water), text messaging, direct load control, and demand response capability. Capabilities added to SEP 1.1 include over the air (OTA) upgrade, pricing options for blocks/tiers, support for multiple energy services interfaces and trust center swap out capability. [2:   Version 1.04] 


In late 2009, a liaison was launched between the ZigBee Alliance and the HomePlug Alliance to define the next evolution of the profile: SEP 2.0[footnoteRef:3]. In this version, the ZigBee Alliance addressed several key features including support of multiple MAC/PHY layers, multiple security protocols, and requirements from the OpenHAN 2.0 System Requirements Specification[footnoteRef:4]. The main requirements for the new application profile were: [3: ZigBee Smart Energy 2.0 DRAFT 0.7 Public Application Profile]  [4:   Version 2.0 ] 

· Support for multiple networking technologies based on both wireless and wired standards
· Support for any MAC/PHY (e.g., IEEE 802.11, IEEE 802.15.4-2006, IEEE 1901, etc.), as outlined in the Market Requirements Document (MRD)[footnoteRef:5] [footnoteRef:6] for SEP 2.0 [5:  ZigBee HomePlug Smart Energy Marketing Requirements Document]  [6:  http://www.homeplug.org/tech/ZBHP_SE_MRD_090624.pdf] 

· Support for international standards. The MRD required that all specification components be sourced from IEEE, IETF, IEC or W3C. In effect, the ZigBee Alliance would become an integrator of standards for SEP 2.0.
· Support for multiple security providers and multiple security suites.

SEP 2.0 is IP based; as such it will more easily integrate with existing IP-based systems and protocols and operate over alternative MAC/PHY layers to provide more system flexibility. SEP 2.0 certification will be done in an open technology neutral manner. The functionality of the SEP 2.0 application layer was also extended beyond that offered in the existing SEP 1.x specifications to include features for electric vehicles, distributed energy resources, improved security and improved network management. 
 
SEP 2.0 development is well underway and coordination is occurring with other standards organizations, including IEEE and IETF, as required in the MRD. Gap material required for the SEP 2.0 specification has been independently developed within the IEEE and IETF processes.

The 0.7 version of the SEP 2.0 Technical Requirements Document[footnoteRef:7] (TRD) was approved in August, 2011. Work continues on the Application Profile Specification[footnoteRef:8] (APS). The SEP 2.0 profile is expected to be finalized and issued early in 2012. Application layer interoperability testing should start in 2012 with early deployments anticipated in 2013. [7:  ZigBee Smart Energy 2.0 Technical Requirements Document]  [8:  ZigBee Smart Energy 2.0 DRAFT 0.7 Public Application Profile] 


As a result of significant architectural changes and feature upgrades, SEP 2.0 is not backwards compatible with SEP 1.x neither at the network and application layers nor in the security architecture. This is a known issue and has been broadly communicated as the development of SEP 2.0 has progressed. Because many meters are being, or have already been deployed using SEP 1.x, there is much discussion on whether an upgrade is necessary, to what extent the upgrade is possible, and, if so, what that transition path should be.

In preparation for the creation of this document, use cases covering multiple SEP 1.x to SEP 2.0 migration scenarios were constructed and analyzed to determine requirements and best practices to enable successful migrations and/or network coexistence. Those migration requirements pertaining specifically to the ZigBee Alliance will be provided back to that organization for additional analysis and inclusion to subsequent SEP specifications and profiles. High-level device Manufacturer requirements, Utility requirements and best practices recommendations, and an analysis of key migration costs and risks will be provided to the SGIP for dissemination to market participants to provide guidance in making informed decisions about their deployments and SEP migration plans.

The SGIP Priority Action Plan 18: SEP 1.x to SEP 2.0 Transition and Coexistence[footnoteRef:9] was created to specifically address SEP 1.x to SEP 2.0 migration and coexistence. It may be possible to abstract the requirements and best practices outlined in this document and apply them to the migration and coexistence of versions of other applications that are not backwards compatible. Also, the focus on translation of the SEP applications by an Application Layer Gateway (ALG), as discussed in this document, is not intended to preclude Manufacturers from including translations to other ZigBee or “non-ZigBee” applications within an Application Layer Gateway. [9:  SGIP PAP 18] 

[bookmark: _Toc306793199]Use Cases
In order to determine the appropriate requirements and best practices that enable a successful Smart Meter and HAN device SEP firmware migration, or to allow a working coexistence of both SEP 1.x and SEP 2.0 devices in the HAN, three main use cases were developed. The first use case covers the environment where SEP 1.x is the firmware in both the Smart Meters and the HAN devices and the Utility has no plans to migrate the Smart Meter SEP firmware to SEP 2.0. In this use case, only SEP 1.x HAN devices can function in the HAN. In the second use case, the Smart Meter SEP firmware is migrated to SEP 2.0, and after migration there is no support for SEP 1.x HAN devices. Therefore, only SEP 2.0 HAN devices can function in the HAN. In the final use case, there is a mixed HAN environment where the SEP firmware in the Smart Meter is not the same as what is in the HAN devices. In this use case, both SEP 1.x and SEP 2.0 HAN devices can coexist in the same HAN. Within each use case, multiple scenarios were developed to cover many possible SEP firmware situations. Appendix 9.3 provides the complete set of use cases and scenarios developed for this document. 
.
[bookmark: _Toc306793200]Requirements and Best Practices
The output of the use case analysis was the development of high level requirements and best practices. The high level requirements are directed to the ZigBee Alliance, Manufacturers, Utilities and Retailers. The recommended best practices are directed to Utilities and Service Providers. Any requirements and best practices directed to Utilities and Service Providers are subject to the terms of the applicable Governing Documents and the rules and actions of the applicable Regulatory Authority. Implementing the requirements and best practices should ease the impacts of the migration on Consumers, Utilities, and Service Providers with HAN programs. The requirements and best practices are grouped according to subject matter into sub-categories.  

Those requirements pertaining to ZigBee Alliance specifications, profiles and security will be submitted to the ZigBee Alliance. The Manufacturer requirements, Utility requirements and best practices recommendations will be presented to the NIST SGIP for issuance to Utilities, Service Providers, Manufacturers, Regulatory Authorities, and Retailers to inform and guide those parties in HAN deployment decisions and the development of strategies for the migration of HAN devices from SEP 1.x to SEP 2.0 and/or the coexistence of both applications in the HAN.  

[bookmark: _Toc306793201] ZigBee Alliance Requirements
These high level requirements are expected to be treated in the same manner as requirements from a ZigBee Alliance Marketing Requirements Document (MRD). The Alliance will be tasked with breaking down these requirements into function level requirements and incorporating them into the appropriate SEP 1.x or SEP 2.0 applications. Some of these requirements may mirror existing requirements in ZigBee MRDs and TRDs; however, they are included in this document because they are considered fundamental to enabling a successful migration. Security related issues identified by the Cyber Security Working Group (CSWG) review of this white paper as being integral to the SEP migration and coexistence will also be tasked to the ZigBee Alliance for inclusion into subsequent specification and profile development.

[bookmark: _Toc306793202]SEP 1.x to SEP 2.0 Migration-Specific Requirements
 The following requirements specifically address SEP 2.0 functionality, footprint size, security, and the general ability of HAN devices to perform a SEP 1.x to SEP 2.0 firmware migration.
REQ.ZA.1 Market participants (e.g. Utilities, Manufactures, Regulatory Authorities, etc.) shall determine through the ZigBee Alliance, the minimum set of SEP 2.0 features required to implement the basic functionality of a Utility ESI and Metering server.
REQ.ZA.2 The ZigBee Alliance shall determine the minimum ZigBee IP stack necessary to support the minimum set of SEP 2.0 features required to implement the basic functionality of a Utility ESI. This will determine which Upgradeable SEP 1.x Utility ESIs will support firmware migration.
REQ.ZA.3 A procedure shall be defined for replacing SEP 1.x security credentials with SEP 2.0 security credentials on a deployed device.
REQ.ZA.4 SEP 1.x HAN devices shall have the ability to perform a firmware migration (e.g., OTA, manual, etc.). 

[bookmark: _Toc306793203]Application Layer Gateway (ALG) Specific Requirements
In the use cases, Application Layer Gateways (ALG) are referenced in multiple scenarios for enabling the coexistence of multiple networks and applications within a premise. These requirements specifically address the desired functionality for devices operating as ALGs in the HAN. For purposes of this document, an Application Layer Gateway is defined as a device that provides translation between two dissimilar applications (i.e. SEP 1.x and SEP 2.0) where feasible, practical, and useful. The ALG will Register to an ESI. HAN devices Commissioned to the ALG will Register to the ALG. The ZigBee Alliance has been requested by PAP 18 to develop detailed requirements and specifications for an application layer gateway capable of translating between SEP 1.x and SEP 2.0 with particular attention paid to the mapping of the profiles, firmware maintenance and addressing the inherent security challenges presented by such a device.
An ALG enabling translation between SEP 1.x and SEP 2.0 must be able to maintain the security of HAN devices communicating with the ALG. It is expected that each application (e.g., SEP 1.x) is secure and that the ALG is reasonably fortified against attack. Security can be maintained by pairs of devices, hop-to-hop, along a communications path when intermediaries can be trusted.  

REQ.GW.1 ZigBee Alliance members shall determine how an ALG will bi-directionally translate between the SEP 1.x and SEP 2.0 application layers. The translation shall be based on the SEP 1.x Clusters. Note: this will enable device interoperability.

REQ.GW.2 When the Utility ESI (e.g. Smart Meter) SEP firmware is migrated to SEP 2.0, an ALG equipped to translate between SEP 2.0 and SEP 1.x networks shall enable existing SEP 1.x devices to continue to be active and function.

REQ.GW.3 The Registration process for the ALG and HAN devices that are Commissioned to the ALG shall be clearly defined and communicated to the Consumer.

[bookmark: _Toc306793204]Dual Mode Home Area Network (HAN) Device Requirements
The concept of a class of HAN devices that contains both SEP 1.x and SEP 2.0 security suites as well as both SEP applications was developed in the use cases as a way to dramatically simplify the migration process for the Customer. Through user selection or network detection, the devices would be able to switch between SEP applications without an accompanying firmware download. The ZigBee Alliance has been requested by PAP 18 to develop detailed requirements and specifications as well as addressing applicable security challenges for Dual Mode devices capable of operating on either a SEP 1.x or a SEP 2.0 network.  Note: The concept of a Dual Mode device, as envisioned in this white paper, is not intended to be able to bridge networks or operate in both SEP 1.x and SEP 2.0 networks simultaneously.
These requirements specifically address the desired behavior for Dual Mode devices.
REQ.DM.1 Dual Mode devices shall be capable (e.g. automatically, manually, etc.) of switching from one SEP firmware to another. 
REQ.DM.2 A Dual Mode device shall have a method to detect what SEP specification the ESI is using and connect to the HAN using the appropriate SEP firmware.

[bookmark: _Toc306793205]Manufacturer and Utility Requirements
This list of requirements is focused on communications (1) between those market participants who are affected by a migration and (2) about device-specific information needed to enable a successful migration. The migration of devices from SEP 1.x to SEP 2.0 will involve varying degrees of communication between market participants with a varying degree of technical competence. Clear, concise communication between those participants will be critical in ensuring a successful HAN device migration. 
[bookmark: _Toc306793206]SEP 1.x to SEP 2.0 Migration Specific Requirements
REQ.SEP.1 Manufacturers shall determine and communicate to the Customer and other market participants if their SEP 1.x device will support the identified minimum set of SEP 2.0 features.
REQ.SEP.2 Manufacturers shall clearly communicate to the Customer and other market participants which SEP applications their device supports.
REQ.SEP.3 Manufacturers shall clearly communicate to the Customer and other market participants the migration path and the capability of their devices to migrate from SEP 1.x to SEP 2.0 if supported.
REQ.SEP.4 Manufacturers shall communicate to the Customer and other market participants how to obtain and install SEP 2.0 firmware for that Manufacturer’s devices if supported.  
REQ.SEP.5 The requirements for obtaining SEP 2.0 security credentials and replacing SEP 1.x security credentials with SEP 2.0 security credentials shall be communicated to market participants, if supported.
REQ.SEP.6 SEP 2.0 security credentials for each HAN device in the field shall be available, assigned and downloaded to a unique HAN device based on its MAC address.  
REQ.SEP.7 Manufacturers shall ensure that their HAN devices implement the procedure for replacing SEP 1.x security credentials with SEP 2.0 security credentials on deployed devices.
REQ.SEP.8 Where applicable, the over the air (OTA) upgrade process for HAN Devices to migrate from SEP 1.x to SEP 2.0 shall be clearly defined and communicated.
REQ.SEP.9 Utilities shall communicate how to Register HAN devices to the Utility ESI based on what SEP firmware is in the Utility ESI (e.g., Smart Meter).
[bookmark: _Toc306793207]Application Layer Gateway (ALG) Specific Requirements
REQ.GW.4 The networks and applications that the ALG supports shall be clearly communicated to the Customer.
REQ.GW.5 It shall be clearly communicated to the Customer when the use of an ALG is required.
REQ.GW.6 ALGs shall come with clear instructions on how to Register HAN devices to an ALG.
REQ.GW.7 ALGs shall provide a method to verify the SEP 2.0 firmware versions and update, if necessary, prior to a SEP 1.x to SEP 2.0 migration.
REQ.GW.8 An ALG providing translation between SEP 1.x and SEP 2.0 shall provide link layer, application layer and platform security in order to not degrade security for the HAN.
[bookmark: _Toc306793208]Dual Mode Home Area Network (HAN) Device Requirements
REQ.DM.3 For deployed Dual Mode devices, a method shall be available to verify the SEP 2.0 firmware versions and update if necessary prior to a SEP 1.x to SEP 2.0 migration.
REQ.DM.4 It shall be clearly communicated to the Customer when a device is Dual Mode and what applications (e.g. SEP 1.x, SEP 2.0, etc.) the device supports.

[bookmark: _Toc306793209]Best Practices
The following is a list of recommended best practices for SEP migration covering Utility and Service Provider back office systems, communications and information presentation to market participants, and hardware and firmware functionality. Utilities should consult with the appropriate governing authorities in their jurisdictions when considering the implementation of these best practices.  It should be noted that Utilities, after consultation with their regulatory authorities, should be able to establish reasonable time constraints for support of both SEP 1.x and SEP 2.0 applications in the Utility’s AMI network.
The best practices recommendations are broken down into three main categories: SEP 1.x to SEP 2.0 Migration, Communication of Migration Plans, and Manufacturer and Retailer best practices. 
[bookmark: _Toc306793210]SEP 1.x to SEP 2.0 Migration
BP.SEP.1 Utility AMI and HAN Management Systems should support SEP 1.x and SEP 2.0 HAN implementations concurrently.
BP.SEP.2 Utility AMI Management Systems should support the ability to perform individual Utility ESI (e.g., Smart Meter) firmware migrations.
BP.SEP.3 A Service Provider’s HAN Management Systems should support both SEP 1.x and SEP 2.0 HAN programs. 
BP.SEP.4 Utility should supply reasonably sufficient information to the Customer about what SEP firmware is in their Utility ESI (i.e. Smart Meter).
BP.SEP.5 Customers should be provided with reasonably sufficient information by Utilities, Service Providers, Manufacturers, or Retailers to determine what kind of device(s) (e.g. Dual Mode, ALG, SEP 1.x, SEP 2.0, etc.) will function in their HAN.
BP.SEP.6 Utilities should offer adequate technical support to Customers, Retailers, and Service Providers during a migration to help ensure all migration issues are resolved.
BP.SEP.7 Options supported by Utility and Service Provider for HAN device SEP firmware migration should be presented to the Customer allowing the Customer to choose which option is best for their device.
BP.SEP.8 If a Customer has HAN Devices Registered to the Utility ESI, Utilities should allow the Customer to choose if and when the Utility will perform the Smart Meter SEP firmware migration.
BP.SEP.9 The OTA function should be included in all SEP 1.1/2.0 HAN devices.
BP.SEP.10 If the HAN device SEP firmware is migrated OTA using the Utility AMI system, the Utility should reasonably coordinate the migration with all affected parties (e.g. Customer, Service Provider, Manufacturers, etc.).
BP.SEP.11 If the HAN device SEP firmware is migrated OTA using an ALG via the Internet, the Utility/Service Provider should reasonably coordinate the migration with affected parties (e.g. Customer, Manufacturer)
[bookmark: _Toc306793211]Communication of Migration Plans
BP.UtilCom.1 When Utilities develop a migration plan, Utilities should publicly communicate such plan to Service Providers, Retailers, Regulatory Authorities and Manufacturers.
BP.UtilCom.2 When Utilities develop a migration plan, the Utility should allow reasonably sufficient time in the plan prior to the start of the migration for Service Provider, Retailers, and Manufacturers to prepare for the impact of the migration.
BP.UtilCom.3 When Utilities develop a migration plan, Utilities should directly communicate such plans to all Customers who have HAN devices, including ALGs, Registered to the Utility ESI, along with the expected date the Customer’s Smart Meter SEP firmware will be migrated.
BP.UtilCom.4 When Utilities communicate their migration plan to Customers, the communication should include the reasonably expected effects of the migration on HAN devices, including ALGs, and any HAN programs (e.g. Utility program, Service Provider Program, EMS, etc.) in which the devices may be participating.
BP.UtilCom.5 The Utility migration communication sent to Customers should provide the Customer reasonably sufficient information so the Customer may adequately notify their Service Provider in order to maintain the benefits of their HAN program.

[bookmark: _Toc306793212]Manufacturer and Retailer
BP.MR.1 Retailers should offer to bundle ALGs with HAN devices when devices are being sold with a SEP firmware that is incompatible with the SEP firmware in the Utility ESI (e.g., Smart Meter).
BP.MR.2 Retailers and Manufactures should offer HAN devices capable of functioning as an ALG across multiple networks (e.g., other protocols and media). 
BP.MR.3 Existing Registered Dual Mode devices should automatically re-Register after migration with minimal user intervention.
BP.MR.4 ALGs should have the ability to act as an ESI.
BP.MR.5 ALGs equipped for connection to the Internet should include Router functionality.


[bookmark: _Toc306793213]Migration Recommendations and Best Practices Discussion
Two reoccurring themes appeared throughout the migration use cases: the impact to the Customer must be minimized, and outstanding technical issues and questions due to the unfinished SEP 2.0 Application must be resolved.  

SEP 1.x to SEP 2.0 migrations are not expected to begin before the application interoperability testing on SEP 2.0 firmware for both premise HAN devices and Utility Smart Meters has matured. Utilities will need to make a determination based on an examination of the SEP 2.0 application, their Smart Meter hardware and firmware implementations, business and regulatory drivers and Customer requirements whether to migrate any, some or all of their Smart Meters from SEP 1.x to SEP 2.0 or to work within its service territory to enable HAN coexistence. Varying market structures will result in a HAN infrastructure with Utility, Service Provider, and/or Customer-supplied HAN devices in the premises. The number of variations and capabilities of deployed HAN devices will be numerous. The goal is for the deployed HAN devices to perform a desired service for a Customer. A disruption in service to that HAN device will have a negative impact on that Customer. The desire to avoid or minimize the impact on the Customer is of primary importance in any migration scenario.

[bookmark: _Toc306793214]Customer Choice Scenario
A major step in minimizing Customer impact can be achieved by allowing the Customer input and choice in the planning and migration of the devices in their HANs. Since all Utility ESIs (e.g., Smart Meters) may not be capable of migrating, the Customer should be informed of the full range of options available to them. In a Customer choice migration scenario, the Utility would migrate the ZigBee firmware in all capable Utility ESIs (e.g. Smart Meters) which do not have active HANs to SEP 2.0. The Customers with active HANs would either be notified of the need for coexistence devices like ALGs to allow deployment of SEP 2.0 HAN devices or of the capability of having their Smart Meters migrated upon request when they decide to deploy SEP 2.0 devices in their HAN or when their existing HAN devices reach end of life and are replaced. The Customer can then decide the best migration path using information that should be provided to them by their Utility, Service Providers, and the device Manufacturers. The path may be to install an ALG that allows SEP 2.0 HAN devices to operate adjacent to devices on a separate SEP 1.x HAN in which the ALG also participates. Customers will then have the option of continuing to operate their devices in the SEP 1.x HAN, can selectively migrate their device firmware from SEP 1.x to SEP 2.0, or replace the device or communications modules with SEP 2.0 devices or modules so that the device can participate in the SEP 2.0 HAN. Utility or Service Provider incentives may be available to influence that decision. Regardless of the path or method, the migration is likely to be better received and the Customer will more likely tolerate the inconveniences, risks, and any potential costs if they have direct input on if, when, and how their network is migrated.  Most of the impact of a Customer choice migration falls on the Utility and Service Providers. The HAN Management Systems should be able to support both SEP 1.x and SEP 2.0 functionality for as long as deemed necessary by the Utility. In addition, the meter management and Customer support systems should be able to support individual meter migrations on request.

[bookmark: _Toc306793215]Communications
Clear, focused communications between all market participants will be required as part of any SEP migration to minimize Customer impact.  The Utility will have primary responsibility for initiating those communications since it controls the timing of any SEP 2.0 firmware migration on its Smart Meters. Market-wide notifications to alert Customers, Service Providers, Manufacturers and Retailers of the pending changes will be important. Targeted communications to Customers with HAN devices Registered to their Utility ESI (e.g. Smart Meter) will be required to inform them of the choices, options, impacts on programs and relevant dates associated with the migration. The Customers may need to provide the Utility migration plan information to their Service Provider(s) if they have HAN devices enrolled in Service Provider programs of which the Utility may not be aware.

Manufacturers will need to make migration information available to their Customers (e.g. end use Customer, Utility, Service Provider, Retailers) for their products. The information will need to include whether devices are able to migrate, the method of firmware replacement, the availability of replacement firmware, and the availability and method for replacing the SEP security material.

Assuming an active retail market for HAN devices, Retailers will also need to react to a large-scale migration plan in their area. Stock levels, pricing and advertisement of HAN devices will all be affected by migration plans.

[bookmark: _Toc306793216]Over the Air (OTA) Upgradability
To enable SEP 1.x to SEP 2.0 migrations, all HAN devices should be OTA capable, or must have some method for receiving firmware and security material downloads. If devices are planned to be migrated via the ZigBee OTA feature, extensive communication and coordination should take place between the entity providing the firmware update (e.g. Utility or Service Provider), the Utility (if it is not providing the firmware), and the Customer. If the firmware is being provided via the Utility AMI network, all HAN device security material and SEP 2.0 firmware should be received and stored by the HAN devices prior to the Smart Meter ZigBee firmware migration. Once all firmware and security material is in place, the entire HAN will need to transition at the same time to avoid communication disruptions. If the OTA firmware is provided to the HAN devices via an ALG connected to the Internet, the providing entity will still need to coordinate the transition with the Utility to avoid an extended communication interruption in the HAN due to incompatible ZigBee firmware in the Smart Meter or other HAN devices. Due to the inherent complexities of complete firmware and security material replacement, OTA for HAN devices via AMI network is not anticipated to be a normal best practice for SEP 1.x to SEP 2.0 migrations for Utilities.

[bookmark: _Toc306793217]Application Layer Gateways (ALGs)
The use cases indicate that many of the potentially negative issues related to the replacement of the ZigBee firmware during a HAN migration can be minimized or eliminated through innovative use of HAN devices. Application Layer Gateways (ALGs), in particular, figure prominently in many of the migration use cases. ALGs will allow coexistence between SEP 1.x and SEP 2.0 applications and allow Customers options for a variety of HANs. For Smart Meters remaining on SEP 1.x, properly equipped ALGs will allow Customers to install SEP 2.0 devices in their SEP 1.x HAN. If the Smart Meter has been migrated to SEP 2.0, an ALG will negate the need to migrate deployed 1.x HAN devices. Those devices can be left with their existing SEP 1.x firmware and can continue to operate and serve the Customer as they did prior to the meter migration. ALGs will allow Customers to customize their HANs around network technologies that suit their individual needs and the commercial availability of HAN devices.

[bookmark: _Toc306793218]Dual Mode Home Area Network (HAN) Devices
The use cases also present the concept of a Dual Mode HAN device. Such a device would, at a minimum, have security material for both SEP 1.x and SEP 2.0 loaded on it. The need to load SEP 2.0 security material as part of the HAN device migration emerged as a potential obstacle in the migration path. For example, if a Utility or Service Provider had distributed 1000 identical in-home displays into their market, the Utility would be able to distribute an identical SEP 2.0 firmware download to all 1000 devices to migrate them. However, unlike the ZigBee firmware, security material must be associated with a specific device MAC address and must be discretely targeted and loaded on an individual device. For this example, 1000 unique downloads of 2.0 security material would have to be provided along with the one SEP 2.0 firmware version. Pre-installing SEP 2.0 security material eliminates that step so only the SEP firmware has to be replaced during the migration. Ideally, a Dual Mode device would have both SEP 1.x and SEP 2.0 firmware versions and security material installed and would be able to auto-detect the network type when activated to minimize required Customer inputs and interaction. The device should also be able to automatically Commission and Register to the available network. 

[bookmark: _Toc306793219]Process Automation
As a final way to minimize the Customer impact of SEP migration, as many processes associated with SEP migration as possible should be automated. The fewer interactions a Customer is required to have with a device to Commission, Register, or perform a firmware migration, the better the Customer experience.

[bookmark: _Toc306793220]Requirements to Be Addressed by the ZigBee Alliance
There are nine requirements affecting SEP migration that will need to be addressed by the ZigBee Alliance. The first four requirements will be key to enabling successful migration of Utility Smart Meters from SEP 1.x to SEP 2.0, which is required either before or concurrent with HAN migration. 

To ensure application layer interoperability between all Smart Meters and HAN devices and to speed time to market for SEP 2.0 devices, a common Utility ESI implementation and application layer test plan must be developed by members of the ZigBee Alliance or by an alternate user’s group like UCAIug OpenSG, and include input from meter vendors, HAN device manufacturers, Utilities and Regulatory Authorities. Many previous generations of Smart Meters may not contain the memory and processor capacity to run the full SEP 2.0 application. Requirement ZA.1 calls for a common minimum functional set of SEP 2.0 requirements to be established for use in the Utility ESIs of these earlier generation meters to facilitate migration. This requirement is not intended to stifle market differentiation through the enabling of full SEP 2.0 functionality as well as the addition of optional features on those Utility ESI capable of running the full application, only to ensure there is a common platform for all market participants to build on for resource constrained Utility ESIs that will enable as many of those devices as possible to migrate to SEP 2.0. 

The second key requirement is the development of a version of the ZigBee IP stack for the minimum function set of requirements developed in Requirement ZA.1. The size of the resulting IP stack will determine the required minimum hardware necessary for a Utility ESI to be Upgradeable. It is recognized that due to hardware limitations and/or firmware implementations, not all devices may be able to fully migrate with equivalent functionality.

The third key requirement is the development of a process for the replacement of the SEP 1.x security material with SEP 2.0 security material on a deployed HAN device during a firmware migration. Security material is MAC address-specific. It is also licensed, meaning there is a cost component tied back to the licensing entity which will need to be taken into account. Most importantly, the replacement of security material must be done in a secure fashion. The methodology for the security material replacement must be developed by the ZigBee Alliance. Replacement via a USB cable is likely to be straight forward, while replacement via an OTA method will be more involved. An entire infrastructure involving the purchase, dissemination, and replacement of SEP security material is likely to be required for successful migrations.

The fourth key requirement is fundamental. A HAN device must be capable of having its firmware replaced. If a device is not capable of accepting a replacement of its firmware, a SEP 1.x to SEP 2.0 migration for that device is not possible.

Successful construction of an ALG requires that a device be able to translate between dissimilar applications. Once the SEP 2.0 application is complete, the ZigBee Alliance will need to create and maintain a bidirectional map between the SEP 1.x application and the SEP 2.0 application, where possible, to ensure proper data flow across the ALG. The remaining ALG requirements address the need to keep SEP1.x devices active and functioning in a SEP 2.0 HAN and the need for the ZigBee Alliance to define the Registration process for SEP 2.0. The ability to use multiple trust centers complicates the Registration process. The Registration process for SEP 2.0 devices has not been completely defined yet and the Customer must have a way of defining to which ESI a device should be Registered in a multiple ESI HAN. Because the ALG will have access to both networks, physical as well as application level security will have to be addressed during application development to minimize the possible attack vectors through these devices.

[bookmark: _Toc306793221]Migration Risks and Costs
The primary risk during migration is the possibility that a step in the migration sequence could fail to execute and halt the process. It is manifested in a less than favorable experience by the end use Customer if a proposed migration solution fails to result in a functional SEP 2.0 HAN at its conclusion. The failure could be caused by a lack of communication on the timing of a Smart Meter migration, the failure of a firmware download to properly migrate the device and Commission and Register it to the new SEP 2.0 HAN, or it could be a failure of the security material to properly load and be authenticated. The end result may be HAN devices that no longer work, resulting in a poor Customer experience. To ensure that HAN devices can migrate properly, implementers should follow industry best practices such as the ability to revert their firmware back to the previous version in case of a failed migration. (e.g. see NEMA SG-AMI1 – Requirements for Smart Meter Upgradeability (PAP 0)) (See Section 4.3 - Over the Air Upgradeability for an example of a HAN migration sequence).

Stranded devices and a negative experience by the Customer will translate directly into costs and lost opportunities for all parties involved in the migration. Costs due to adverse migration events identified in the use cases included replacing failed devices, additional call center technical support, truck rolls for on-site technical support, the processing of regulatory complaints, lost sales opportunities, addressing adverse publicity, and the cost of the Customer’s time to determine what went wrong with the migration and how to repair it. Cost is also a factor when Utilities and regulators are determining time durations for support of various best practice migration recommendations.

[bookmark: _Toc306793222]Conclusions and Recommendations
Millions of SEP 1.x Smart Meters and thousands of HAN devices have been deployed and, due to the fact that SEP 2.0 is not backwards compatible with SEP 1.x, there is a risk of stranding some of those existing investments. This document, through extensive use case analysis has developed recommendations and best practices that, if implemented, can mitigate many of the risks associated with migrating HAN devices from SEP 1.x to SEP 2.0 or enable coexistence of the two applications to extend the useful life of SEP 1.x HAN devices.  

Specific key requirements should be addressed by the ZigBee Alliance. The SEP 2.0 application must be completed. The minimum feature set and ZigBee IP stack required for basic functionality for Utility ESIs must be defined for use in Upgradeable deployed devices. A method for replacing security material needs to be developed.

Beyond what is required of the ZigBee Alliance, device firmware migration should be addressed to mitigate the risk of stranded devices in the premises. The use of ALGs can allow SEP 1.x and SEP 2.0 applications to coexist; preserving functionality without migration. Development of Dual Mode devices will result in a class of devices that can function on either a SEP 1.x HAN or a SEP 2.0 HAN. Utilities and Service Providers are encouraged to consider the impacts to Customers and their installed base of legacy SEP 1.x devices when determining migration plans.

Beyond Utility Smart Meters, a certain percentage of SEP 1.x devices in the premises will be migrated to SEP 2.0. Utilities and Service Providers should prepare for this process by developing Customer communication programs to address migration methodology and timing for their service areas. Call centers should be trained to provide the necessary technical support. AMI and HAN Management Systems should be modified to accommodate both SEP 1.x and SEP 2.0 devices in the AMI network. 

Manufacturers will need to develop the firmware, security material and detailed instruction sets required for their devices to be able to successfully complete a migration sequence. That information will need to be communicated to all levels of the market that their devices impact. Firmware and security material will need to be made available to those participants.

There are risks and associated costs with all the migration plans and scenarios. Those costs and risks will be shared among all the market participants. Utilities, Service Providers and Regulatory Authorities need to weigh those risks and costs against the benefits to the Customer and the reliability and stability of the grid. They need to make an informed decision on whether to allow deployment of SEP 1.x HANs in their service territory, with the knowledge they may eventually be migrated, or to wait for the commercial availability of SEP 2.0 before utilizing the full capability of their Smart Meters. 

[bookmark: _Toc306793223]Key Question Resolution
The SGIP Governing Board tasked this Priority Action Plan to address the following six sets of key questions: 

1. What are the different scenarios for transitioning and migrating meters and HANs from SEP 1.x to SEP 2.0? For each approach what are the cost, functionality, performance, timing, security, consumer acceptance, interoperability/optionality, and other advantages, disadvantages, risks, and opportunities? Do those outcomes change based on the starting version of SEP 1.x or other factors? And, if so, how? This PAP should develop and explain the use cases needed to analyze these scenarios. 

1. How will consumers experience the transition in each scenario? Will a customer or a utility have to re-provision/re-register HAN devices after the upgrade? 

1. How will a third party push (or otherwise implement) an upgrade to a HAN device provided to consumers in the home? Can they/should they use the meter communications network? (provided a HAN device is Upgradeable) 

1. What are best practices that an implementation can leverage when upgrading meter firmware from SEP 1.x to SEP 2.0 to minimize the impact on the customer? 

1. When, to whom, and how should an implementation provide notifications when it upgrades from SEP 1.x to SEP 2.0? 

1. What would be the implications of an implementation continuing to rely on SEP 1.x after 2.0 becomes widely deployed? Will 1.x be available as a legacy protocol? Should there be a phase-out period? 

1. How do we know if the upgrade was successful?

It is the opinion of this Priority Action Plan Working Group that this document has adequately addressed all of these questions except for the following two:

· Will SEP 1.x be available as a legacy protocol?
· Should there be a phase out period?

SEP 1.x should remain an available protocol until the market renders it obsolete. This will be influenced by a number of market factors including the evolution and timing of various technologies and standards including SEP 2.0’s commercial functionality and adoption in the market. 
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	Actor Name
	Actor Type (person, equipment, system, etc.)
	Actor Description

	AMI Network
	System
	Advanced Metering Infrastructure (AMI) Network. AMI refers to systems that measure, collect, and analyze energy usage from advanced devices such as electricity meters, gas meters, and/or water meters, through various communication media on request or on a pre-defined schedule. This infrastructure includes hardware, software, communications, Customer-associated systems, and meter data management software.

	AMI Management System (may be part of AMI Network)
	System
	Advanced Metering Infrastructure (AMI) Management System. Manages Smart Meters on the AMI Network.  Utilized to manage firmware migrations (including SEP version) in the Utility ESI (e.g. Smart Meter).

	Customer or Consumer
	Person
	Residential or small business energy user that has a Smart Meter installed at their premises. The Customer may or may not participate in Utility or Service Provider HAN programs (e.g. demand response, load control, energy information, etc.) and may or may not have HAN devices (e.g. Programmable Communicating Thermostat, In Home Display, etc.) in their premises.

	Utility
	Business
	The electricity Service Provider, which, at a minimum, is responsible for owning and reading the electric meter, providing HAN access to the meter, and delivering energy to the Consumer. This may be an integrated electric utility or a transmission and distribution utility.

	HAN device
	Equipment
	For the purposes of this paper, a SEP 1.x or 2.0 in-premises device that communicates on the Home Area Network (HAN).

	HAN Management System (may be part of AMI Network)
	System
	Manages HAN devices via AMI Network, or via alternative networks such as HAN devices communicating via Customer’s Internet connection. Utilized to manage firmware migrations (including ZigBee version) in the HAN device. 

	Installer
	Person
	A person who installs a HAN device or performs maintenance on the HAN device at the Customer’s premises; Installer may be a 3rd party or the Customer.

	Retailer
	Business
	For the purposes of this paper: An entity who may provide sales, installation and/or maintenance of HAN devices to Consumers.

	Service Provider
	Business
	An entity, which is not the Utility, that provides energy services to Customers.

	Smart Meter
	Equipment
	For the purposes of this paper, a device which measures, records, and communicates usage of electricity at a premise and includes the SEP 1.x or SEP 2.0 communication module (i.e. Utility ESI).

	ZigBee Alliance
	Organization
	An open, non-profit association of members who work together to develop standards to create wireless solutions for use in residential, commercial and industrial applications. The activities and direction of the ZigBee Alliance are determined by the members. The Smart Energy Profile was developed and is continuing to evolve through the work of the Alliance members. 



[bookmark: _Toc306793229]Terms
The following additional terms used in this document are defined as follows:

	Term
	Definition

	Application Layer Gateway (ALG)
	An application layer gateway (ALG) provides translation between two dissimilar applications. High-level examples of applications that may be included in an ALG that may be interesting in PAP18 include:

SEP1.0 Client – SEP2.0 ESI
SEP2.0 Client – SEP1.0 ESI


	Commission[footnoteRef:11] [11:  Definition from the UCAIug HAN System Requirements Specification v2.0 ] 

	The process by which a HAN Device obtains access to a specific physical network and allows the device to be discovered on that network. The process may involve the exchange of information based on security credentials required to establish network coordination, assign device addresses, and to route packets. Admission to the network allows the HAN Device to communicate with peer devices on a network and receive Public Information from an ESI, but not information reserved for Registered devices.

	Dual Mode device
	A HAN device that has preinstalled both SEP 1.x and SEP 2.0 security materials and firmware and is capable of detecting a change in the network and migrating to the current network. The device has to, at a minimum, contain an 802.15.4 radio

	ESI[footnoteRef:12] (Energy Services Interface) [12:  Ibid] 

	A secure interface to a premises communications network (i.e. HAN) which facilitates relevant energy applications (e.g. remote load control, demand response, monitoring and control of DER, in-premises display of energy usage, reading of energy and non-energy meters, PEV charging and roaming coordination, and integration with energy management systems, etc.), provides auditing / logging functions that record transactions to and from HAN Devices, and, often coordination functions that enable secure transactions between the HAN Devices Commissioned and Registered on its network and enrolled in a Service Provider program.

Note: There may be more than one ESI in a premises or more than one ESI in a HAN Device, and each ESI defines an independent logical network.


	Utility ESI[footnoteRef:13] (Energy Services Interface) [13:  Ibid] 

	An ESI, owned by the Utility, which enables secure interactions between HAN Devices Registered on its network and the Utility AMI. The Utility ESI functionality may reside in the Smart Meter. 

	Home Area Network (HAN) 
	Within the scope of this document, a HAN is the SEP network used for communicating with devices within the premises. HANs do not necessarily require connectivity outside the premises, but may be connected to one or more external communication networks (e.g. Utility AMI, Internet, cell phone network, etc.).

	Manufacturer  
	Defined broadly to include original equipment Manufacturers and distributors accountable for ensuring proper out-of-box operation of HAN devices.

	Register[footnoteRef:14] [14:  Ibid] 

	The process by which a Commissioned HAN Device is authorized to communicate on a logical network. This involves the exchange of information based on security credentials with an ESI. The Registration process is required for the exchange of information based on security credentials between a Registered device and the ESI and among other devices Registered to that ESI.

	Regulatory Authority
	The state regulatory agency or other local governing body that provides oversight, policy guidance, and direction to any parties involved in the process of providing energy to Retail Customers through regulations and orders.

	Router
	Device capable of Layer 3 (IP address) based communications between network segments. Frame types may be different and adaptation layers may be added. For example, Ethernet<->802.15.4 may be routed, with the router performing 6LoWPAN adaptation for frames to/from the 802.15.4 network. 

An IP router may be an IP version 4 (IPv4) and/or an IP version 6 (IPv6) router. 

	SEP 1.x
	ZigBee Smart Energy (SEP) Profile initially released in 2008 based on the existing ZigBee PRO stack, a binary application protocol using elliptic curve cryptography. SEP 1.0 provides a set of functionality for home area networks designed to meet the requirements established in the OpenHAN System Requirements Specification v1.0 (produced by the Utility Communications Architecture International Users Group, UCAIug), and provides pricing support and consumption for multiple commodities (electric, gas, water), text messaging, direct load control, and demand response capability. Capabilities added to the next version, SEP 1.1, include over the air upgrade, pricing options for blocks/tiers, and support for multiple energy services interfaces and trust center swap out capability. These two versions are referred to as SEP 1.x

	SEP 1.x Clusters
	SEP 1.x Clusters are the collection of application objects that define the SEP 1.x functions. The SEP 1.x clusters include clusters from General functional domain of the ZigBee Cluster Library (Basic, Identify, Alarms, Time, Commission, and Power Configuration) and clusters from the Smart Energy Profile (Price, Demand Response and Load Control, Simple Metering Message, Messaging, and OTA).

	SEP 2.0
	ZigBee Smart Energy Profile 2.0 is an evolution in the SEP specification for HAN communications as it will more easily integrate with existing IP based systems and protocols and operate over alternative MAC/PHY to provide more system flexibility. The functionality of the SEP 2.0 application layer was also extended beyond that offered in SEP 1.x to include richer features for electric vehicles, distributed energy resources, improved security and improved network management. Key attributes of SEP 2.0 are as follows:
1. Support for multiple networking technologies based on both wireless and wired standards. The Market Requirements Document (MRD) for SEP 2.0 required support for any MAC/PHY. (e.g., IEEE 802.11, IEEE 802.15.4-2006, IEEE 1901)
2. Support for international standards. The MRD required that all specification components be sourced from IEEE, IETF, IEC or W3C. In effect, the ZigBee Alliance would become an integrator of standards and implementer of the certification program for SEP 2.0.
3. Support for multiple security providers and multiple security suites.
4. Meets the requirement of the UCAIug Home Area Network System Requirements Specification v2.0. 

For purposes of PAP 18 documentation, SEP 2.0 is assumed to include, at minimum, a standardized core feature set to enable application interoperability


	Upgradeable
	Able to accommodate the minimum set of SEP 2.0 functionality 

	ZigBee IP
	A ZigBee Alliance specification, under development for SEP 2.0, that will define a standard, interoperable protocol stack for use in IEEE 802.15.4-based wireless mesh networks based on IPv6 using specific sets of IETF-defined networking protocols.



1.3 
2.3 
3.3 
4.3 
5.3 
6.3 
7.3 
8.3 
9.3 ZigBee SEP Migration Practices

Utility ESI
The Utility ESI is considered to be a distinct entity in the HAN, which is why it is specifically defined in this white paper.  The Utility ESI is completely controlled by its Utility owner and is the interface between a Utility’s AMI network and the customer’s HAN. All other HAN devices reside in the customer domain.  While the basic functionality (addressed in REQ.ZA.1 & .2) and security requirements for the Utility ESI are defined by the ZigBee SEP specifications, its integration into the Utility’s AMI network is not governed by those same specifications.  Because those integrations are unique to AMI vendors and their deploying Utilities, the specific details surrounding migration of the Utility ESI are considered out of scope for PAP 18.  Those details and security requirements will be defined by the meter vendors and their associated Utilities.

HAN Device Migration Process

These are possible examples of an expected typical HAN device migration process.
They are not specific to any particular HAN device
  
1. Manual Migration
a. HAN device has SEP 1.x firmware and security and has been active on a SEP 1.x network
b. Customer obtains SEP 2.0 firmware, security certificate and security suite for the HAN device to be migrated
c. Using a wired communications port (e.g. USB, Ethernet) or wireless connection (e.g. ZigBee, Wi-Fi), the customer uploads the firmware, security certificate and security suite to the HAN device per manufacturer’s instructions
d. Once all required uploads are complete, the customer power cycles the HAN device to activate the new SEP 2.0 firmware and security suite and deactivate the SEP 1.x firmware
e. The activated HAN device searches for an active SEP 2.0 network and trust center
f. The HAN device initiates registration process with the trust center
g. If registration is successful, HAN device becomes active on SEP 2.0 network
2. OTA Migration
a. HAN device(s) has SEP 1.x firmware and security and has been active on an SEP 1.x network
b.  HAN device (including trust center) SEP 2.0 firmware, security certificate and security suite is remotely pushed, via the ZigBee network, to all devices in the active SEP 1.x network.
c. A validation process for each HAN device determines if all necessary information has been successfully received by the HAN devices and acknowledgements are transmitted back to the trust center
d. The trust center sends an initiation signal to the HAN devices in the network.
e. The entire network resets itself to activate the new SEP 2.0 firmware and deactivate the SEP 1.x firmware
f. The activated HAN device searches for an active SEP 2.0 network and trust center
g. The HAN device initiates the registration process with the trust center
h. If registration is successful, HAN device becomes active on SEP 2.0 network
i. If the OTA migration process fails for a device, it will likely have to be migrated manually
Note: At no point in the migration process are the SEP 1.x and SEP 2.0 networks bridged.  The activation process will deactivate the existing SEP 1.x firmware when the SEP 2.0 firmware is activated.
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[bookmark: _Toc306793231]PAP 18 Related Documents

The following documents are considered part of the overall PAP 18 response and can be referenced for additional information on SEP migration and coexistance.

· CSWG Standards Review PAP 18 SEP Transition v10
· http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SEPTransitionAndCoexistenceWP/CSWG_Standards_Review_PAP18_SEP_Transition_v10_edits_Oct_13.docx
· PAP 18 Response to CSWG Review of the White Paper
· SGAC PAP 18 Review
· http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SEPTransitionAndCoexistenceWP/SGAC_PAP_18_review.docx
· PAP 18 SGAC Response
· NESCOR SEP 1.x Summary and Analysis
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Use Case Description
Use Case Title
ZigBee Smart Energy (SEP) 1.x Smart Meters are deployed and the Utility decides not to migrate the Smart Meter SEP firmware to SEP 2.0
Use Case Summary
The Utility deploys Smart Meters with HAN interface which supports SEP 1.x and decides not to migrate the Smart Meter SEP firmware to SEP 2.0.
Business Rules and Assumptions
1. A Smart Meter has been installed on the Customer premise with SEP 1.x firmware.
2. The HAN functionality may or may not be turned on.
3. SEP 1.x HAN devices may be either provided to the Customer by the Utility or purchased by the Customer.
4. The migration to a HAN supporting SEP 2.0 is not under consideration by the Utility.
5. SEP 2.0 HAN devices become available for the Consumer to purchase.
6. SEP 2.0 HAN devices will not be able to communicate on a SEP 1.x HAN unless an ALG is installed along with the SEP 2.0 HAN device which will translate between the two profiles.
Use Case Scenarios
The following HAN scenarios are to be considered:
Scenario 1.1: HAN inactive, No Meter Migration
HAN is not turned on; therefore no HAN devices are deployed in Customer premises.
Scenario 1.1:	Advantage, Disadvantage, Risk, and Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· No risk, cost, or complication (e.g. testing, notice, etc.) related to the process of upgrading.  

	· Cannot  offer HAN products and services to Customers
· Cannot easily support multi-dwelling unit (i.e., apartment dwelling) customers who may be out of range of their ZigBee-enabled HAN.
· Cannot support advanced PEV applications, including PEV-specific rates, and charging management.
	· Regulatory risk (possible intangible reputation risk if HAN capabilities included in business case)

	· None

	Customer
	· None; HAN is not turned on.
	· Unable to receive any HAN benefits from the installation of the Smart Meter.
	· Customer unhappy with paying for Smart Meter and uncertain about Smart Meter benefits received in general and/or dissatisfied with inability to leverage HAN capabilities.
	· Lost opportunity for Utility or Service Provider products and services.

	Service Provider
	· None; HAN is not turned on.
	· Unable to offer Customer HAN products and services.
	· Potential for Customer dissatisfaction with being denied benefits.
	· No implementation costs incurred, however the Service Provider may be prevented from developing potential revenue opportunities (opportunity cost).



Scenario 1.1: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Installation of SEP 1.x Smart Meter at premise with HAN functionality disabled.
	Utility, Installer
	Electric service and electric meter present at premise. 
	SEP 1.x Smart Meter installed. HAN capabilities disabled.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility 
	Utility decides to install SEP 1.x Smart Meters but not enable the HAN functionality.
	

	2
	Installer
	Installer installs new Smart Meter at premise.
	Installed Smart Meters have a Utility ESI that supports SEP 1.x from the ZigBee Alliance. 

	3
	Utility
	Utility decides to leave the HAN feature disabled. The deployed Smart Meters do not operate in a HAN environment and HAN devices cannot be deployed.
	



Scenario 1.2:  HAN active, No Meter migration, SEP 2.0 devices not requested

Utility SEP 1.x Smart Meters have been installed at the Customer premises. The Utility desires that Customers receive the benefits of the smart grid technology and has turned on the HAN function. SEP 1.x HAN devices are available to the Consumer through Utility or Service Provider offerings, or the Consumer may purchase the SEP 1.x HAN devices from another source or retail outlet. The Utility provides a standard process for the HAN device to be Registered to the Utility ESI (e.g. Smart Meter). Since both the Smart Meter SEP firmware and the HAN SEP firmware is SEP 1.x the HAN device operates as expected. The Utility or Service Provider may also offer HAN programs to the Consumer using the feature set of SEP 1.x.

Scenario 1.2:	Advantage, Disadvantage, Risk, and Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· No risk, cost, or complication (e.g. testing, notice, etc.) related to the process of migrating to SEP 2.0.  
· Able to utilize the SEP 1.x feature sets in near term.
· Able to continue developing more advanced HAN services and support prior to SEP 2.0 availability.
· Able to gain additional Smart Meter/HAN Management System operating experience supporting HAN market.

	· Cannot add future SEP 2.0 devices to the HAN without using an ALG.
· Lack of access to additional SEP 2.0 features.
· Must prepare Customer call center for Customers who might purchase SEP 2.0 devices.
· Utility must allow Service Providers to Register devices to Utility ESI for the Customer to take advantage of a Service Provider program.
	· Future risk of Customer confusion with a mix of incompatible SEP 1.x and 2.0 HAN devices in the market.
· Manufacturer support of SEP 1.x may decline.
· This may limit Utility HAN programs.


	· Additional call center expense (e.g. training/staffing) to handle Customer calls.


	Customer
	· No risk associated with migrating to SEP 2.0. 
· SEP 1.x HAN devices continue working as expected.
· Receive HAN benefits in near term.
	· Cannot buy and integrate SEP 2.0 devices into the HAN at a later time without using an ALG.
· Lack of access to additional SEP 2.0 features.
· Customer may need an ALG connected to the Internet in order to access HAN programs offered by Service Providers.

	· Future risk on Customer confusion with a mix of SEP 1.x and SEP 2.0 HAN devices in the market.
· Manufacture support of SEP 1.x may decline over time. This may limit choice of HAN programs.

	· None.

	Service Provider
	· Able to develop service offerings leveraging SEP 1.x HAN device features.
·  Able to gain competitive experience supplying HAN services and products.
	· Must coordinate with and be allowed by the Utility to Register devices to the HAN.
· Lack of access to SEP 2.0 features.
· HAN Management Systems may need to support both SEP 1.x and SEP 2.0 if the Service Provider is supporting HAN programs in different jurisdictions.
	· Future risk associated with possible limited availability of SEP 1.x HAN devices.
· Manufacture support of SEP 1.x may decline. 
· This may limit Service Provider  HAN programs


	· Cost of maintaining systems needed to support both SEP 1.x and SEP 2.0 HAN programs.



Scenario 1.2:	Steps for this Scenario
	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Installation of Smart Meter at premise with SEP 1.x HAN functionality turned on.
	Utility, Installer
	Electric service and electric meter present at premise. 
	SEP 1.x Smart Meter installed. HAN capabilities turned on and SEP 1.x HAN devices are Registered to the Utility ESI.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility 
	Utility decides to install Smart Meters and enable the SEP 1.x HAN functionality.
	Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.

	2
	Installer
	Installer installs SEP 1.x  Smart Meter at premise.
	Installed Smart Meters have a Utility ESI that supports SEP 1.x from the ZigBee Alliance. 

	3
	Utility
	Utility turns on the SEP 1.x HAN feature.

Utility notifies Consumers that SEP 1.x HAN devices can be Registered to the Utility ESI (e.g. Smart Meter). 
	Utility provides Consumers with instructions on how to Register HAN devices to the Utility ESI (e.g. Smart Meter).



	4
	Utility / Consumer
	Utility may offer Consumers SEP 1.x HAN devices or Consumers may purchase SEP 1.x HAN devices.
	Customer receives the benefits of the SEP 1.x functions.



Scenario 1.3:  HAN active, No Meter migration, SEP 2.0 devices requested
Utility SEP 1.x Smart Meters have been deployed and the HAN turned on. SEP 2.0 HAN devices become commercially available; however, the Utility is unable or unwilling to migrate the Smart Meter SEP firmware to SEP 2.0. Customers desire to receive the benefits of the smart grid technology and have purchased SEP 2.0 devices with the intention of Commissioning the devices to their HAN and requesting the Utility to Register the devices to the Utility ESI (e.g. Smart Meter). The Customer is unaware that the Smart Meter has SEP 1.x firmware and that the two applications are incompatible. The SEP 2.0 HAN device will fail network Commissioning and will not be able to communicate with the Utility ESI (e.g. Smart Meter). The SEP 2.0 HAN device will not work as expected and the Consumer will have to spend time determining the cause. The Consumer may dispose or return the SEP 2.0 HAN device, or purchase an ALG to translate between the two dissimilar applications.

Scenario 1.3:	Advantage, Disadvantage, Risk, and Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Requires no change in the Smart Meter’s SEP firmware. 
·  No risk, cost, or complication (e.g. testing, notice, etc.) related to the process of migrating to SEP 2.0.  
· Able to utilize the SEP 1.x feature sets in near term.
· Able to continue developing more advanced HAN services and support prior to SEP 2.0  availability.
· Able to gain additional Smart Meter/HAN Management System operating experience supporting HAN market.
	· Customer is likely to become frustrated at the Utility due to inability to Commission and Register SEP 2.0 HAN devices.
· Utility call center will need to field disgruntled Customer calls.
· Utility will be unable to utilize potential energy saving benefits of Customer’s SEP 2.0 HAN device.
· Cannot easily support multi-dwelling unit (i.e., apartment dwelling) customers who may be out of range of their ZigBee-enabled HAN.
· Cannot support advanced PEV applications, including PEV-specific rates, and charging management."

	· Risk of leaving the Customer with the impression that HAN technology does not work.
· Utility loses Customer good will and reduces likelihood of successful future smart grid interactions.
· Customer may escalate complaint to Regulatory Authority, local media or seek legal remedy.

	· Additional call center expense (e.g. training/staffing) to handle Customer calls.
· Additional cost associated with responding to regulatory, media or legal actions.
· Additional costs to educate Customers and market that the Utility only supports SEP 1.x HAN, and not SEP 2.0.




	Customer
	· No risk associated with migrating to SEP 2.0. 
· SEP 1.x HAN devices continue working as expected.
· Receive HAN benefits in near term.
	· Cannot use the purchased SEP 2.0 HAN device unless an ALG is installed.
· Confusion/frustration on why the device does not work.
· May not have the full functionality of the SEP 2.0 device even with an ALG.

	· Lose benefits associated with the incremental SEP 2.0 HAN device features.
· Decreases likelihood of future participation in Utility smart grid programs that use incremental features of SEP 2.0 and willingness to use HAN technology in the future.

	· Time and expense of returning SEP 2.0 HAN device to place of purchase or to purchase an ALG.
· Time required to figure out why device doesn’t work.
· Cost to purchase an ALG to gain access to SEP 2.0 feature set.


	Manufacturer / Service Provider
	· Opportunity to sell an ALG.
	· May have to process merchandise return.
· Will have to deal with upset Customer.
	· Potential loss of future sales of HAN devices.
· Market confusion if devices don’t work due to profile mismatches between HAN devices and meters.
	· Future sales of HAN devices.
· Processing of Customer returns.




Scenario 1.3:	Steps for this Scenario
	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Customer purchases a SEP 2.0 HAN device
	Customer
	· Customer has a SEP 1.x Smart Meter installed at their premises and the SEP 1.x HAN is turned on.
· SEP 2.0 HAN devices are available through retail channels.
	· Smart Meter remains on SEP 1.x and the SEP 2.0 HAN device will not communicate with the SEP 1.x meter unless an ALG is installed.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Retailer
	Retailer stocks SEP 2.0 HAN devices.
	Retailer unknowingly stocks SEP 2.0 HAN devices within the Utility service territory that deployed SEP 1.x Smart Meters. Or Customer purchases SEP 2.0 devices outside of SEP 1.x Utility service territory.

	2
	Customer
	Customer purchases a SEP 2.0 HAN device through a retail channel.

Customer contacts the Utility and requests to Register a SEP 2.0 HAN device to a SEP 1.x Utility ESI (e.g. Smart Meter).
	Customer is unaware that Utility Smart Meter is using SEP 1.x and the newly purchased HAN Device uses SEP 2.0 and that the two profiles are not compatible. 

	3
	Utility
	Utility discovers that the HAN device the Customer is trying to Register has SEP 2.0 firmware.

Utility notifies Customer that the Smart Meter at their premises has the SEP 1.x firmware, which is incompatible with their SEP 2.0 HAN devices. 

The Utility will not migrate the Smart Meter SEP firmware to SEP 2.0 and the Customer’s SEP 2.0 HAN device will not communicate with the SEP 1.x Smart Meter. 
	Utility must be able to determine that HAN device which is requesting Registration with the Utility ESI (e.g. Smart Meter) has an application incompatible with the application in the Smart Meter.

	4
	Customer
	Disposes of SEP 2.0 HAN Device and may purchase a SEP 1.x HAN device.

Customer may purchase an ALG to utilize the SEP 2.0 HAN device functionality.
	Customer may return the SEP 2.0 HAN device to the retail outlet, throw the device away, or purchase an ALG.



[bookmark: _Toc293413503][bookmark: _Toc306793234]Use Case 2: Smart Meter migration, No support for SEP 1.x devices after migration
Use Case Description
Use Case Title
ZigBee Smart Energy (SEP) 1.x Smart Meters are deployed and the Utility decides to migrate the Smart Meter SEP firmware to SEP 2.0.
Use Case Summary
The Utility deploys Smart Meters with a HAN interface that supports SEP 1.x. The Utility decides to migrate the Smart Meter SEP firmware to SEP 2.0 when SEP 2.0 becomes commercially available. The HAN may or may not be turned on prior to the decision to migrate the Smart Meter SEP firmware to SEP 2.0. If the HAN is turned on and SEP 1.x HAN devices are installed in Customer premises either through a Utility program or because the Customer has purchased the SEP 1.x HAN devices, the Utility should consider how to notify the Customer and how to deal with the SEP 1.x devices to minimize stranded SEP 1.x HAN devices. Once a Smart Meter SEP firmware is migrated to SEP 2.0, the Utility will no longer support SEP 1.x HAN devices.
For the second use case there are several possible migration scenarios depending on the hardware resources and capabilities that a SEP 1.x Utility smart meter with ESI could support:
1. Migration to the full SEP 2.0 application. 
2. SEP 2.0 upgrade that matches the SEP 1.x feature set currently deployed.
3. Limited SEP 2.0 upgrade that has a subset of the previous SEP 1.x feature set currently deployed (e.g., serving instantaneous demand and cumulative consumption in Metering function set, providing a network authentication server, and implementing Base function set with Time server).
4. Upgrade of meter with very limited capabilities to a SEP 2.0 client node with inclusion of an external SEP 2.0 Metering mirror host with the assumption that service provider connectivity is provided through an alternate ESI (i.e., utility smart meter posts its instantaneous demand and cumulative consumption to another SEP 2.0 device that supports mirroring the data to other SEP 2.0 devices in the HAN).

Note: Some HAN devices may have both SEP 1.x and SEP 2.0 firmware and when the Smart Meter SEP firmware is migrated the device will automatically switch over to SEP 2.0 (see Scenario 3.2). 


Business Rules and Assumptions
1. SEP 1.x Smart Meters are installed at the Customer premises.
2. SEP 2.0 has become commercially available.
3. The Utility intends to support only SEP 2.0 after the SEP firmware in the Smart Meter is migrated to SEP 2.0.
4. The HAN functionality may or may not be turned on prior to the Smart Meter SEP firmware migration.
5. HAN devices may be either provided to the Customer by the Utility or Service Provider or purchased by the Customer at a retail outlet.
6. The SEP 1.x HAN devices (including the Smart Meter) in the premises have the capability to be migrated to SEP 2.0, including using the OTA feature of SEP 1.1.
7. There are several HAN device migration options available. There may be different SEP firmware migration packages for different Manufacture’s HAN devices. 
Use Case Scenarios
The following HAN scenarios are to be considered:
Scenario 2.1: HAN inactive until Meter remotely migrated to SEP 2.0
The Utility has installed SEP 1.x Smart Meters at the Customer premises; however the Utility does not turn on the HAN. When SEP 2.0 is available, the Utility decides to migrate the Smart Meter SEP firmware from SEP 1.x to SEP 2.0 through a remote process. Then it turns ON the SEP 2.0 HAN feature.
Scenario 2.1: 	Advantage, Disadvantage, Risk, and Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Controls the migration process.
· The remote migration process is faster. 
· Easier to test the migration process and the SEP 2.0 HAN communications prior to turning the HAN on.
· Able to offer SEP 2.0 HAN products and services to Customer.
· Remote migration minimizes the migration cost, since there are no SEP 1.x devices in the premises.

	· Utility cannot offer HAN programs until HAN turned on.
· Must notify market participants when SEP 2.0 HAN will be turned on.
	· SEP 2.0 is delayed.
· SEP 2.0 HAN products and services are not widely available and don’t operate as advertised.
· Regulatory risk due to not turning HAN on earlier.

	· Cost of Customer HAN education.


	Customer
	· Availability of SEP 2.0 HAN products and services. 
· No complication or confusion related to different SEP firmware in the Smart Meter and HAN devices.
· Allows access to SEP 2.0 feature sets.
· More competitive Service Provider HAN programs offerings may be available.
	· Consumer HAN benefits delayed until SEP 2.0 HAN turned on.

	· Not many SEP 2.0 products and services offered. 

	

	Service Provider
	· Able to offer SEP 2.0 HAN products and services directly to Consumers or for Utility programs.
	· Must know when HAN is turned on so HAN products and services can be offered to Consumers.
· More competitive Service Provider HAN programs offerings may be available.

	· SEP 2.0 is delayed.
· SEP 2.0 HAN products and services are not widely available don’t operate as advertised.

	· Cost of Customer HAN education.
· Cost of marketing to Customer.







Scenario 2.1: 	Steps for this scenario
	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	SEP 2.0 is commercially available.
	Utility
	Smart Meters installed at premises with SEP1.x and HAN is not turned on.
	Smart Meter SEP firmware migrated to SEP 2.0 using a remote process and HAN turned on.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	ZigBee Alliance
	SEP 2.0 is certified for commercial availability and Smart Meter vender makes SEP 2.0 commercially available to their installed SEP 1.x Smart Meter Customers.
	

	2
	Utility
	Utility decides to migrate their SEP 1.x Smart Meters to SEP 2.0 via a remote process using the AMI Management System.
	

	3
	Smart Meter
	Smart Meter receives, validates and switches over to the new SEP 2.0 firmware.
	

	4
	Utility
	After verifying that the Smart Meter is operational with its SEP 2.0 HAN firmware, Utility turns ON HAN functionality in the Smart Meter.

Utility informs Customer that they can enroll in Utility/Service Provider provided SEP 2.0 HAN programs or purchase SEP 2.0 HAN devices.
	



[bookmark: _Toc293413507]Scenario 2.2: HAN inactive until Meter is exchanged with SEP 2.0 Meter

The Utility deploys SEP 1.x Smart Meters with HAN disabled. When a Smart Meter supporting SEP 2.0 is available the Utility decides to replace the SEP 1.x Smart Meter with a SEP 2.0 Smart Meter. Then the Utility turns on the HAN feature.
Scenario 2.2: 	Advantage, Disadvantage, Risk and Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Controls the meter replacement process and able to perform diagnostics. 
· Able to test the replacement Smart Meter and the SEP 2.0 HAN communications prior to turning the HAN on.
· Able to offer HAN products and services to Customer.
	· Need to use  Installers.
· Takes longer to perform the migration.
· Customer electric service interrupted during meter replacement.
· Utility cannot offer HAN programs until HAN turned on.
· Must notify market participants when HAN will be turned on.
	· SEP 2.0 is delayed.
· SEP 2.0 HAN products and services are not widely available and do not operate as advertised.
· Regulatory risk due to not turning HAN on earlier.
	· Cost of Installer to access and replace the meter.
· Cost of new Smart Meter, warehousing, transport, and supply management, and documentation, as well as disposal of removed meter.


	Customer
	· Availability of SEP 2.0 HAN products and services. 
· No complication or confusion related to different SEP firmware in the Smart Meter and HAN devices.
· Allows access to SEP 2.0 feature sets.
· More competitive Service Provider HAN programs offerings may be available.
	· Consumer HAN benefits delayed until HAN turned on.
· Customer electric service interrupted during replacement.


	· Not many SEP 2.0 products and services offered. 
· Product or service fails to meet Customer expectations.
	

	Service Provider
	· Able to offer SEP 2.0 HAN products and services directly to Consumers or for Utility programs.
	· Must know when SEP 2.0 HAN is turned on at the premises so HAN products and services can be offered to Consumers.
· More competitive Service Provider HAN programs offerings may be available.

	· SEP 2.0 is delayed.
· SEP 2.0 HAN products and services are not widely available don’t operate as advertised.
· Service Provider not known to the Consumer and not willing to purchase its HAN products and services.
· HAN products and services are offered to Consumer prior to HAN being turned on.
	· Cost of marketing to Customer.



Scenario 2.2: 	Steps for this Scenario
	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Availability of a Smart Meter supporting SEP 2.0.
	Manufacturer
	Premise with Smart Meter capable of running SEP 1.x with HAN turned off.
	Premise with new Smart Meter capable of running SEP 2.0 and HAN turned ON.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Manufacturer
	Manufacturer makes available Smart Meters capable of running SEP 2.0 HAN profile.
	

	2
	Utility
	Utility decides to replace Smart Meters capable of running SEP 1.x with new Smart Meters capable of running SEP 2.0.
	

	3
	Installer
	Installer goes to the premise where the Smart Meter capable of SEP 1.x will be replaced.
	

	4
	Installer
	Installer replaces Smart Meter in premise.
	

	5
	Smart Meter
	New Smart Meter runs SEP 2.0 firmware.
	

	6
	Utility
	After verifying that the new Smart Meter is operational, Utility turns ON SEP 2.0 HAN functionality in the Smart Meter.

Utility informs Customer that they can enroll in Utility provided SEP 2.0 HAN programs or purchase SEP 2.0 HAN devices.
	


[bookmark: _Toc293413508]Scenario 2.3a: HAN active, Meter migrated without notice, no SEP 1.x device migration plan 
In this scenario, the SEP 1.x HAN is turned on and there are SEP 1.x HAN devices in the Customer premises. The Utility has decided to migrate the Smart Meter SEP firmware to SEP 2.0 and to do nothing about the SEP 1.x HAN devices in the premises. The Utility does not notify the Customer when the Smart Meter SEP firmware migration is complete. When the Smart Meter migration to SEP 2.0 is complete, the SEP 1.x HAN device will lose connectivity with the HAN and no longer operate as before. The SEP 1.x HAN device is left stranded and Customer must determine why the device is not operating.  

Note: This is a very unlikely use case (i.e. no notice) due to Regulatory Authority requirements and typical Utility practices; however, this scenario is provided to make sure all requirements are covered.
Scenario 2.3a: 	Advantage, Disadvantage, Risk, and Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Smart Meter has up to date functionality and supports SEP 2.0 feature sets.
·  Can offer more advanced HAN programs to Customer.
	· Customer negative reaction/ feedback on stranded SEP 1.x device.
·  Call center volume goes up due to lack of information given to Customer. 
	· Customer dissatisfaction with Utility resulting in complaints and increased call volume.
· Regulatory intervention.
· Customer may be unwilling to enroll in new HAN programs due to poor experience.
· Negative media response.
	· Cost of increased Customer complaints and call volume.


	Customer
	· Customer can now participate in available SEP 2.0 HAN programs.
· Customers can purchase SEP 2.0 devices and utilize SEP 2.0 feature sets.
· More competitive Service Provider HAN programs offerings are available.
	· Customer confusion on who to contact because HAN device quit working.
· Customer owned device may no longer function.
· Customer may no longer receive the benefits of the SEP 1.x based HAN program enrolled in or of the SEP 1.x HAN device.
· Customer must purchase an ALG in order to continue to use the SEP 1.x device.

	· Customer may be unwilling to purchase new devices and enroll in new HAN programs.
	· Cost of device (or replacement).
· Cost of time to figure out why device is not working.
· Cost of an ALG purchase.

	Service Provider
	· Service Provider can offer SEP 2.0 devices and provide SEP 2.0 HAN programs.
	· Can no longer communicate with existing SEP 1.x HAN devices once Smart Meter SEP firmware is migrated.
· Potentially need to replace/migrate HAN device to continue offering HAN programs to Customer.
· Customer assistance may have to be facilitated through the Utility AMI network must manage two profiles in the HAN Management System during the migration.
· More competition from competitor HAN programs.
	· Customer dissatisfaction with the Service Provider that device no longer operates which damages the Service Provider’s reputation.
· Customer may be unwilling to purchase SEP 2.0 HAN devices and enroll in new HAN programs.
	· Cost of device (or replacement).
· Cost of notice to Customer and managing the Customer experience.
· Cost of developing SEP 2.0 HAN programs.



Scenario 2.3a: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility plans Smart Meter SEP firmware migration to SEP 2.0.
	Utility
	SEP 1.x Smart Meter communicating with SEP 1.x HAN device.
	Smart Meter SEP firmware is successfully migrated to SEP 2.0, Customer is not aware of firmware migration, and their SEP 1.x HAN devices no longer communicates with the Smart Meter.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Develops a Smart Meter migration plan.

Does not notify Customers, who have SEP 1.x HAN devices, of the date their Smart Meter SEP firmware will migrate to SEP 2.0.
	Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.

	2
	Utility
	Migrate Smart Meter SEP firmware to SEP 2.0
	

	3
	Consumer
	Customer notices that their SEP 1.x HAN devices are no longer connected to the HAN.

Customer calls Utility and finds out that a migration was performed on their Smart Meter SEP firmware and their SEP 1.x HAN device will no longer operate.
	Customer’s HAN device becomes stranded.



[bookmark: _Toc293413509]Scenario 2.3b: HAN active, Meter migrated with notice, no SEP 1.x device migration plan
In this scenario, the SEP 1.x HAN is turned on and there are SEP 1.x HAN devices in the Customer premises. The Utility has decided to migrate the Smart Meter SEP firmware to SEP 2.0 and to do nothing about the SEP 1.x HAN devices in the premises. Since the Utility knows which premises have SEP 1.x HAN devices, due to the Registration process, the Utility can target those Customers and notify them when the Smart Meter SEP firmware migration is complete. When the Smart Meter SEP firmware is migrated to SEP 2.0, the SEP 1.x HAN device will lose connectivity with the HAN and no longer operate as before. The SEP 1.x HAN device is left stranded.  
Scenario 2.3b: 	Advantage, Disadvantage, Risk, and Costs

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Smart Meter has up to date functionality and can support SEP 2.0 features.
·  Can offer SEP 2.0 HAN programs to Customer.
· Notifying Customer may reduce volume of calls at call center.
	· Customer negative reaction/ feedback on stranded SEP 1.x device or loss of related program features.

	· Customer dissatisfaction with Utility due to stranded SEP 1.x HAN devices.
· Potential Regulatory intervention.
· Customer may be unwilling to enroll in new HAN programs due to poor experience.
· Potential negative media exposure.

	· Cost of Customer/market notice.
· Cost of possible regulatory complaints.
· Customer/market notification/education costs associated with migrating from SEP 1.x to SEP 2.0. 

	Customer
	· Understands why SEP 1.x HAN device is not operating.
· Able to enroll in SEP 2.0 HAN programs.
· More competitive Service Provider HAN programs offerings.


	· Customer is no longer receiving the full benefits of the HAN program enrolled in or of the SEP 1.x HAN device.
· May require an ALG to continue using SEP 1.x devices. 

	· Customer may be unwilling to purchase new devices and enroll in new HAN programs.
	· Cost of device (or replacement).
· Cost of an ALG.
· Utility usage costs may increase due to inoperability of HAN programs relying on stranded SEP 1.x HAN devices.


	Service Provider
	· Has knowledge of Smart Meter SEP 2.0 firmware migration.
· Able to offer SEP 2.0 HAN programs
	· Can no longer communicate with existing SEP 1.x HAN devices.
· Potentially need to replace/migrate HAN device to continue offering service to Customer.
· Must manage Customer experience. 
· More competition from competitor HAN programs.
	· Customer dissatisfaction with the Service Provider that SEP 1.x device no longer operates which damages the Service Provider’s reputation.
· Customer may be unwilling to purchase new devices and enroll in new HAN programs.
	· Cost of device (or replacement).
· Cost of notifying Customers and managing the Customer experience.
· Cost of an ALG.









Scenario 2.3b: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility plans to migrate Smart Meter SEP firmware to SEP 2.0.
	Utility
	SEP 1.x Smart Meter communicating with SEP 1.x HAN device.
	Smart Meter SEP firmware is successfully migrated to SEP 2.0, Customer is aware of Smart Meter SEP firmware migration, and their SEP 1.x HAN devices no longer communicate with the Smart Meter.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Develops a Smart Meter SEP firmware migration plan.

Notifies all Customers who have SEP 1.x HAN devices of the Smart Meter SEP firmware migration plan and the date the migration will occur for their Smart Meter.
	The Utility will be aware of all SEP 1.x devices that went through the Registration or enrollment process and be able to send targeted notices to those affected Customers.

In some jurisdictions, the Utility may need to notify the Customer’s retail electric provider directly and the retail electric provider will notify the Customer.

	2
	Utility
	Migrate Smart Meter SEP firmware to SEP 2.0.
	

	3
	Consumer
	Reads Utility notice of the Smart Meter SEP firmware migration and is aware of their options for their SEP 1.x HAN devices. 

Observes HAN device functionality after Smart Meter SEP firmware migration. 

If HAN device continues to operate without Smart Meter communication then continues using HAN device without Smart Meter communication. If HAN device does not operate without Smart Meter communication, Customer may replace or dispose of the affected HAN device, or purchase an ALG.
	The Utility notice may include some options (e.g. buy new SEP 2.0 device, contact Manufacturer regarding HAN device migration, or throw device away and discontinue HAN service, etc.).



[bookmark: _Toc293413510]Scenario 2.4: HAN active, Meter migrated with notice, SEP 1.x device manually migrated to SEP 2.0 by Utility
In this scenario, the SEP 1.x HAN is turned on and there are Utility provided SEP 1.x HAN devices in use in the Customer premises. The Utility has decided to migrate the Smart Meter SEP firmware to SEP 2.0 and to manually migrate the SEP 1.x HAN devices in the premises. Since the Utility knows which premises have SEP 1.x HAN devices, due to the Registration process, the Utility can target those Customers and notify them when the Smart Meter SEP firmware migration is complete. The Utility will have to coordinate with the Customer to schedule an appointment to migrate their SEP 1.x HAN devices to SEP 2.0.

Scenario 2.4: 	Advantage, Disadvantage, Risk, Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Smart Meter has up-to-date functionality and can support SEP 2.0 features.
· Smoother migration with the Customer base that has SEP 1.x HAN devices. 
·  Should lower Customer call volume.
· Greater Customer satisfaction with Utility. 
· Better Customer experience with the HAN. 
	· Managing program for manual HAN device migration for all SEP 1.x HAN devices.
· May be labor intensive.
· May require Utility coordination with Customer to perform the device migration.
· May need to maintain HAN Management System to support both SEP 1.x and SEP 2.0 during the migration period. 

	· Migration failure resulting in stranded HAN device.
· May cost more to perform the SEP 1.x device migration than to replace.

	· Cost to manually migrate SEP 1.x devices to SEP 2.0.
· Cost to notify Customer and manage the program.
· Cost to replace devices that fail the migration process (optional).

	Customer
	· Customer is informed of migration prior to occurring and is provided with a solution for their HAN device.
· Able to enroll in SEP 2.0 HAN programs.
	· Customer must coordinate with Utility in order for the HAN device to be migrated. 
· HAN service is temporarily interrupted.
· Information in the HAN device memory will be lost.
	· Stranded or non-functional device.
· Loss of HAN program service and may require new SEP 2.0 device to continue program participation or enroll in new SEP 2.0 based program.
	· Cost of time to coordinate with Utility.
· Cost of device (or replacement).

	Service Provider
	· Provides solution for HAN device. 
· Smoother migration with the Customer base that has SEP 1.x HAN devices.
· Provides a better Customer experience with the HAN.

	· Must coordinate with the Utility and know when each Smart Meter’s SEP firmware will be migrated.
· Must re-enroll Customer in a SEP 2.0 HAN program.
· May need to maintain HAN Management Systems to support both SEP 1.x and SEP 2.0 during the migration if the migration takes a long time.
	· Customer dissatisfaction with Service Provider that device no longer operates, which damages the Service Provider’s reputation.
· Customer may be unwilling to migrate devices and/or continue to take service from the Service Provider.
	· Cost of device (or replacement)
· Cost of notice to Customer and managing the Customer experience.





Scenario 2.4: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility plans Smart Meter SEP firmware migration to SEP 2.0.
	Utility
	SEP 1.x meter communicating to SEP 1.x HAN device.
	SEP 2.0 meter communicating to SEP 2.0 HAN device.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Notify Customer of plan to migrate the Smart Meter SEP firmware to SEP 2.0 and provides Customer with a method for performing a manual migration of the HAN device SEP firmware to SEP 2.0.
	

	2
	Utility
	Performs a migration of the Smart Meter SEP firmware to SEP 2.0 and arranges with Customer to manually migrate their SEP 1.x HAN devices to SEP 2.0.
	Requires access to HAN devices by Utility.

	3
	Consumer
	Coordinates with Utility to provide access to HAN devices.
	This may include an onsite visit or Customer mailing the device to the Utility or a retail outlet event where Customers bring the device to so the Utility can perform the HAN device SEP firmware migration.





[bookmark: _Toc293413511]Scenario 2.5: HAN active, Meter migrated with notice, SEP 1.x device manually migrated to SEP 2.0 by Customer
In this scenario, the SEP 1.x HAN is turned on and there are SEP 1.x HAN devices in use in the Customer premises. The Utility has decided to migrate the Smart Meter SEP firmware to SEP 2.0 and to provide a self-service option to migrate the HAN device SEP firmware to SEP 2.0 in the premises. Since the Utility knows which premises have SEP 1.x HAN devices, due to the Registration process, the Utility can target those Customers and notify them when the Smart Meter SEP firmware migration is complete. The Utility will have to determine options for the self-service HAN device SEP firmware migration.

Scenario 2.5: 	Advantage, Disadvantage, Risk, Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Provides solution for HAN device.
· Self service provides more options for Customer.
	· Managing program and options for Customers.

· Dealing with Customer issues during migration.
	· Stranded or non-functional device.
· Risk that self-service migration fails.
· Customer confusion and dissatisfaction with migration process.
· Self-service migration for various HAN devices may differ significantly.
	· Cost to manage program.
· Cost of device (or replacement).

	Customer
	· Provides solution for HAN device.
· Self service provides some additional choices for Customer.
	· Customer has to perform the HAN device migration to maintain device functionality.
· Customer has to re-Register/Re-Enroll device with Utility/Service Provider.
	· Stranded or non-functional device.
· Customer confusion and dissatisfaction with migration process.
· Customer unable to complete the self-service migration process (i.e. exceeds Customer’s technical capability).
	· Cost of device (or replacement).
· Time required to install SEP 2.0 firmware or perform the migration.
· Time required to Register and enroll the SEP 2.0 device.

	Service Provider
	· Provides solution for HAN devices.
	· Utility potentially changing behavior on device in their program.
	· Stranded or non-functional device.
	· Cost of device (or replacement).



Scenario 2.5: 	Steps for this Scenario
	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility plans Smart Meter SEP firmware migration.
	Utility
	SEP 1.x meter communicating to SEP 1.x HAN device.
	SEP 2.0 meter communicating to SEP 2.0 HAN device.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Notify Customer of SEP 2.0 Smart Meter migration plan and method(s) for Consumer to perform a self-service migration for their HAN devices.
	Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.

	2
	Utility
	 Develop and provide self-service methods for Consumers to migrate their HAN devices to SEP 2.0.
	

	3
	Utility
	Migrate Smart Meter SEP firmware to SEP 2.0.
	

	4
	Consumer
	Select self service method and perform the migration of the HAN devices SEP firmware to SEP 2.0.
	This could include migrating via thumb drive, Internet serviced migration, migration through PC and USB/ZigBee stick or other mechanisms for Customer to migrate their HAN device SEP firmware.  It could also include replacement of communications module with SEP 2.0 module or other device replacement strategies.

	5
	Consumer
	Once the HAN device has migrated to SEP 2.0, Customer goes through the Registration process again to join the SEP 2.0 HAN devices to the SEP 2.0 Smart Meter.
	HAN Device may not work with the Utility / Service Provider Program in the same way as before and the device may have to go through the enrollment process again.





[bookmark: _Toc293413512]Scenario 2.6: HAN active, Meter is migrated upon Customer request, no SEP 1.x device migration plan
In this scenario, the Utility migrates all Smart Meter SEP firmware to SEP 2.0 that do not have Registered SEP 1.x HAN devices. The Utility will only migrate a SEP 1.x Smart Meter that has SEP 1.x HAN devices Registered to it (i.e. the Utility ESI) when a Customer calls to Register a SEP 2.0 device. Upon the Customer’s request, the Utility will migrate the Smart Meter SEP firmware to SEP 2.0 to allow Commissioning and Registration between the Utility ESI (e.g. Smart Meter) and the Customer’s SEP 2.0 HAN device. The Customer is informed that any SEP 1.x devices currently Registered to the Utility ESI (e.g. Smart Meter) will no longer function as expected and only SEP 2.0 devices will function on the HAN.


Scenario 2.6: 	Advantage, Disadvantage, Risk, and Cost
	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Allows utility to utilize additional SEP 2.0 functionality for programs.
· Maximizes Customer experience.
· Doesn’t disrupt SEP 1.x HAN programs until the Customer decides to change to SEP 2.0.
	· Requires HAN Management System to operate a Dual Mode SEP 1.x/2.0 network.
· Requires remote migration of Smart Meter SEP firmware on demand.

	
	· Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.
· Cost of tracking and implementing requests for on demand Smart Meter SEP firmware migrations.
· Cost for replacing meter, if required.
· Cost of HAN Management Systems to manage both SEP 1.x and 2.0 HANs.

	Customer
	· Allows Customer to decide when to have the Smart Meter SEP firmware migration occur. 
· Allows Customer to complete install with identical process used if meter had SEP 2.0 preloaded.
· Allows utilization of SEP 2.0 function sets.

	· May have slight time delay in order for the Smart Meter SEP firmware migration to be completed or the Smart Meter to be replaced. 
· Any existing SEP 1.x devices will no longer function without an ALG.
	· Loss of use of existing SEP 1.x devices.

	· Cost of device.
· Cost of time to purchase device.
· Cost to purchase an ALG to retain use of SEP 1.x devices.

	Manufacturer and/or Service Provider
	· Simplified install
· Enhanced Customer experience.
· Opportunity to sell an ALG .

	· Any existing SEP 1.x devices will no longer function without an ALG. 
	· Complexity of maintaining both SEP 1.x and 2.0 on a single network.
	· Cost of systems to manage both SEP 1.x and 2.0 HANs.


Scenario 2.6: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Customer purchases a SEP 2.0 HAN device. 
	Customer
	· Customer has a SEP 1.x meter installed at their premises.
· SEP 2.0 HAN devices are available through retail channels.
	SEP 2.0 HAN device communicates with the SEP 2.0 Smart Meter.



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Customer
	Customer purchases a SEP 2.0 HAN device.

Customer contacts Utility and requests to Register the device to the Utility ESI (e.g. Smart Meter) using a method(s) specified by the Utility.
	Customer may not know what version of SEP is loaded in Smart Meter.

Customer may not know what version of SEP is loaded on the HAN device.


	2
	Utility
	The Utility verifies with Customer what version of SEP is used by the HAN device.

The Utility investigates and if it finds the meter is loaded with SEP 1.x firmware, Utility checks to see if there are any SEP 1.x HAN devices Registered to the Utility ESI (e.g. Smart Meter).

If there are SEP 1.x HAN devices in the premise, the Utility informs the Customer that in order to Register the new SEP 2.0 HAN device, the Utility must migrate their Smart Meter SEP firmware to SEP 2.0 and the existing SEP 1.x devices will no longer operate without an ALG. 

With Customer’s consent, the Utility pushes a SEP 2.0 firmware package to the Smart Meter to migrate it to SEP 2.0

SEP 2.0 HAN device Registration information is supplied by the Customer and is pushed down to the Utility ESI (e.g. Smart Meter).
Utility completes the HAN device Registration process for the SEP 2.0 HAN device. 
	Customer is unaware that the Smart Meter SEP firmware has been migrated to SEP 2.0.

Any SEP 1.x HAN devices Registered to the Utility ESI (e.g. Smart Meter) will lose connectivity once the Smart Meter SEP firmware is migrated to SEP 2.0.

Note: Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing customer or the market abilities or benefits relying on the Smart Metering system.

	3
	Customer
	Receives benefit of purchased SEP 2.0 HAN device.
	



[bookmark: _Toc293413513]Scenario 2.7a: HAN active, Meter migrated, Service Provider replaces HAN devices w/ SEP 2.0 devices
Utility SEP 1.x meters have been deployed. SEP 1.x devices have been installed as part of a Service Provider HAN program. The Utility decides to migrate the Smart Meter SEP firmware to SEP 2.0 and the Service Provider SEP 1.x device(s) will no longer operate. The Utility is aware of all the devices that are Registered to the Utility ESI (e.g. Smart Meter) and notifies the Customer of the migration plan. The Customer must inform the Service Provider because the Utility may or may not know of the Service Provider HAN program. The Service Provider decides to replace the SEP 1.x device with a SEP 2.0 device rather than perform a HAN device SEP firmware migration.

Scenario 2.7a: 	Advantage, Disadvantage, Risk, Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Able to offer SEP 2.0 HAN products and services to Customer.
· Maintains cordial relationship with Service Provider.
· Improved Customer satisfaction with Utility.

	· Managing notice to Customers and Service Providers.
· Dealing with Customer issues during migration.

	· No cost recovery on Customer and Service provider notice expense.


	· Cost of notice to Customer and Service Provider.
· Potential call center costs associated with SEP 1.x devices no longer working. 

Note: Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.

	Customer
	· A SEP 2.0 HAN device is provided to Customer to replace the SEP 1.x device.
· Able to utilize SEP 2.0 feature sets.
· Continues to benefit from the Service Provider HAN program.

	· Must notify the Service Provider of Smart Meter SEP firmware migration.
· Learning functions of a new device
· Spending time on Registering the SEP 2.0 device.
· May need to re-enroll HAN device in Service Provider HAN program to continue benefits.
	· Interruption of HAN program benefits if device replacement is not timely.

	· No financial cost.
· Cost of time to learn new HAN program.

	Service Provider
	· Provides solution for HAN programs using SEP 1.x HAN devices.
· Keeps Customer in HAN program.
	· Customer may not notify Service Provider and receives complaints from Customer when SEP 1.x device quits working.
· New system to adapt to, including HAN Management System.
· May not be notified in enough time to avoid HAN program interruptions.
· Coordination with Customer and Utility to deliver SEP 2.0 device and Register device to Utility ESI and enroll device in HAN program.
· Creating a plan to replace the device and create new HAN program.

	· Stranded or non-functional device.
· Customer dissatisfied with the replacement process and drops the HAN program.

	· Cost of SEP 2.0 device.
· Cost of delivery of SEP 2.0 device to Customer.
· Cost of disposal/ return of SEP 1.x device.
· Call center costs associated with walking Customers through install process.
· System costs associated with translation of existing Customer programs to new devices.




Scenario 2.7a: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility successfully migrates the Smart Meter SEP firmware to SEP 2.0, replacing the SEP 1.x capability. 
	Utility
	SEP 1.x Smart Meter with HAN turned on.

Note: Some Regulatory Authorities may mandate market notification prior to Smart Metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the Smart Metering system.
	Smart Meter SEP firmware is successfully migrated to SEP 2.0; Customer through the Service Provider gains SEP 2.0 functionality through a new SEP 2.0 HAN device which replaces their SEP 1.x device.





	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	For those Customers which have SEP 1.x devices Registered to the Utility ESI, the Utility notifies Customer of the Smart Meter SEP firmware migration to SEP 2.0.

Utility tells Customer that their SEP 1.x device will no longer operate and that they must contact their Service Provider about their options.

	This may be through targeted notice; Also a market notice may be required to notify Service Providers.

	2
	Customer
	Contacts Service Provider about the Smart Meter SEP firmware migration to SEP 2.0.
	

	3
	Service Provider
	Offers to replace the SEP 1.x HAN device with a new SEP 2.0 HAN device
	

	3
	Service Provider / Customer
	Customer and Service Provider coordinate on device delivery and Service Provider provides Customer instructions on how to install and Register the SEP 2.0 device to the Utility ESI.
	The Service Provider may have an Installer install the device and Register it or provide a self-service option.

	4
	Utility
	Utility migrates the Smart Meter SEP firmware to SEP 2.0
	

	5
	Service Provider/Customer
	SEP 2.0 HAN device is delivered, installed, and Registered to the Utility ESI.

	

	6
	Service Provider /Customer
	HAN program delivers expected benefit to Customer.
	





[bookmark: _Toc293413514]Scenario 2.7b: HAN active w/ ALG, Meter migrated, Service Provider uses ALG for OTA device migration
Utility SEP 1.x Smart Meters have been deployed. SEP 1.x devices and an ALG has been installed by a Service Provider. The Utility decides to migrate the Smart Meters SEP firmware to SEP 2.0 and the Service Provider’s SEP 1.x device(s) will no longer operate. The Utility is aware of all the devices that are Registered to the Utility ESI (e.g. Smart Meter) and informs the Customer of the Smart Meter SEP firmware migration. The Customer must inform the Service Provider if the Utility does not know of the Service Provider program. The Service Provider coordinates with the Utility for timing on the HAN SEP firmware migration. The Service Provider performs an OTA (over-the-air) migration of the HAN device SEP firmware to SEP 2.0 though an ALG (i.e., Service Provider ESI) connected to the Internet.  

Note: This scenario assumes that there is a Customer provided broadband Internet connection. In order for the ALG to continue to be useful in a SEP 2.0 HAN after migration, the device will need to function as a Router in addition to an ALG. For example, packets moving between a SEP 2.0 Wi-Fi or Ethernet application and a ZigBee IP SEP 2.0 application are routed. The SEP 1.x to SEP 2.0 translation provided by an ALG is no longer required once the HAN devices are migrated to SEP 2.0.
 
Note: In some jurisdictions, the Service Provider may be the Utility.
 
Scenario 2.7b: 	Advantage, Disadvantage, Risk, Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Able to offer SEP 2.0 HAN products and services to Customer.
· Maintains cordial relationship with Service Provider.
· Avoids potential regulatory complaints by cooperating with Service Provider.
· Greater flexibility for migration success since ALG manages HAN device SEP firmware migration.
· Removes the responsibility of the HAN device SEP firmware migration away from the Utility.

	· Managing notice to Customers and Service Providers.
· Dealing with Customer issues during Smart Meter SEP firmware migration.
· Must closely coordinate migration schedules with Service Provider.
	· Possibility of no cost recovery on Customer and Service provider notice expense.
· Utility may be blamed if HAN device SEP firmware does not properly migrate.

	· Cost of notice to Customer and Service Provider.
· Potential call center costs associated with the migration of Customer’s HAN devices.

Note: Some Regulatory Authorities may mandate market notification prior to smart metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the smart metering system.

	Customer
	· A solution is provided for HAN device migration.
· Able to utilize SEP 2.0 function sets.

	· May need to  notify the Service Provider of Smart Meter SEP firmware migration.
· HAN device migration process may require Customer interaction with HAN devices to complete the migration.
· May need to re-Register HAN devices with Utility ESI (e.g. Smart Meter) after SEP firmware migration.
· May lose HAN connection to the Internet after migration if ALG does not also have router functionality.
	· Migration solution doesn’t work for Customer’s HAN device.

	· Potential replacement of device if OTA migration doesn’t work.
· Time spent assisting with HAN device migration.

	Service Provider
	· Minimizes likelihood of need to replace Customer’s HAN hardware.
· Able to maintain existing Customer programs.
· Maintain Customer satisfaction with Service Provider program.
· Less extensive coordination with Utility required than with an OTA migration process using the Utility AMI system. 
· Potential for easier management of OTA if ALG capabilities exceed Smart Meter capabilities.
· Potential to offer additional services via the Internet to Customers independent of Utility ESI (e.g. Smart Meter).
	· Customer must have Broadband Internet to participate in HAN program (assumes broadband is used to connect the ALG to the backhaul network).
· Customer may not notify Service Provider of Utility’s Smart Meter SEP firmware migration plan.
· May not be notified in enough time to avoid HAN program interruptions. 
· Coordination with Utility is required to time the migration of HAN device SEP firmware after the Smart Meter SEP firmware migration is completed.
· Planning and testing for device migration (e.g. most cost effective, enhanced Customer experience, notice to Customer of options, Utility coordination plan, etc.).

	· Stranded or non-functional device(s) that must be remediated or replaced to maintain programs.
· Interruption of HAN program.
· Poor Customer experience during the device SEP firmware migration.
	· Cost of ALG.
· Potential cost for backhaul network (if Customer’s broadband service not used).
· Cost of notice to Customers of HAN device SEP firmware migration options.
· Call center costs associated with walking Customers through migration options of devices.
· System costs associated with translation of existing HAN programs to new devices.
· Cost of new devices for those devices that cannot be successfully migrated OTA via an ALG connected to the Internet.
· Cost of testing OTA migration plans.





Scenario 2.7b: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	1. Utility successfully migrates the Smart Meter SEP firmware from SEP 1.x to SEP 2.0. 
	Utility
	SEP 1.x Smart Meter with HAN turned on.


	Smart Meter SEP firmware is successfully migrated to SEP 2.0. 

	2. Service Provider successfully migrates the HAN device SEP firmware from SEP 1.x to SEP 2.0 using an ALG connected to the Internet. 
	Service Provider
	Smart Meter SEP firmware is successfully migrated to SEP 2.0.
	Customer’s HAN device SEP firmware is successfully migrated from SEP 1.x to SEP 2.0 OTA using an ALG connected to the Internet.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Utility notifies Customer of Smart Meter SEP firmware migration.

Utility informs Customer that Customer may need to notify their Service Provider of the SEP migration in order to continue their HAN program benefits.


	This may be through targeted notice; Also a market notice may be required to notify Service Providers.  Utility may be the Service Provider or may be aware of Customer’s Service Provider.

	2
	Customer
	Contacts Service Provider about Smart Meter SEP firmware migration.
	

	3
	Service Provider
	Service Provider coordinates its migration plans and schedules with Utility.

	

	4
	Utility
	Utility migrates Smart Meter SEP firmware to SEP 2.0.

	Utility coordinates with Service Provider so that the HAN functionality is only briefly interrupted after the Smart Meter SEP firmware has been migrated and the HAN device OTA migration processes is completed.

	5
	Service Provider/Customer
	Service Provider sends the SEP 2.0 HAN firmware OTA using the ALG to the Customer HAN devices.

HAN program delivers expected benefit to Customer.

	




[bookmark: _Toc289846760][bookmark: _Toc293413515]Scenario 2.7c: HAN active, Meter migrated, Service Provider uses AMI network for OTA device migration
Utility SEP 1.x Smart Meters have been deployed. SEP 1.x devices have been installed by a Service Provider. The Utility decides to migrate the Smart Meter SEP firmware to SEP 2.0 and the Service Provider’s SEP 1.x device(s) will no longer operate. The Utility is aware of all the devices that are Registered to the Utility ESI (e.g. Smart Meter) and notifies the Customer of the Smart Meter SEP firmware migration. The Customer must inform the Service Provider because the Utility may or may not know of the Service Provider program. The Service Provider, through an agreement and coordination with the Utility, uses the Utility’s AMI Management System and Smart Meters to perform an OTA migration of the SEP 1.x HAN devices to SEP 2.0. 

Note: The Service Provider may be the Utility. 

Note: The scenario requires the Smart Meter SEP firmware to support SEP 1.1 OTA.





Scenario 2.7c: 	Advantage, Disadvantage, Risk, Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Able to offer SEP 2.0 HAN products and services to Customer.
· Maintains cordial relationship with Service Provider.
· Avoids potential regulatory complaints by cooperating with Service Provider.

	· Managing notice to Customers and Service Providers.
· Dealing with Customer issues during the Smart Meter SEP firmware migration.
· Allowing HAN device SEP firmware migration remotely over the AMI network may burden the AMI network.
· Must closely coordinate migration schedules with Service Provider.
	· Use of AMI network for upgrading HAN devices may impede system performance.
· No cost recovery on Customer and Service Provider notice expense.
· Utility may be blamed if the HAN device SEP firmware migration is not successfully completed.

	· Cost of notice to Customer and Service Provider.
· Potential call center costs associated with the migration of Customer’s HAN device SEP firmware.

Note: Some Regulatory Authorities may mandate market notification prior to smart metering system upgrades that may impact pre-existing Customer or the market abilities or benefits relying on the smart metering system.

	Customer
	· A solution is provided for HAN device SEP firmware migration.
· Able to utilize SEP 2.0 function sets.

	· Must notify the Service Provider of Smart Meter SEP firmware migration.
· Migration process may require Customer interaction with HAN devices to complete.
· May need to re-Register HAN devices with Utility ESI (e.g. Smart Meter) after migration.
	· Migration solution doesn’t work for Customer’s device.

	· Potential replacement of device if OTA migration doesn’t work.
· Time spent assisting with HAN device SEP firmware migration.

	Service Provider
	· Minimizes likelihood of need to replace Customer’s HAN hardware.
· Able to maintain existing Customer programs.
· Maintain Customer satisfaction with Service Provider program.
	· Customer may not notify Service Provider of Smart Meter SEP firmware migration.
· May not be notified in enough time to avoid HAN program interruptions. 
· Extensive coordination with Utility required to effect successful remote HAN device SEP firmware migrations using Utility AMI.
· Planning and testing for device SEP firmware migration (e.g. most cost effective, best Customer experience, notice to Customer of options, Utility coordination plan, etc.).
· May have to provide multiple SEP firmware migration packages due to multiple HAN devices deployed.

	· Stranded or non-functional device(s) that must be remediated or replaced to maintain programs.
· Interruption of HAN program.
· Poor Customer experience during the HAN device SEP firmware migration.
	· Cost of notice to Customers of HAN device SEP firmware migration options.
· Call center costs associated with walking Customers through the HAN device SEP firmware migration options of devices.
· System costs associated with translation of existing HAN programs to new devices.
· Cost of new devices.




Scenario 2.7c: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility notifies Customer/Service Provider of plans to migrate the Smart Meter SEP firmware from SEP 1.x to SEP 2.0. 
	Utility
	SEP 1.1 Smart Meters with HAN turned on and SEP 1.1 HAN devices Registered to the Utility ESI (e.g. Smart Meter).


	Both HAN devices and the Smart Meter SEP firmware are successfully migrated to SEP 2.0.




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Utility notifies Customer of Smart Meter SEP firmware migration.

Utility informs Customer that Customer must notify their Service Provider of the Smart Meter SEP firmware migration in order to continue their HAN program benefits.


	This may be through targeted notice; Also a market notice may be required to notify Service Providers.

	2
	Customer
	Contacts Service Provider about Smart Meter SEP firmware migration.
	

	3
	Service Provider
	Service Provider coordinates its migration plans and schedules with the Utility.

Service Provider supplies the SEP 2.0 HAN firmware for the particular device to Utility.

	

	4
	Utility
	
Utility sends the SEP 2.0 HAN firmware OTA using the Utility AMI system to the Customer HAN devices.

Utility migrates the Smart Meter firmware to SEP 2.0 following the device migration.

	Utility sends the SEP 2.0 HAN firmware OTA using the Utility AMI system to the Customer HAN devices.

The Utility would need to do the HAN device SEP firmware migration premises by premises due to potentially different HAN devices in each premises and the unique security credentials in each device.

	5
	Service Provider/Customer
	HAN device is successfully migrated OTA using the Utility AMI system. 

HAN program delivers expected benefit to Customer.

	



[bookmark: _Toc293413516]Scenario 2.8:	HAN active, Meter migrated, SEP 2.0 Security Material preinstalled, Devices migrated 
Utility SEP 1.x meters have been deployed. Customers desire to receive the benefits of the smart grid technology and have purchased, installed, and Registered one or many SEP 1.x HAN devices to the Utility ESI (e.g. Smart Meter). The Utility is aware of all the devices that are Registered to the Utility ESI (e.g. Smart Meter). The Utility may or may not be aware if the device is enrolled in a Service Provider HAN program. The SEP 1.x HAN devices have preinstalled SEP 2.0 security materials.  SEP 2.0 becomes commercially available in Smart Meters and HAN devices.  

Note: There will be an additional cost for the SEP 2.0 security certificates. This cost may be borne by the Utility, Customer or Service Provider as part of the purchase of the HAN device.

Note: This security migration path will need additional clarification in how it is accomplished in the SEP 2.0 specification.

Note: Security materials are unique to each device, but firmware images are distinct to a particular type of device. For example, a Utility with 10,000 HAN devices Registered to Utility ESIs (e.g. Smart Meters) would need to distribute unique SEP 2.0 security materials to each HAN device if it is not pre-positioned.  If these HAN devices are from 3 different Manufacturers, then the Utility would need to manage distribution of the proper firmware image to each device, but not the security material if that material is pre-positioned.
Scenario 2.8: 	Advantage, Disadvantage, Risk, and Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· Provides solution for HAN device.
· Pre-positioned security material means only need to manage firmware migration and not unique security per device.

	· Managing program and options for Customers.
· Risk of migrating HAN device SEP firmware.
· Dealing with Customer issues during migration process.
· Ensuring that all HAN devices Registered to the meter have SEP 2.0 security material pre-installed.
· Need to manage each Manufacture’s SEP firmware image for each type of HAN device.

	· HAN devices with pre-installed SEP 2.0 security materials are not widely available.
· Not all HAN devices Registered to the Utility ESI (e.g. Smart Meter) have pre-installed SEP 2.0 security materials.
· The HAN device SEP firmware migration doesn’t work and devices become stranded or non-functional.
	· Cost to manage program.
· Cost of SEP firmware migration for HAN devices.


	Customer
	· Provides solution for HAN device.

	
	The HAN device SEP firmware migration doesn’t work and devices become stranded or non-functional.
	None

	Service Provider
	· Provides solution for HAN devices.
· Able to remotely migrate without uniquely addressing each HAN device.
	· Must receive notice of migration plans from Utility to manage the Customer experience.
· Utility potentially changing behavior on device in their program.
	The HAN device migration doesn’t work and devices become stranded or non-functional.
	· Cost of HAN device SEP firmware migration.
· Cost of managing the Customer experience.



Scenario 2.8: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Utility plans Smart Meter SEP firmware migration to SEP 2.0.
	Utility
	SEP 1.x Smart Meter communicating with SEP 1.x HAN device.  

HAN device has pre-positioned security material for SEP 2.0.
	Smart Meter SEP firmware is successfully migrated to SEP 2.0, Customer is aware of the Smart Meter SEP firmware migration, and their SEP 1.x HAN device SEP firmware is migrated and communicates with the SEP 2.0 Smart Meter. 




	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Utility
	Develops a Smart Meter SEP firmware migration plan.

Notifies all Customers who have SEP 1.x HAN devices of the Smart Meter SEP firmware 2.0 migration plan.
	The Utility will be aware of all SEP 1.x devices that went through the Registration or enrollment process and be able to send targeted notices to those affected Customers.

	2
	Utility
	Provide HAN device with SEP 2.0 image to be stored in external memory (not active yet).

Provide Smart Meter with SEP firmware for SEP 2.0 to be stored for future migration.

	Note: this assumes the SEP 2.0 image is sent to the device OTA. Other methods of migration may be used.

	3
	Utility
	Sends SEP 2.0 firmware image to HAN devices for future migration.

Utility activates the SEP firmware migration for both the Smart Meter and the HAN devices. 
	All devices switch to SEP 2.0 firmware at the same time.


	4
	Consumer
	Re-Register device with Utility. 

This step may automatically occur where the device and meter are aware of previous association and are capable of re-Registering. 

The Customer may need to re-power the HAN device. 
	Utility may need to notify Customer so the re-Registration process can be done.


Need to evaluate if HAN device needs to be re-Registered with Consumer action or if can automatically rejoin meter.  






[bookmark: _Toc293413517][bookmark: _Toc306793235]Use Case 3: Coexistence of SEP 1.x and SEP 2.0
[bookmark: _Toc293413518]Use Case Description
Use Case Title

Coexistence of SEP 1.x and SEP 2.0
Use Case Summary

ZigBee Smart Energy (SEP) 1.x Smart Meters are deployed and the HAN is turned on.  The Utility may or may not migrate the Smart Meter SEP firmware to SEP 2.0. When SEP 2.0 becomes commercially available, the Customer may purchase SEP 2.0 devices and want to integrate those devices into their HAN. If the HAN is still operating using SEP 1.x there is a need for a coexistence strategy between the two profiles. Also included in this use case are scenarios where the Utility migrates the Smart Meter SEP firmware to SEP 2.0 and the HAN device SEP firmware is not migrated, but use an ALG to preserve their functionality.

Business Rules and Assumptions

1. SEP 1.x Smart Meters are installed at the Customer premises.
2. SEP 2.0 has become commercially available.
3. SEP 1.x to 2.0 ALGs are commercially available.
4. Both a SEP 1.x device on a SEP 2.0 HAN or a SEP 2.0 device on a SEP 1.x HAN may have limited functionality.

[bookmark: _Toc293413519]Use Case Scenarios

The following HAN scenarios are to be considered:

[bookmark: _Toc293413520]Scenario 3.1:  HAN active, No Meter migration, ALG used for new SEP 2.0 devices
The Utility turns on the SEP 1.x HAN functionality. The Customer wants to integrate SEP 2.0 HAN devices into their existing SEP 1.x HAN. The Customer is notified that their Smart Meter is operating with SEP 1.x firmware and the SEP 2.0 device they are purchasing will fail Commissioning without an ALG to convert between the two applications. The Customer will Commission the ALG on the SEP 1.x network and Register the Gateway with the Utility ESI (e.g. Smart Meter). The SEP 2.0 HAN device will Commission and Register with the ALG (i.e., Gateway ESI) to complete the communication link between the HAN device and the Utility ESI (e.g. Smart Meter). 

Note: This scenario could also work with SEP 1.x HAN devices on a SEP 2.0 Smart Meter.

Scenario 3.1: 	Advantage, Disadvantage, Risk, and Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· The Utility is not required to migrate the SEP firmware in the meter to successfully communicate with the Customer’s SEP 2.0 HAN device.
· ALGs may help future proof Utility ESIs (e.g. Smart Meters) against iterative HAN migrations or Customer HAN device application preferences.
	· Additional Customer education may be required to inform the Customer about an ALG option for enabling the use of SEP 2.0 HAN devices.
	· Possible Customer confusion with multiple SEP networks.
· Increased call volume to call center due to extra steps and equipment required for the install process.
	Cost of increased Customer call volume for technical assistance and complaints.

	Customer
	· ALG provides the ability to Register a SEP 2.0 HAN device to a SEP 1.x Utility ESI (e.g. Smart Meter) or SEP 1.x HAN device with a SEP 2.0 Utility ESI (e.g. Smart Meter).
· Once ALG is installed, Customer can Register additional SEP 2.0 devices to it.
· ALG enabling multiple applications may reduce future Customer confusion regarding new HAN device compatibility.


	· Required to buy an ALG.
· Increased number of steps and difficulty in completing successful communication link with Utility ESI (e.g. Smart Meter).

	· Customer may be unwilling to purchase an ALG and enroll in new HAN programs.
· Customer may be unable to complete install steps w/o technical assistance.
	· Cost of ALG.
· Cost of time to complete all Registration steps.

	Manufacturer
	Gets to sell additional devices and ALGs.
	· Will need to provide a more extensive instruction set for install process.
· Will need to provide Customer support for install process.
	· Customer dissatisfaction with the install process.
· Customer may be unwilling to purchase ALG.
· Customer may return devices.
	· Cost of returned device(s).
· Cost of managing the Customer experience (e.g. additional instructions, install process support, etc.).



Scenario 3.1: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Customer purchases a SEP 2.0 HAN device with an ALG.
	Customer
	· Customer has a SEP 1.x meter installed at their premises.
· Customer is aware that an ALG must be purchased to make a SEP 2.0 device work at their premises.
· SEP 2.0 HAN devices and ALG are available through retail channels.
	SEP 2.0 HAN device communicates to the SEP 1.x Smart Meter through an ALG.









	Step #
	Actor
	Description of the Step
	Additional Notes

	#



	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Customer
	The Customer purchases a SEP 2.0 HAN device with a SEP 1.x to 2.0 ALG through retail channels.

Customer requests to Register the ALG with the SEP 1.x Utility ESI (e.g. Smart Meter).

The Customer Commissions the SEP 2.0 HAN device on the ALG network and then Registers the SEP 2.0 HAN device with the ALG.
	Installation instructions come with the ALG and HAN device.

The Utility educates Consumers about the need for an ALG.

A Service Provider may provide the Customer with the SEP 2.0 HAN Device and ALG and will be responsible to educate the Customer on how to install the ALG and HAN devices.
ALG may be part of the SEP 2.0 HAN device and not a separate device.

Customer may be able to use the ALG to Commission and Register additional SEP 2.0 devices on the SEP 1.x network.

	2
	Utility
	The Utility completes ALG Registration with the Utility ESI (e.g. Smart Meter).
	After ALG Registration is completed, it can communicate with the SEP 1.x Utility ESI (e.g. Smart Meter) and the SEP 2.0 HAN devices.


[bookmark: _Toc293413521]
Scenario 3.2: HAN active, Meters migrated over time, Dual Mode devices installed 
Utility SEP 1.x Smart Meters have been deployed. Customers desire to receive the benefits of the smart grid technology and have purchased, installed, and Registered one or many Dual Mode HAN devices to the Utility ESI (e.g. Smart Meter). The Utility is aware of all the devices that are Registered to the Utility ESI (e.g. Smart Meter) and enrolled in a Utility HAN program. SEP 2.0 becomes commercially available in HAN devices, but not all Smart Meters have migrated to SEP 2.0. The HAN devices have preinstalled both SEP 1.x and SEP 2.0 security materials and firmware (i.e. Dual Mode device). New HAN devices that are purchased should operate in either a SEP 1.x or SEP 2.0 HAN by having both SEP profiles loaded. 


Scenario 3.2:	Advantage, Disadvantage, Risk, and Cost

	Actor
	Advantage
	Disadvantage
	Risk
	Cost 

	Utility
	· HAN device has SEP 2.0 firmware installed and can switch to SEP 2.0 when Smart Meters SEP firmware is migrated to SEP 2.0.
· Reduce Customer support calls.
· Allows for a gradual migration schedule.
	· Managing program and options for Customers.
· HAN Management System must handle SEP 1.x and SEP 2.0.
	· Risk of device not switching between images properly.

· Risk that the Registration process is different for SEP 2.0 devices.

· Some devices with dual profiles may have a version of SEP 2.0 that is not current and will need to be updated prior to migration. 


	· Cost for HAN Management Systems to handle both SEP profiles.

· Cost of managing two different sets of security credentials.


	Customer
	· Provides HAN device.

· Consumer is unaware of SEP 1.x versus SEP 2.0.

· Seamless migration for the Dual Mode HAN devices.

	· Customer may have to be involved in the migration process.
	· Risk of device not switching between images properly.

· Risk that the Registration process is different for SEP 2.0 devices.

· Some devices with dual profiles may have a version of SEP 2.0 that is not current and will need to be updated prior to migration. 

	· Cost of Dual Mode HAN device. 



	Service Provider
	· Provides solution for HAN devices.

· Seamless migration for the Dual Mode HAN devices.

· Reduce Customer support calls 



	· Managing dual program and options for Customers.

· HAN Management System must handle SEP 1.x and SEP 2.0.

	· New device migrations from SEP 1.x to SEP 2.0 may not perform as anticipated.

· Risk that the Registration process is different for SEP 2.0 devices.

· Some devices with dual profiles may have a version of SEP 2.0 that is not current and will need to be updated prior to migration.
· Selection of suppliers may be reduced because fewer Dual Mode devices are offered.
	· Cost of Dual Mode HAN device. 





Scenario 3.2: 	Steps for this Scenario

	Triggering Event
	Primary Actor
	Pre-Condition
	Post Condition

	Consumer purchases HAN device but does not know what SEP firmware is operating in Smart Meter.
	Consumer
	Smart Meter operating in home, may be either SEP 1.x or SEP 2.0.  

	HAN device successfully installed and operating with either SEP 1.x or SEP 2.0 Smart Meter. 



	Step #
	Actor
	Description of the Step
	Additional Notes

	#
	What Actor, either primary or secondary is responsible for the activity in this step
	Describe the actions that take place in this step.  The step should be described in active, present tense.
	Elaborate on any additional description or value of the step to help support the descriptions

	1
	Consumer 
	Purchases a new Dual Mode HAN device at retail or other channel.

 There may also be Dual Mode devices already in the HAN.
	Consumer is unaware of version of SEP firmware operating in Smart Meter.  

	2
	Consumer 
	New Dual Mode device:
Installs and Registers HAN device with Utility ESI.  Utility conducts normal Registration based on the firmware image in the Consumer’s Smart Meter (SEP 1.x or SEP 2.0).   Device automatically selects (or user selects based on registration step above) proper firmware image for Smart Meter.

Existing Dual Mode device: 
Device automatically selects (or user selects based on registration step above) proper firmware image for Smart Meter. 
	Utility backend systems must support SEP 1.x and SEP 2.0 devices.





The Registration process may be different for the two SEP profiles.

Need to evaluate if HAN device can self select or Consumer selects on interface (if present).




[bookmark: _Toc306793236]Example: SEP 1.x to SEP 2.0 Application Layer Gateway
[image: ]

[bookmark: _Toc306793237]SEP 1.x Clusters

	Functional Domain
	Cluster Name

	General 

	Basic


	General 

	Identify

	General 
	Alarms 


	General 
	Time


	General 
	Commissioning


	General 
	Power Configuration


	General
	Key Establishment


	Smart Energy
	Price 


	Smart Energy
	Demand Response and Load Control 


	Smart Energy
	Simple Metering 
Message


	Smart Energy
	Smart Energy Tunneling (Complex Metering)


	Smart Energy
	OTA

	Smart Energy
	Pre-Payment 




[bookmark: _Toc306793238]SEP 2.0 Function Sets
Demand Response/Load Control
Load shed messages communicated to devices for peak shaving or other power management functions, usually as part of a Customer enrolled Utility program.
Metering
[bookmark: _GoBack]Provides local measurement data from electricity, gas, water or other meters. Electricity meter may be primary meter or submeter. 
Pricing
Provides the price of kWh’s. May change due to block rates, time of use pricing, dynamic pricing, rate changes or other factors. 
Messaging
Communicates textual messages intended for the Consumer.  
Billing
Used to communicate bill information, may include taxes, fees and other items not included in Pricing.
Prepayment
Mechanism to pre-purchase electricity and decrement credits.  
Distributed Energy Control
Manages electrical generation or storage units in the premises. Provides generation data to the Utility and communicates control messages to the devices. 
Base
A variety of overhead functions required for the operation of an SEP2.0 network.  Include device information (Manufacturer, serial number, etc), as well as a simple time server and remote device software upgrade functions.

HAN Architectural Drawing






Figure 1. Direct Load Control via Application Layer Gateway (ALG)[footnoteRef:15] [15:  Source: Based on Home to Grid Domain Expert Working Group and ISO/IEC 15067-3, Model of an energy management system ] 













Figure 2. Distributed Control with Energy Management System[footnoteRef:16] [16:  Source:  Based on Home to Grid Domain Expert Working Group and ISO/IEC 15067-3, Model of an energy management system

Related standards include:
ISO/IEC 15045-1 Home Electronic System gateway - Part 1: A Residential gateway model for HES
ISO/IEC 15045-2 Home Electronic System gateway - Part 2: Modularity and protocol
ISO/IEC 18012-1 Guidelines for product interoperability: Part 1: Introduction
ISO/IEC 18012-2 Guidelines for product interoperability: Part 2: Taxonomy and lexicon
] 















[image: ]

Figure 3: HAN Devise Status[footnoteRef:17] [17:  Source: UCAIug Home Area Network System Requirements Specification Version 2.0] 

[image: ]

Figure 4: Communication in the HAN[footnoteRef:18] [18:  Source: UCAIug Home Area Network System Requirements Specification Version 2.0] 



Figure 5: Utility communicates with the PCT.  The Utility provides public information to all Commissioned HAN Devices (i.e. PCT and Smart Appliance).  The Utility ESI is located in the AMI meter.[footnoteRef:19] [19:  Source: UCAIug Home Area Network System Requirements Specification Version 2.0] 













Figures 6 and 7 are representations of SEP 2.0 HANs with multiple ESIs.  The EMS (Energy Management System) depicted in the diagrams functions as an Application Layer Gateway (ALG) as defined in this document



Figure 6: Utility communicates with Load Control device via the Utility ESI. EMS is Registered with the Utility ESI in order to receive usage data from the AMI meter. Several devices are under the management of the EMS. Service Provider communicates with EMS via the ESI using the Internet.[footnoteRef:20] [20: Source: UCAIug Home Area Network System Requirements Specification Version 2.0 ] 



Figure 7: Utility meters are Registered with the Utility ESI. The EMS, IHD, and Smart Appliance are Registered with a Service Provider ESI and communicate with each other.  The EMS also manages other devices.[footnoteRef:21] [21:  Source: UCAIug Home Area Network System Requirements Specification Version 2.0] 
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