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Executive Summary

This report is a detailed review of the testing and conformity assessment programs available for smart grid standards. The standards reviewed are those listed in the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. This report is intended to describe the current smart grid standards testing “landscape”; i.e., the state of testing as it can be seen now.  
The report is organized around a set of metrics for an ideal testing and conformity assessment program. These metrics are based on best practices found among standards from a variety of organizations both related and unrelated to the power system.

The information in this report was gathered from two sources: a review of publicly available documentation on each standard, and a web-based survey of test labs. Until the survey results are available, early versions of this report contain only the publicly available information, supported by knowledge from members of the standards organizations.

Analyzing the testing programs available for the smart grid standards listed in the NIST interoperability framework against the ideal criteria identified in this report produced the following list of general gaps and deficiencies:
· Only about one-third of the standards listed have a testing program at all. A few more than that had written test procedures, but no formal testing program.
· About the same number have a users group or other means for providing feedback on the standard, updating it, and asking questions about conformity.

· Almost all of the available testing programs are for conformity to the standard only; they do not test for interoperability between systems.
· Only a few of the programs test security of communications.

· Several of the standards are either too vague to be effectively tested or are catalogs or guidelines that were never intended to be tested.

Based on these results, it is expected that testing for overall conformity to the smart grid standards in the NIST interoperability framework will require considerable effort to develop the necessary test procedures and programs. In many cases, it may be necessary to encourage the creation of users groups or other organizations to take responsibility for the work.
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Introduction
The Energy Independence and Security Act (EISA) of 2007 assigned to the National Institute of Standards and Technology (NIST) the “primary responsibility to coordinate development of a framework that includes protocols and model standards for information management to achieve interoperability of smart grid devices and systems…” [EISA Title XIII, Section 1305].
NIST devised a three-phase plan to rapidly establish an initial set of standards, while providing a robust process for continued development and implementation of standards as needs and opportunities arise and as technology advances. The three phases are:

1. Engage stakeholders in a participatory public process to identify applicable standards and requirements, gaps in currently available standards and priorities for additional standardization activities

2. Establish a standards panel forum to drive longer-term progress

3. Develop and implement a framework for testing and certification

The second phase of this plan is divided into six parts:

· Start of Work

· Establishment and operation of the Smart Grid Interoperability standards Panel (SGIP)

· Support of the Domain Expert Working Groups (DEWGs) and Coordination Task Groups (CTGs)

· Implementation and Maintenance of the Interoperability Knowledge Base (IKB)

· Maintenance of the Smart Grid Interoperability Roadmap document

· Standards Acceleration and Conformity Assessment

The final part is divided into four sections:

· Identification of existing conformity assessment programs

· Creation of conformity assessment framework

· Facilitation of the acceleration of the Smart Grid standards development and harmonization

· Creation of a business plan for a self-sustaining standards harmonization process.

This report, "Existing Conformity Assessment Program Landscape", evaluates the conformity assessment programs available for the thirty-one standards identified in section 4.2 of "NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0". It assesses how well these programs can ensure:

· Interoperability

· Cyber security

· Long-term viability of the standard

Methodology

The information in this report comes from two sources:

· A review of public documentation on each standard supported by knowledge from members of the standards organizations. Early versions of this report include only information from this review. This information is captured as a series of questions and answers in Appendix A.
· A survey was distributed to the organizations that owned each standard and to all test labs that could be identified as having an interest in the smart grid process. Later versions of this report include information from this source. The survey questions and results are found in Appendix B.
The report groups the answers from these two information sources into a set of common evaluation metrics for conformity assessment programs. The body of the report is organized around these metrics:

· Section 1 identifies the evaluation metrics and how they correspond to the questions asked by the two sources.

· Section 2 contains a table comparing the standards based on the evaluation metrics.

· Section 3 identifies gaps and deficiencies in each standard based on the metrics.

Principles

The metrics, comparisons and gap analysis in this report are based on the following principles regarding conformity assessment programs:

· Conformity and interoperability laboratories should be accredited by an independent organization per ISO/IEC 17011 standard.

· They must prevent current and future investments from being stranded

· They should reflect best practices in each smart grid domain

· They must include not only unit testing, but interoperability and system testing

· As much of the testing program as possible should be publicly available

· A feedback loop must exist between testing process and the standards development process

· There should be testing of interdependencies with other identified standards

· The programs must demonstrate clear value for the Smart Grid (e.g., reliability, stability, interoperability, security etc.)

· The testing and conformity process should lead to benefit calculation and proof of benefits 

· The development of the overall testing and conformity process for the NIST Interoperability Framework shall be open to a variety of stakeholders through the Smart Grid Interoperability Panel (SGIP).
1 Evaluation Metrics
This section describes the metrics used to evaluate the testing and conformity assessment programs of the standards. For simplicity, each metric was evaluated as a simple Yes/No, based on the more complex questions asked in the review of public documents and the test lab survey. Each section which follows describes the metric, and the questions that were used to develop the Yes/No result.

Conformance vs. Interoperability vs. Security Testing

A “yes” for this metric identifies the most important concern in this evaluation: whether a testing and conformity program exists for the standard at all. Beyond that, there are likely to be three major types of testing programs:

· Conformance Testing – Determines whether an implementation conforms to the standard as written, usually by exercising the implementation with a test tool. This is likely to be the most common type of testing program.  
· Interoperability Testing – connects two or more implementations together and determines whether they can successfully communicate. Significantly different from conformance testing because it is often possible for two systems that conform to the standard to be unable to communicate. If they can communicate, it is possible that they cannot perform any useful applications. These situations can arise because the implementations have conflicting interpretations of the specification or because they have chosen conflicting options within the standard. A particular form of interoperability testing is application testing in which there is a specification for the particular use of a standard that can be tested.
· Security Testing – Analyzes whether the implementation correctly makes use of any security features from the standard or other security features available in the device or computer system housing the implementation. This is the most difficult type of testing program because it must evaluate whether the system has vulnerabilities, which are not always obvious.

It is important to establish which of these types of testing are available for a standard because the quality of the resulting smart grid system increases with each additional type of testing performed. Therefore each type of testing was given its own Yes/No metric. Questions used to evaluate these three metrics include:

· Name of organization which accredits conformance and/or interoperability?

· Name of at least one test/calibration/inspection lab?

· Does SDO write conformance and/or interoperability test cases?

· What types of testing programs do you perform for this standard? (conformance/interoperability/security)
· Are open inter-operability tests ("plug-fests") performed?
· Has the standard been evaluated against cyber-security threats?

· Is there application testing for specific uses?

Published Test Procedures

A “yes” for this metric indicates that test procedures exist for the standard and they have been publicly published or reviewed. This metric is important because the quality of test procedures and the resulting testing increases based on the number of different stakeholders who have reviewed the procedures. The tests performed will be more comprehensive (cover more detail) and complete (cover more of the standard).
This metric also helps to identify standards that have poor conformity assessment. Some standards may not have formal test procedures written down, so testing is not reproducible. Some test labs may test conformance to a standard, but consider the test procedures they use to be proprietary information and do not release them for review. Some users groups may have test procedures available for use by test labs, but do not publish them to the general public.

Questions used to evaluate this metric include:

· Are there tester-independent test cases?

· Does SDO write conformance and/or interoperability test cases?

· What type of test procedures are used to test this standard?

· Internal to this lab

· Published by standards organization

· Published by users group

· No procedures, informal testing

· Are there test vectors (pre-prepared data) used in testing? 

Independent Test Labs 
A “yes” for this metric indicates that there are test labs for this standard that are not operated by product vendors. Independent test labs are preferred because they are more likely to be unbiased in their testing, and are likely to incorporate lessons learned from testing one implementation into the next set of tests. The availability of an independent lab is more likely to encourage vendors to have their products certified because they need not expose their implementation to a competitor.

Questions used to evaluate this metric include:

· Are there any independent test labs or only first-party labs?

· Self-declaration or inspected self-declaration or 3rd party testing?

· What type of testing do you perform?

· Self-test of products produced by this company

·  Independent testing of others’ products

Lab Accreditation

A “yes” for this metric indicates that the test labs performing the test are themselves certified or accredited by another entity. An accreditation process gives users of the standard confidence that testing, whether independently performed, performed by another vendor, or self-certified, will be of sufficient quality to ensure interoperability.
Accreditation may be provided by a users group, by external auditors (as in the case of ISO 9000), or informally, by the ability to occasionally review test logs and other records. It may also be possible to individual certify the actual personnel doing the tests.
Questions used to evaluate this metric include:

· Name of organization which accredits the testers?

· Name of personnel certification programs?

· Name of quality registrar?
· Is there a program to approve test labs?

· If there is a program, is your lab approved?

· What organization, if any, approves the test labs? 

Certification / Logo

A “yes” for this metric indicates that the organization supporting the standard has a certification or logo program. Vendors can display a certificate, or mark their products and advertisements with a registered logo to show that the products have been successfully tested. Visible evidence of certification is desirable because it encourages competitors to become certified and makes tested conformance a valuable feature visible to users of the equipment. To claim a “yes” for this metric, there must either be a certificate to be signed by a testing organization, or a logo that can only be used on tested products. For instance, the IEEE or IEC logos by themselves do not indicate conformance to any standard, but a Wi-Fi logo indicates it has been tested.
Questions used to evaluate this metric include:

· Is there a certificate or logo program?

· Does a Users Group monitor tested devices (perhaps with a Product Mark?)

· What types of certificates do you issue for this standard?

· Interoperability Certificate

· Conformance Certificate

· Security Certificate (paper document)

· No Certificates

Feedback to Standard

A “yes” for this metric indicates that there is a mechanism to improve the quality of the standard, the test procedures, and/or the operation of the test labs. This may consist of a database of issues that are raised by users of the standard, a set of standard complaint forms, or some other method. The existence of such a mechanism is desirable because it indicates that the conformity assessment program will continue to evolve and adapt over time. It will therefore continue to ensure interoperability as the smart grid environment and underlying technologies change.

Another form of feedback exists if there is a web site, mailing list, phone line or other means of support by which implementers can request a “ruling” on the interpretation of the standard. Although less direct than a complaint database, it provides a good indication of how the next revision of the standard should be improved.

Questions used to evaluate this metric include:

· Is there a formal process for providing feedback to the standard developer?
· Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

· Who is the quality registrar?

· How are field problems fed back into standards process?

· Is there a defined process for users to make technical comments on the specification and resolve them?

· Is there a method for users, testers and implementers to ask questions about the standard and have them answered?
Conformance Checklist

A “yes” for this metric indicates that implementers are provided with a checklist or template in a standardized, published format to indicate what portions of the standard they have implemented. Even if there are no test procedures, test labs or certification programs, the existence of a standard conformance checklist can improve interoperability by allowing users to easily specify and compare implementations.

A list of well-defined conformance blocks or subsets of the standard is an enhancement to a conformance checklist. It simplifies the number of options that a user must compare in order to ensure interoperability between implementations.

Questions used to evaluate this metric include;

· Are there defined conformance blocks or subsets?

· Is there a published conformance checklist or table?

· Is there a protocol implementation conformance statement (PICS)?

Self-Certification (or Pre-Certification)
A “yes” for this metric indicates that a technology provider is permitted to certify its own products as being conformant to the standard. Self-certification is less preferable than the use of independent test labs, but it has been shown that permitting self-certification will encourage more providers to enter the market and improve competition. It is also preferable to having no testing program at all, which is the case for some standards.

Related to self-certification is pre-certification. If tools exist that can help a vendor to predict whether an implementation will be successfully certified, this can reduce the costs of testing and thus encourage more vendors to have their implementations tested. Good tools for pre-certification could result in a “yes” for this metric, especially if independent test labs also exist.
Questions used to evaluate this metric include:

· Is a technology provider able to self-certify?

· Does the standard support self-declaration or inspected self-declaration or 3rd party testing?

· Are there tools for pre-certification prior to testing?

· Approximately how many vendors provide test tools?

· What type of testing do you perform?

· Self-test of products produced by this company

·  Independent testing of others’ products

Reference Implementation

A “yes” for this metric indicates that a reference or ‘golden’ implementation of the standard is available. It is a useful part of a conformity assessment program because vendors can use it to answer questions during development or to resolve ambiguities in the standard during interoperability testing. A standard is a human-language document and is not always precise. A reference implementation must be precise in order to run. It can simplify testing because by “definition”, a good implementation is one that behaves well when connected to the reference unit.
A reference implementation may be a live system, or it may consist of open source code available to all implementers.

Questions used to evaluate this metric include:

· Is there a reference implementation ("golden unit") against which to test new implementations?
· Do you test against a reference implementation?

Mature Standard
A “yes” for this metric indicates that the standard meets one or more of the following criteria:

· Was first released at least five years ago 

· Has a large number of unique implementations

· Is mandated by some level of government

· Has been revised at least once and is not revised very often, perhaps once a year
A mature standard is desirable for conformity assessment because the test procedures are more likely to cover the standard accurately and comprehensively. Tested implementations of a mature standard are more likely to be interoperable because they have been in the field for some time and have encountered many other implementations.

Questions used to evaluate this metric include:
· How is standard mandated (not mandated, by state/province, by federal)?

· How mature is the standard?

2 Evaluation Results

This section summarizes the results of the evaluation according to the metrics discussed in the previous section.
Table 1 – Evaluation Results

	
	Conformance Testing
	Interoperability Testing
	Security Testing
	Published Test Procedures
	Independent Test Labs
	Lab Accreditation
	Certification / Logo
	Feedback to Standard
	Conformance Checklist
	Self-Certification
	Reference Implementation
	Mature Standard
	TOTAL

	AMI-SEC System Security Requirements
	
	
	Y
	
	
	
	
	Y
	
	Y
	
	
	3

	ANSI C12.19/MC1219
	
	
	
	
	
	
	
	
	Y
	
	
	Y
	2

	BACnet ANSI ASHRAE 135-2008/ISO 16484-5
	Y
	Y
	
	
	
	
	Y
	Y
	Y
	
	
	Y
	6

	DNP3
	Y
	
	
	Y
	Y
	
	Y
	Y
	Y
	Y
	
	Y
	8

	IEC 60870-6 / TASE.2
	
	Y
	Y
	Y
	
	
	
	Y
	Y
	
	
	Y
	6

	IEC 61850
	Y
	
	
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	
	
	8

	IEC 61968/61970
	
	
	
	
	
	
	
	
	
	Y
	
	Y
	2

	IEC 62351 Parts 1-8
	
	
	Y
	
	
	
	
	Y
	
	Y
	
	
	3

	IEEE C37.118
	Y
	
	Y
	
	
	
	
	Y
	
	
	
	
	3

	IEEE 1547
	
	
	
	
	
	
	
	
	
	
	
	
	0

	IEEE 1686-2007
	
	
	
	
	
	
	
	
	Y
	Y
	
	
	2

	NERC CIP 002-009
	
	
	
	
	
	
	
	Y
	
	
	
	Y
	2

	NISTSP 800-53, NIST SP 800-82
	
	
	Y
	
	
	
	
	Y
	
	
	
	
	2

	OpenADR
	
	
	
	
	
	
	
	Y
	
	Y
	
	
	2

	OpenHAN
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ZigBee/HomePlug Smart Energy Profile
	
	
	
	
	
	
	
	
	
	
	
	
	0

	AEIC Guidelines v2.0
	
	
	
	
	
	
	
	Y
	
	Y
	
	
	2

	ANSI C12.1
	Y
	
	
	Y
	Y
	
	
	Y
	
	Y
	
	Y
	6

	ANSI C12.18/IEEE P1701/MC1218
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ANSI C12.20
	Y
	
	
	Y
	Y
	
	
	Y
	
	Y
	
	Y
	6

	ANSI C12.21/IEEE P1702/MC1221
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ANSI C12.22-2008/IEEE P1703/MC1222
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ANSI C12.24
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ANSI/CEA 709 and CEA 852.1 LONWorks
	Y
	
	
	Y
	
	
	Y
	Y
	Y
	Y
	Y
	Y
	8

	CableLabs PacketCable SMA
	
	
	
	
	
	
	
	
	
	
	
	
	0

	FIXML
	Y
	Y
	
	Y
	
	Y
	
	Y
	
	
	Y
	Y
	7

	IEEE 1588
	
	Y
	
	
	
	
	
	
	
	Y
	
	Y
	3

	IETF RFC 791 (IPv4)
	
	
	
	
	
	
	
	
	
	
	
	Y
	1

	IETF RFC 768 (UDP)
	
	
	
	
	
	
	
	
	
	
	
	Y
	1

	IETF RFC 2460 (IPv6)
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ISO/IEC 15045 HES Residential Gateway
	
	
	
	
	
	
	
	
	
	
	
	Y
	1

	ISO/IEC 15067-3 HES EMS
	
	
	
	
	
	
	
	
	
	
	
	
	0

	ISO/IEC 18012, HES Interoperability
	
	
	
	Y
	
	
	
	
	
	
	
	
	1

	ITU Recommendation G.9960 (G.hn)
	
	
	
	
	
	
	
	
	
	
	
	
	0

	MultiSpeak
	
	
	
	
	
	
	
	
	
	
	
	
	0

	OPC-UA Industrial
	
	
	
	
	
	
	
	
	
	
	
	
	0

	Open Geospatial Consortium GML
	Y
	Y
	
	Y
	
	Y
	
	Y
	
	Y
	Y
	Y
	8

	US Dot NTCIP 1213 ELMS
	
	
	
	
	
	
	
	
	
	
	
	
	0

	TOTAL
	2
	1
	1
	3
	2
	1
	2
	3
	4
	2
	0
	3
	


3 Identified Gaps and Deficiencies

This section describes the most significant gaps and deficiencies in the conformance programs of each standard.

Table 2 – Gaps and Deficiencies

	Standard 
	Gap/Deficiency

	AMI-SEC System Security Requirements
	

	ANSI C12.19/MC1219
	Vendor-driven; weak conformance; non-existent interoperability.

	BACnet ANSI ASHRAE 135-2008/ISO 16484-5
	

	DNP3
	

	IEC 60870-6 / TASE.2
	

	IEC 61850
	

	IEC 61968/61970
	

	IEC 62351 Parts 1-8
	

	IEEE C37.118
	

	IEEE 1547
	

	IEEE 1686-2007
	

	NERC CIP 002-009
	

	NISTSP 800-53, NIST SP 800-82
	

	OpenADR
	

	OpenHAN
	

	ZigBee/HomePlug Smart Energy Profile
	

	AEIC Guidelines v2.0
	Utility-driven; no independent certification (based on v1.0 model)

	ANSI C12.1
	

	ANSI C12.18/IEEE P1701/MC1218
	Vendor-driven; no independent certification;

	ANSI C12.20
	

	ANSI C12.21/IEEE P1702/MC1221
	Vendor-driven; no independent certification;

	ANSI C12.22-2008/IEEE P1703/MC1222
	Vendor-driven; no independent certification; weak conformance; non-existent interoperability.

	ANSI C12.24
	No intended to be a testable standard. This is merely a catalog of existing VA algorithms in revenue meters.

	ANSI/CEA 709 and CEA 852.1 LONWorks
	

	ANSI/CEA 709.1-B-2002 Control Network
	

	ANSI/CEA 709.2-A R-2006 Power Line
	

	ANSI/CEA 709.3 R-2004 Twisted-Pair 
	

	ANSI/CEA-709.4:1999 Fiber-Optic 
	

	CEA-852.1:2009
	

	CableLabs PacketCable SMA
	

	FIXML 
	

	IEEE 1588
	

	IETF RFC 791 (IPv4)
	

	IETF RFC 768 (UDP)
	

	IETF RFC 2460 (IPv6)
	

	ISO/IEC 15045 HES Residential Gateway
	

	ISO/IEC 15067-3 HES EMS
	

	ISO/IEC 18012, HES Interoperability
	

	ITU Recommendation G.9960 (G.hn)
	

	MultiSpeak
	Interface-pair driven; 

	OPC-UA Industrial
	

	Open Geospatial Consortium GML
	

	US Dot NTCIP 1213 ELMS
	


Appendix A  Review of Public Documents

This appendix contains the notes from the review of public documents available for each standard. Some "members-only" information, such as those available only to standards organization members, has also been used when the investigator had contacts available. Some information has been filtered to eliminate bias from the supporting organization. 

A.1 AMI-SEC System Security Requirements

Name of organization which accredits conformance and/or interoperability

None. The AMI-SEC System Security Requirements is maintained by the SG Security Working Group of the OpenSG Technical Committee under the UCAIug. A working group (SG Conformance) under the OpenSG Technical committee is being formed to address conformance.

Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

None

Name of personnel certification programs 

None

Name of quality registrar 

None

 Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration. 

 Users Group to monitor standard (Product Mark?)

AMI-Sec Task Force. This group falls under the OpenSG Technical Committee/SG Security Working Group.

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No. Many reference to it

Tester-independent test cases?

N/A

Evaluated for cyber-security

Yes. Cyber Security is the focus of this document.

Maturity of standard 

The final approved version of this document was published in December, 2008. Initial feedback from stakeholders indicated that more actionable guidance was needed and the AMI-Sec Task Force is working to produce a follow on document , "The AMI Security Profile" (version 1.0 is anticipated to be published in early 2010).  It is not expected that the "AMI System Security Requirements" document will be maintained as an active document once the "AMI Security Profile" is published.  

Does SDO write conformance test cases (no or abstract only or detailed only or both)

No

Does SDO write interoperability test cases (no or abstract only or detailed only or both)

No

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Yes. The AMI-Sec Task Force is an active group. Members and non-members can participate in the group's discussion (regularly scheduled face-to-face meetings and teleconferences). 

Is there a reference implementation recognized for conformance or interoperability?

No

A.2 ANSI C12.19/MC1219

A.3 BACnet ANSI ASHRAE 135-2008/ISO 16484-5 

http://resourcecenter.ashrae.org/store/ashrae/newstore.cgi?itemid=30853&view=item&page=1&loginid=39839941&priority=none&words=135-2008&method=and&  

Name of organization which accredits conformance and/or interoperability

BACnet International/BACnet Testing Laboratories

Name of at least one test/calibration/inspection lab (inspection labs probably does not apply)

BACnet Testing Laboratories

Name of organization which accredits the testers

BACnet Testing Laboratories

Name of personnel certification programs (ex, ISO 9000)

Not applicable. BACnet International offers training courses but anyone can claim expert knowledge.

Name of quality registrar

BACnet Testing Laboratories

Self-declaration or inspected self-declaration or 3rd party testing?

No, Pre-Standard testing tools are available to use on products prior to formal testing but equipment must be finally certified by BTL.

Users Group to monitor standard (Product Mark?)

BACnet Testing Laboratories (BTL) carries and manages the certification mark for the BACnet International trademark.  Use of the trademark is strictly managed. 

Plug fests performed?

Yes, plug fests are held in conjunction with major meetings and are held in International venues. Individual projects have served the role of integrating equipment.  BACnet has user groups across the continents and hosts a Manufacturers Group as well. 

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. GSA has strongly encouraged use for Federal Buildings and has put together a conformance guideline document with NIST 

Tester-independent test cases?

No use of tester independent test cases are known.  The standard user group BACnet International does have a set pre-standard tools available. 

Evaluated for cyber-security (and by whom)?

Some evaluation of cyber-security has been done within the context of developing the standard.  

Maturity of standard 

The Standard was started in 1987 and the First version of BACnet was released as ASHRAE/ANSI Standard 135 in 1995, and it became an International Organization for Standardization (ISO) Standard ISO 16484-5 in 2003. 

Does SDO write conformance test cases?

Yes, The ASHRAE SSPC 135 Testing and Conformance Group has written a conformance document

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Yes, A technical issues resolution process and required User/vendor feedback for conformance certified devices through BACnet Testing Laboratories

Is there a reference implementation recognized for conformance or interoperability?

No

A.4 DNP3 

http://www.dnp.org/About/Default.aspx 

Name of organization which accredits conformance and/or interoperability

There is no accreditation group. Any DNP3 User Group member can simply declare "I can perform a test". There are unwritten rules that the User Group member must also participate in the DNP3 Technical Committee, but that rule cannot be enforced. The DNP3 web site says "The DNP3 Users Group does not qualify testing facilities"

Name of at least one test/calibration/inspection lab 

KEMA Netherlands (in fact, the DNP3 web site lists only 1 other tester (I.S. Results), but I've never heard of the company and NONE of the 3 people listed on the web site has EVER attended a DNP3 technical committee teleconference. This is very suspect to me, I will leave it at that!). Subnet Solutions and Advanced Control Systems have also provided test services in the past.
Name of organization which accredits the testers

See above, there is no accreditation group. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar 

Not applicable, anyone can test

Self-declaration or inspected self-declaration or 3rd party testing?

Both, but there is no teeth to certification. Tester can always say "oops, I missed that test" without any damage

Users Group to monitor standard (Product Mark?)

User group exists, but cannot require that DNP3 logo only appear on properly tested devices

Plug-fests performed?

NEVER

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. Some utilities insert verbiage into their RFQ. Note that only about 30% of products listed on DNP3 are actually conformance tested

Tester-independent test cases?

Yes, test cases written by Technical Committee

Evaluated for cyber-security?

No

Maturity of standard 

1 version per year. Changes are very minor, mainly adding features that never get used.

Does SDO write conformance test cases 

For Outstations, both. For Master test procedures, only detailed tests will exist.

Does SDO write interoperability test cases 

NO

Is there a mechanism to feed back field experience to SDO?

Discussion forum exists. Is regularly monitored by Technical Committee experts

Is there a reference implementation recognized for conformance/ interoperability?

No

A.5 IEC 60870-6 / TASE.2 

http://webstore.iec.ch/webstore/webstore.nsf/artnum/034806  

Name of organization which accredits conformance and/or interoperability

There is currently no accreditation group for conformance or interoperability for IEC 60870-6/TASE.2/ICCP.  There were some formal interoperability tests conducted in the 1990's by the NERC Data Exchange Working Group. The Data Exchange Working Group still meets (as of April 2009) to discuss interoperability issues.  There are only a few vendors of the IEC 60870-6/TASE.2/ICCP software and most interoperability issues were resolved back then.  There have been very few complaints in over a decade of use.

Name of at least one test/calibration/inspection lab

KEMA provides an IEC 60870-6 test set and performs conformance testing.  The vendors also have their own test tools.

Name of organization which accredits the testers

There is no group that accredits testers.

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

There is no quality registrar.

Self-declaration or inspected self-declaration or 3rd party testing?

Only self-declaration is performed.

Users Group to monitor standard (Product Mark?)

The NERC Data Exchange Working Group is a group of utility users of the standard. It was originally a group of the engineers who were required to deploy it. It still meets regularly to discuss interoperability issues and update configuration tables among its members. 

The standard was created by IEC Technical Committee 57 Working Group 7, which does not regularly meet any more.  The standard is mentioned in the charter of the Utility Communications Architecture International Users Group, but there is no web page or sub-group of the UCAIug dedicated to this standard.

Plug-fests performed?

Yes, the NERC Data Exchange Working Group and EPRI sponsored interoperability tests between all major vendors in the 1990's.  There were two sponsored by EPRI in Ft. Collins Colorado, hosted by WAPA. There was another interoperability test of the security enhancements in 2003.  There have not been any such interoperability tests recently.  There are only a few vendors of the software, and the resolutions of the issues resolved at that testing have likely been sufficient for interoperability.

Is standard mandated at all? Locally, by-state/province? Federal?

NERC has mandated that each utility must have at least one IEC 60870-6/TASE.2/ICCP link to a central federal monitoring site."As a result of the requirement for Control Areas and Reliability Coordinators to exchange operational data for power system security analyses as outlined in NERC Policy 4, the Interregional Security Network (ISN) was established.  This network is a collection of ISN nodes, which communicate over a private frame relay system using ICCP protocol to exchange the required power system related data." - from "ISN Node Responsibilities and Procedures", dated Aug 4, 2005, found at http://www.nerc.com/filez/dewg_twg.html.  This document is not yet a NERC standard but may become one shortly.

Tester-independent test cases?

EPRI owns the test cases from the interoperability testing that was done.

Evaluated for cyber-security (and by whom)?

IEC TC57 WG15 produced a set of standards called IEC 62351 that are intended to be used with IEC 60870-6 to provide application layer certificate exchange, and transport layer security through the TLS protocol.  The vendors of IEC 60870-6/TASE.2/ICCP have produced implementations of this specification and have done at least one interoperability test of it.  The bulk of the work on the IEC 62351 specifications in this area were written by Herb Falk of SISCO, vendor of the most popular implementation of the standard.

Maturity of standard

Approximately 2 versions have been released in 10 years, with the latest in 2005.  This is a very mature standard, so much so that the IEC working group (TC57 WG7) that maintains it does not meet regularly any more.  There are 12 parts of IEC 60870-6 currently published.  The earliest Edition 1.0 document was released in 1994. Further extensions were added to Edition 1.0 in 1995 and 1998.  Some documents were updated with Edition 2.0 documents in 2001, 2002 and 2005.  The most current Edition is 2.1, released in 2005. 

Does SDO write conformance test cases?)

No.

Does SDO write interoperability test cases?

No, the SDO (IEC) does not.  EPRI owns the interoperability test cases from the multi-vendor testing that was done.  The Data Exchange Working Group may have some test cases internally, but does not appear to have published them.  There are some high-level project-specific requirements for the Interregional Security Network (ISN) at http://www.nerc.com/filez/isn.html which might count as abstract test cases.

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Nothing formal, although there is active correspondence between the Data Exchange Working Group and the vendors and several of each were on the IEC (SDO) working group.

Is there a reference implementation recognized for conformance or interoperability?

Not formally.  However, there are very few vendors.  SISCO has the most common implementation.

A.6 IEC 61850 

http://webstore.iec.ch/webstore/webstore.nsf/artnum/033549!opendocument 

Name of organization which accredits conformance and/or interoperability

UCAIug

Name of at least one test/calibration/inspection lab 

KEMA Netherlands for "Level A' tests; ABB, Areva, KETOP, Nari-Relays for "Level B" tests

Name of organization which accredits the testers

UCAIug via consultants 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar 

I think the answer is ISO for ISO/IEC 17025 which includes ISO 9000

Self-declaration or inspected self-declaration or 3rd party testing?

Inspected self-declaration and 3rd party. Self-declaration causes test to revert to "Level B" while 3rd party MAY be "Level A"

Users Group to monitor standard (Product Mark?)

User group has no product mark program

Plug-fests performed?

Merging Unit informal plug-fests performed at CIGRE 2004 and 2006 and 2008 meetings. Plug-fests were interop demonstrations only

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. Most utilities insert verbiage into their RFQ.

Tester-independent test cases?

Yes, test cases written by Test procedures working group under Testing Committee

Evaluated for cyber-security (and by whom)?

No

Maturity of standard (various metrics, perhaps “days since last change” or “version per year”) : this indicates whether commercial testing is even feasible

First version 2005, 900 errata notices so far. Edition 2 (2010) should be much more stable.

Does SDO write conformance test cases 

Abstract only.

Does SDO write interoperability test cases? 

NO

Is there a mechanism to feed back field experience to SDO)?

Yes, TISSUEs process and required User/vendor feedback for conformance certified devices

Is there a reference implementation recognized for conformance or interoperability?

No

A.7 IEC 61968/61970  

http://webstore.iec.ch/webstore/webstore.nsf/artnum/031109!opendocument 

http://webstore.iec.ch/webstore/webstore.nsf/artnum/035316!opendocument 

Name of organization which accredits conformance and/or interoperability

Interoperability tests have been conducted by the Electric Power Research Institute (EPRI) for several years for IEC 61970. EPRI has recently started performing interoperability test for IEC 61968. 

Name of at least one test/calibration/inspection lab)

None exists today.  The Common Information Model (CIM) user group of UCAIug is investigating and planning for this capability.

Name of organization which accredits the testers

EPRI. Tests are conducted on an EPRI schedule as an EPRI project. There is no group that accredits testers as an on-demand service.

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

There is no quality registrar.

Self-declaration or inspected self-declaration or 3rd party testing?

EPRI is a form of third-party testing. Otherwise self-declaration is performed.

Users Group to monitor standard (Product Mark?)

UCA International Users Group (http://www.ucaiug.org/default.aspx)is a not-for-profit corporation focused on assisting users and vendors in the deployment of standards for real-time applications for several industries with related requirements. The Users Group does not write standards, however works closely with those bodies that have primary responsibility for the completion of standards (notably IEC TC 57: Power Systems Management and Associated Information Exchange). 

The UCAIug as well as its member groups (CIMug, Open Smart Grid, and IEC61850) draws its membership from utility user and supplier companies.  

The mission of the UCA International Users Group is to enable utility integration through the deployment of open standards by providing a forum in which the various stakeholders in the utility industry can work cooperatively together as members of a common organization to:

1) Influence, select, and/or endorse open and public standards appropriate to the utility market based upon the needs of the membership.

2) Specify, develop and/or accredit product/system-testing programs that facilitate the field interoperability of products and systems based upon these standards.

3) Implement educational and promotional activities that increase awareness and deployment of these standards in the utility industry.

Plug-fests performed?

To date, there are no plug-fests performed for the CIM.

Is standard mandated at all? Locally, by-state/province? Federal?

NERC in North America and ENTSO-E in Europe has mandated that IEC 61970 be used for power system model exchange between Transmission System Operators in these respective countries.  Additionally, CIM standards are mandated by individual utilities for internal enterprise use and by ISO/RTO's for exchange of power system information with member Transmission Operators.

Tester-independent test cases?

Interoperability test cases are available from EPRI and the CIM User Group.  

Evaluated for cyber-security?

IEC TC57 Working Group 15 has been evaluating the CIM standards for cyber-security and actions have been identified to improve security.

Maturity of standard 

The CIM profile standards in the 61970 and 61968 series are the basis for testing and are stable. There is an annual update for 61970 interface profiles if needed to embrace the annual release cycle for the CIM information model published by IEC TC57. 

One major release of the CIM is made publically available each year through the UCAIug CIM User Group.  Commercial testing is feasible and must be based on IEC standards that are themselves based on specific versions of the CIM.  Users of CIM standards require configuration management processes to incorporate future releases of the CIM and associated artifacts as needed without disrupting their implementations.

Does SDO write conformance test cases?

No, the SDO (IEC) does not.

Does SDO write interoperability test cases?

No, the SDO (IEC) does not. 

Is there a mechanism to feed back field experience to SDO)?

Yes, the CIM Users Group of UCAIug has a formal mechanism for reporting issues that are fed back to the appropriate IEC working groups (IEC TC57 working groups 13 and 14).

Is there a reference implementation recognized for conformance or interoperability?

No.

A.8 IEC 62351 Parts 1-8 

http://webstore.iec.ch/webstore/webstore.nsf/artnum/037996!opendocument    

 Name of organization which accredits conformance and/or interoperability

International Electrotechnical Commission (IEC)

Name of at least one test/calibration/inspection lab 

No formal testing has been performed of any part. Some vendors have implemented some parts and performed internal testing.

Name of organization which accredits the testers

International Electrotechnical Commission (IEC)(if testing were performed

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge

Name of quality registrar

Not applicable, anyone can test

Self-declaration or inspected self-declaration or 3rd party testing?

Both, but there is no teeth to certification. Tester can always say "oops, I missed that test" without any damage

Users Group to monitor standard (Product Mark?)

No Users Group exists related explicitly to these security standards, although the UCA Users Group covers some of the standards these security standards are applicable for

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Internationally mandated by many countries simply because they are IEC standards
Tester-independent test cases?

No

Evaluated for cyber-security?

Yes, since they are cyber security standards – evaluated by IEC TC57 WG15
Maturity of standard 

Most parts became standards in 2006-7. No revisions have yet been made.
Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

All feedback can be made to the IEC TC57 WG15
Is there a reference implementation recognized for conformance or interoperability?

No

A.9 IEEE C37.118 

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

Name of organization which accredits conformance and/or interoperability

At this time no organization accredits conformance or interoperability for this standard. 

Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

NERC

Name of personnel certification programs (ex, ISO 9000)

None

Name of quality registrar

None

Self-declaration or inspected self-declaration or 3rd party testing?

NASPI (North America SynchroPhasor Initiative) have developed a "Guide for PMU Installation, Commissioning and Maintenance" that includes a PMU Acceptance Checklist stating a requirement to conduct a PMU protocol conformance test for IEEE C37.118.

Users Group to monitor standard (Product Mark?)

NASPI PSTT (Performance and Standards Task Team) is providing informal input into the current standard update effort by the IEEE and many of the key NASPI PSTT members are leaders in the IEEE and IEC harmonization and update efforts.

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No not at this time although NERC standard PRC-002 requires that Dynamic Disturbance Recorder equipment be installed by 2010 which will often include PMUs or other phasor measurement equipped devices.  NERC standards are mandated by federal laws in the US and Canada.

Tester-independent test cases?

Under development.

Evaluated for cyber-security?

Yes, in general NERC has reviewed PMU communications and concluded that currently the devices are not normally deemed as Cyber Critical Assets.  However each utility is responsible to develop their own cyber security policy and to determine whether to classify PMU related assets and phasor measurement communications equipment as Cyber Critical Assets.   

Maturity of standard 

The original standard was published in 2005.  A major update of the standard is underway by the IEEE Power System Relay Committee with draft for balloting expected in the spring of 2010.

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

Yes.  NASPI PSTT would be a proxy for a user's group for this purpose.

Is there a reference implementation recognized for conformance or interoperability?

Yes there is a "PMU Acceptance Test Checklist for Connecting to TVA SuperPDC" included in the "Guide for PMU Installation, Commissioning and Maintenance"

A.10 IEEE 1547 

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

A.11 IEEE 1686-2007 

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657 

Name of organization which accredits conformance and/or interoperability

None

Name of at least one test/calibration/inspection lab

Abidance Consulting (claims to do NERC CIP auditing)

Name of organization which accredits the testers

None

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

None

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Federal - NERC

Tester-independent test cases?

None

Evaluated for cyber-security (and by whom)?

No

Maturity of standard 

Stable, no expected changes

Does SDO write conformance test cases?

Abstract only, however 1686 has a "table of compliance" (checklist for no, meets spec, exceeds spec)

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO?

No

Is there a reference implementation recognized for conformance or interoperability?

No

A.12 NERC CIP 002-009 

http://www.nerc.com/page.php?cid=2|20 

Name of organization which accredits conformance and/or interoperability

NERC Regional entities are responsible for monitoring compliance of the registered entities within their regional boundaries, assuring mitigation of all violations of approved reliability standards and assessing penalties and sanctions for failure to comply. 

Name of at least one test/calibration/inspection lab

None

Name of organization which accredits the testers

NERC

Name of personnel certification programs (ex, ISO 9000)

NERC/Regional entities

Name of quality registrar

None

Self-declaration or inspected self-declaration or 3rd party testing?

NERC audits BES owners and operators for compliance 

Users Group to monitor standard (Product Mark?)

Yes.  NERC Security Guidelines Working Group (SGWG)

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Yes. Mandated by US and Canadian law for BES owners and operators

Tester-independent test cases?

N/A

Evaluated for cyber-security?

Yes. Cyber Security is the focus of this document.

Maturity of standard 

NERC CIP 002-009 are an evolution of NERC UA1200 which was adopted in 2003. Revision 2 of the NERC CIP standards was approved and published in 2009. It is anticipated that significant changes will be made to the standards in later revisions.

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

Yes.  NERC Security Guidelines Working Group (SGWG)

Is there a reference implementation recognized for conformance or interoperability?

No

A.13 NIST Special Publication (SP) 800-53 , NIST SP 800-82 

http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf 

Name of organization which accredits conformance and/or interoperability

NIST

Name of at least one test/calibration/inspection lab)

These SP800-53, -82 documents are guidelines, and cannot be tested to.

Name of organization which accredits the testers

NIST

Name of personnel certification programs (ex, ISO 9000)

None

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

None

Users Group to monitor standard (Product Mark?)

No

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

These are guidelines

Tester-independent test cases?

No

Evaluated for cyber-security (and by whom)?

Yes, since they are cyber security guidelines – evaluated by NIST

Maturity of standard

Many changes are in the process of being made to SP800-82

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO?

NIST

Is there a reference implementation recognized for conformance or interoperability?

No

A.14 Open Automated Demand Response (Open ADR) 

http://openadr.lbl.gov/pdf/cec-500-2009-063.pdf 

Name of organization which accredits conformance and/or interoperability

There is no accreditation group. This recommended demand response specification was developed by Lawrence Berkeley National Labs under funding by California Energy Commission.  There are two standards bodies, NAESB and OASIS that are discussing efforts to move the body of work in a standards development forum.

Name of at least one test/calibration/inspection lab)

None.

Name of organization which accredits the testers

None

Name of personnel certification programs (ex, ISO 9000)

Not applicable

Name of quality registrar 

Not applicable

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration

Users Group to monitor standard (Product Mark?)

User group exists, but reforming under Open SmartGrid under UCA International Users Group

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

The requirements specification has been selected for review and adoption by the NIST Interoperability Review Panel in Phase I

Tester-independent test cases?

No

Evaluated for cyber-security (and by whom)?

No

Maturity of standard

In development and pilot testing for 3 years

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No SDO selected at this time

Is there a mechanism to feed back field experience to SDO?

Discussion forum exists. Is regularly monitored by Technical Committee experts that meets 4 times per year.  Open discussions also underway at Open SmartGrid meetings

Is there a reference implementation recognized for conformance or interoperability?

No

A.15 OpenHAN 

http://osgug.ucaiug.org/utilityami/openhan/HAN%20Requirements/Forms/AllItems.aspx 

A.16 ZigBee/HomePlug Smart Energy Profile 

http://www.zigbee.org/Products/TechnicalDocumentsDownload/tabid/237/Default.aspx 

A.17 AEIC Guidelines v2.0 

http://www.aeic.org/meter_service/index.html 

Name of organization which accredits conformance and/or interoperability

None.

Name of at least one test/calibration/inspection lab)

None.

Name of organization which accredits the testers

None. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration.

Users Group to monitor standard (Product Mark?)

There is a utility-led committee that develops the guidelines.

Plug-fests performed?

No.

Is standard mandated at all? Locally, by-state/province? Federal?

Not explicitly mandated. Some utilities use the guidelines to filter vendors for RFQs.

Tester-independent test cases?

No.

Evaluated for cyber-security?

Not applicable.

Maturity of standard 

Version 1 published in 1998; version 2.0 expected in 2009. Initially tied to ANSI C12.19 and its revision cycle. Now includes ANSI C12.18, ANSI C12.21 and ANSI C12.22 in scope.

Does SDO write conformance test cases?

No.

Does SDO write interoperability test cases?

No.

Is there a mechanism to feed back field experience to SDO?

Yes, through the utility-led committee.

Is there a reference implementation recognized for conformance or interoperability?

No.

A.18 ANSI C12 Suite:

A.18.1 ANSI C12.1 

http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.1-2008    

Name of organization which accredits conformance and/or interoperability

· Example list from MET Labs:

· Nationally Recognized Testing Laboratory

· TCB (Telecommunications Certification Body) for FCC

· Measurement Canada

· A2LA 

· RF test facility for US, Canadian and international wireless standards

· OSHA licensed Nationally Recognized Testing Laboratory (NRTL) and is the leading meter testing and certification laboratory in the US 

· Public Service Commission of Maryland to act as an electricity submeter testing laboratory 

· Manufacturer declared.

· MET Labs (http://www.metlabs.com/pages/meterCertificationProgram.html)

· TUV Rheinland Group (US) does some testing as well

· Measurement Canada

Name of at least one test/calibration/inspection lab

MET Labs, TUV Rheinland Group (US), Measurement Canada, UL
Name of organization which accredits the testers

Different test capabilities by different groups as the standard contains safety tests, electro-magnetic compatibility tests, radio tests. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

All, depending on capability of manufacturer.

Users Group to monitor standard (Product Mark?)

None, no product mark.

Plug-fests performed?

Not applicable

Is standard mandated at all? Locally, by-state/province? Federal?

Mandated by most state PUC, Measurement Canada, other countries in the North American electricity meter market.

Tester-independent test cases?

Yes
Evaluated for cyber-security (and by whom)?

Not applicable.

Maturity of standard

Standard has been in use since 1910 and revisions are published every five years or so.

Does SDO write conformance test cases?

Yes

Does SDO write interoperability test cases?

Not applicable.

Is there a mechanism to feed back field experience to SDO)?

Through the ANSI C12 SC12.1 subcommittee.

Is there a reference implementation recognized for conformance or interoperability?

Not applicable.

A.18.2 ANSI C12.18/IEEE P1701/MC1218 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.18&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.18|null  

A.18.3 ANSI C12.20 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.20&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.20|null  

 Name of organization which accredits conformance and/or interoperability

· Example list from MET Labs:

· Nationally Recognized Testing Laboratory

· TCB (Telecommunications Certification Body) for FCC

· Measurement Canada

· A2LA 

· RF test facility for US, Canadian and international wireless standards

· OSHA licensed Nationally Recognized Testing Laboratory (NRTL) and is the leading meter testing and certification laboratory in the US 

· Public Service Commission of Maryland to act as an electricity submeter testing laboratory 

· Manufacturer declared.

· MET Labs (http://www.metlabs.com/pages/meterCertificationProgram.html)

· TUV Rheinland Group (US) does some testing as well

· Measurement Canada

Name of at least one test/calibration/inspection lab

UL, MET Labs
Name of organization which accredits the testers

Different test capabilities by different groups as the standard contains safety tests, electro-magnetic compatibility tests, radio tests. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

All, depending on capability of manufacturer.

Users Group to monitor standard (Product Mark?)

None, no product mark.

Plug-fests performed?

Not applicable

Is standard mandated at all? Locally, by-state/province? Federal?

Mandated by most state PUC, Measurement Canada, other countries in the North American electricity meter market.

Tester-independent test cases?

Yes

Evaluated for cyber-security (and by whom)?

Not applicable.

Maturity of standard

Standard has been in use since 1998 and revisions are published every five years or so.

Does SDO write conformance test cases?

Yes

Does SDO write interoperability test cases?

Not applicable.

Is there a mechanism to feed back field experience to SDO)?

Through the ANSI C12 SC12.20 subcommittee.

Is there a reference implementation recognized for conformance or interoperability?

Not applicable.

A.18.4 ANSI C12.21/IEEE P1702/MC1221 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null  

A.18.5 ANSI C12.22-2008/IEEE P1703/MC1222 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.22&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.22|null  

A.18.6 ANSI C12.24 

Draft standard – not yet approved

A.19 ANSI/CEA 709 and CEA 852.1 LON Protocol Suite 

A.19.1 ANSI/CEA 709.1-B-2002 Control Network Protocol Specification 

http://www.ce.org/Standards/browseByCommittee_2543.asp
ANSI/CEA 709.1-B defines the layer 2-7 protocol for a Local Operating Network protocol. The protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.19.2 ANSI/CEA 709.2-A R-2006 Control Network Power Line (PL) Chanel Specification 

http://www.ce.org/Standards/browseByCommittee_2545.asp
ANSI/CEA 709.2-B defines the a Power Line Carrier (PLC) physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.19.3 ANSI/CEA 709.3 R-2004 Free-Topology Twisted-Pair Channel Specification 

http://www.ce.org/Standards/browseByCommittee_2544.asp
ANSI/CEA 709.3 defines the a 78 kilobaud wired physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.19.4 ANSI/CEA-709.4:1999 Fiber-Optic Channel Specification 

http//www.ce.org/Standards/browseByCommittee_2759.asp

ANSI/CEA 709.4 defines the a fiber optic  physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.19.5 CEA-852.1:2009 Enhanced Tunneling Device Area Network Protocols Over Internet Protocol Channels 

http://www.ce.org/Standards/browseByCommittee_6483.asp
ANSI/CEA 852.1 specifies a method to transport ANSI/CEA 709 (LonTalk) protocols over the Internet.This standard also supports the CEA-600 protocols (CEBus) and is designed to support other similar protocols.

Name of organization which accredits conformance and/or interoperability

LonMark® International: http://www.lonmark.org 
Name of at least one test/calibration/inspection lab

LonMark uses the LonMark Certification Tool which is a web-based interactive process that allows a manufacturer to self certify - http://www.lonmark.org/certifications/device_certification/certification_tool 
Also, see http://www.lonmark.org/certifications/professional_certification/test_centers/registration.shtml#NA for list of North American test centers.
Name of organization which accredits the testers

LonMark
Name of personnel certification programs (ex, ISO 9000)

http://www.lonmark.org/certifications/professional_certification/
Name of quality registrar

LonMark
Self-declaration or inspected self-declaration or 3rd party testing?

Self testing is the norm.
Is there a Users Group to monitor the standard?

LonMark International
Plug-fests performed?

LON testing is mature and plug-fests are no longer needed/appropriate to achieve interoperability.
Is standard mandated by government?

No.
Tester-independent test cases?

Yes, though the tool.
Evaluated for cyber-security?

No. LonWorks has limited authentication but not encryption.
Maturity of standard

Yes. Mature and in use for many years.
Does SDO write conformance test cases? 

User’s association does test cases.
Does SDO write interoperability test cases? 

User’s association does test cases.

Is there a mechanism to feed back field experience to SDO?

Participation in the R7.1 Committee of the CEA.
Is there a reference implementation recognized for conformance or interoperability?

Yes,
A.20 CableLabs PacketCable Security Monitoring and Automation (SMA) 

http://www.cablelabs.com/specifications/PKT-TR-SMA-ARCH-V01-081121.pdf 

A.21 FIXML Financial Information eXchange Markup Language 

The FIX organization is the not-for-profit UK organization that is responsible for maintaining the Financial Information Exchange Protocol. FIX is the global standard for trading financial instruments. The FIX Protocol was created in 1994 and has steadily grown in adoption. There are over 10,000 companies globally that have implemented the FIX protocol. FIX enjoys widespread adoption in nearly 200 countries. FIX is used by exchanges, brokers, dealers, banks, trading firms, clearing houses. FIX participates in the ISO 20022 standardization process as well as playing a senior leadership role in the US X.9 Accredited Standards Committee. There are multiple standards support by the FIX that are in use within the energy markets. FIX is the standard syntax that enjoys the widest spread adoption. FAST is a lossless compression protocol that is primarily used for transmission of vast amounts of market data information. FIXML is the XML version of the FIX syntax. More information on FIX can be obtained at http:///www.fixprotocol.org
Name of organization which accredits conformance and/or interoperability

FIX Protocol Ltd. http://www.fixprotocol.org

Name of at least one test/calibration/inspection lab)

http://www.openfix.net operated by NYSE Technologies

Others vendors also provide FIX certification.

Name of organization which accredits the testers

FIX Protocol Ltd.

Name of personnel certification programs (ex, ISO 9000)

None at this time currently in discussion and planning. There are third party companies that provide FIX training.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

Counterparty testing, 3rd party testing has not been supported by the industry.

Users Group to monitor standard (Product Mark?)

FIX Protocol Ltd has an active membership of over 200 firms globally with a myriad of users groups, a Global Steering Committee, and a Global Technical Committee that oversees enhancements to the standard.

Plug-fests performed?

No. Not at this time.

Is standard mandated at all? Locally, by-state/province? Federal?

Not explicitly mandated. Some utilities use the guidelines to filter vendors for RFQs.

Tester-independent test cases?

Yes.

Evaluated for cyber-security?

Not applicable.

Maturity of standard 

The FIX Standard was officially released in 1994. Since that time there has been steady growth in terms of adoption and expansion in terms of business process coverage. FIX is considered a very mature and stable standard.

Does SDO write conformance test cases?

Yes

Session Level test cases very mature and robust.

Order handling matrices very mature and robust.

Does SDO write interoperability test cases?

Yes.

Is there a mechanism to feed back field experience to SDO?

Yes, through working groups and committees on a global level.

Is there a reference implementation recognized for conformance or interoperability?

FIX – Yes – several open source implementations

FAST – Yes – multiple open source implementations OpenFAST was built as a reference implementation. FIX Protocol provides a FAST Interopability testing portal.

FIXML – XML Syntax – not applicable – multiple examples.

References:

FIXML: http://www.fixprotocol.org/specifications/FIX.5.0SP2#FIXML_Schema
FAST: http://www.fixprotocol.org/fast
FIX: http://www.fixprotocol.org/specifications/ 

A.22 IEEE 1588 

http://ieee1588.nist.gov/ 

Name of organization which accredits conformance and/or interoperability

UCAIug

Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

None (however, a presentation by IEEE-ISTO ("Conformity Assessment & Certification –Industry Program Approaches") states "IEEE 1588 has strong potential for a conformity assessment program"

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

NIST has informal Users Group (ieee1588.nist.gov)

Plug-fests performed?

Yes, by IEEE PSRC H7 for verification of Power System Profile, also yearly at "IEEE Symposium on Precision Clock Synchronization for Measurement, Control and Communication"

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated.

Tester-independent test cases?

None

Evaluated for cyber-security?

No

Maturity of standard 

First version 2002, second edition is 2008 and has doubled in size (might not be entirely stable yet)

Does SDO write conformance test cases?

No.

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO)?

No

Is there a reference implementation recognized for conformance or interoperability?

No

A.23 Internet Protocol Suite 

A.23.1  IETF RFC 791 (IPv4) 

http://www.ietf.org/rfc/rfc791.txt   

Name of organization which accredits conformance and/or interoperability

NONE

Name of at least one test/calibration/inspection lab

Cannot locate any

Name of organization which accredits the testers

NONE

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

NONE

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

NONE

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No

Tester-independent test cases?

No

Evaluated for cyber-security?

No

Maturity of standard (various metrics, perhaps “days since last change” or “version per year”) : this indicates whether commercial testing is even feasible

Stable

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO?

None needed

Is there a reference implementation recognized for conformance or interoperability?

No

A.23.2  IETF RFC 768 (UDP) 

http://tools.ietf.org/html/rfc768  

Name of organization which accredits conformance and/or interoperability

NONE

Name of at least one test/calibration/inspection lab

Cannot locate any {although University of New Hampshire does test TCP, http://www.iol.unh.edu/services/testing/routing/testsuites/#Transmission_Control_Protocol_(TCP)__Operations_Test_Suite AND VPN consortium has http://www.vpnc.org/detail-basic-interop.html}

Name of organization which accredits the testers

NONE

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

NONE

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

NONE

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No

Tester-independent test cases?

No

Evaluated for cyber-security?

No

Maturity of standard 

Stable

Does SDO write conformance test cases

No

Does SDO write interoperability test cases 

NO

Is there a mechanism to feed back field experience to SDO?

None needed

Is there a reference implementation recognized for conformance or interoperability?

No

A.23.3 IETF RFC 2460 (IPv6) 

http://www.ietf.org/rfc/rfc2460.txt 

A.24 ISO/IEC 15045, "A Residential gateway model for Home Electronic System." 

http://www.iso.org/iso/catalogue_detail.htm?csnumber=26313 

Name of organization which accredits conformance and/or interoperability

This Final Committee Draft 15045-01 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 25, Interconnection of Information Technology Equipment. WG1  The Gateway Standard recognizes that there are many possible implementations of gateway technologies.  The necessary specificity for conformance or interoperability testing is not yet developed.

Name of at least one test/calibration/inspection lab 

None 

Name of organization which accredits the testers

This would originate within ISO/IEC JTC 1 SC 25

Name of personnel certification programs (ex, ISO 9000)

Not available at this time. Anyone can claim expert knowledge.

Name of quality registrar

None

Self-declaration or inspected self-declaration or 3rd party testing?

None Available

Users Group to monitor standard (Product Mark?)

No Established User group for this standard

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. 

Tester-independent test cases?

None

Evaluated for cyber-security (and by whom)?

The standard calls out several requirements for security functions within the standard but does not have a user group nor specific implementations for cyber security testing. 

Maturity of standard 

Standard has been in development since 

Does SDO write conformance test cases?

The SDO has written conformance clauses for products built to the standard.  These clauses would need to be augmented by test procedures of the physical media, networking profiles, or application level languages used over wide area and/or in-building. A Guidebook for Interoperability has been developed as ISO IEC 18012-2.  

Does SDO write interoperability test cases?

Abstract and conformance clauses only.  This would need to be augmented with specifics of various possible equipment designs.

Is there a mechanism to feed back field experience to SDO?

No formal user groups are established for this standard.

Is there a reference implementation recognized for conformance or interoperability

None

A.25 ISO/IEC 15067-3 "Model of an energy management system for the Home Electronic System." 

http://webstore.iec.ch/preview/info_isoiec15067-3%7Bed1.0%7Den.pdf 

Name of organization which accredits conformance and/or interoperability

This Final Committee Draft 15067-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 25, Interconnection of Information Technology Equipment. WG1  The Home Energy Management Standard is being revised for a third revision.  The standard recognizes that there are many possible implementations of In-building technologies.  The necessary specificity for conformance or interoperability testing is not yet fully developed for a general purpose home energy manager.  Testing is available for some of the specific physical media and technology called out within the standard. 

Name of at least one test/calibration/inspection lab 

None 

Name of organization which accredits the testers

This would originate within ISO/IEC JTC 1 SC 25

Name of personnel certification programs (ex, ISO 9000)

Not available at this time. Anyone can claim expert knowledge.

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

None Available

Users Group to monitor standard (Product Mark?)

No Established User group for this standard

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. 

Tester-independent test cases?

None

Evaluated for cyber-security?

The standard calls out several requirements for security functions within the standard but does not have a user group nor specific implementations and designs for cyber security testing. 

Maturity of standard

Standard is still in development at this time 

Does SDO write conformance test cases?

The SDO has written conformance clauses for products built to the standard.  These clauses would need to be augmented by test procedures of the physical media, networking profiles, or application level languages used for in-building networks connected to the energy manager. A separate Guidebook for Interoperability has been developed as ISO IEC 18012-2.  

Does SDO write interoperability test cases?

Abstract and conformance clauses only.  This would need to be augmented with specifics of various possible equipment designs.

Is there a mechanism to feed back field experience to SDO?

No formal user groups are established for this standard.

Is there a reference implementation recognized for conformance or interoperability?

None

A.26 ISO/IEC 18012, "Guidelines for Product Interoperability."  

http://www.iso.org/iso/catalogue_detail.htm?csnumber=30797 

http://www.iso.org/iso/catalogue_detail.htm?csnumber=46317 

Name of organization which accredits conformance and/or interoperability

ISO/IEC JTC 1 SC 25 WG1 is the SDO for this standard. This document is a companion for interoperability of other SC 25 WG1 Standards. A users group with conformance testing has not yet been established. 

Name of at least one test/calibration/inspection lab 

Not established at this time

Name of organization which accredits the testers

Not established at this time

Name of personnel certification programs (ex, ISO 9000)

Not available at this time outside of those related to enabling technologies for the HES or Home Gateway.

Name of quality registrar

Not yet established

Self-declaration or inspected self-declaration or 3rd party testing?

No

Users Group to monitor standard (Product Mark?)

User group has not been established and no product mark program is in place

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. 

Tester-independent test cases?

None Established

Evaluated for cyber-security?

Documents include cyber-security functions that have been reviewed by standards membership.  Actual evaluation of designs and implementations has not taken place

Maturity of standard 

The standard is relatively new.

Does SDO write conformance test cases?

Conformance taxonomy and lexicon is written by the SDO however, detailed interoperability or conformance test scripts are not written for a general purpose HES or Gateway.

Does SDO write interoperability test cases?

Conformance clauses are written by the SDO.  Detailed test cases and scripts are not developed.

Is there a mechanism to feed back field experience to SDO?

SDO is receptive to feedback on the supporting documents but user communities and implementations are not yet established. 

Is there a reference implementation recognized for conformance or interoperability?

No.

A.27 ITU Recommendation G.9960 (G.hn) 

http://www.itu.int/ITU-T/aap/AAPRecDetails.aspx?AAPSeqNo=1853  

A.28 MultiSpeak 

http://www.multispeak.org/About/specifications.htm 

OPC-UA Industrial 

A.29 (OGC) Open Geospatial Consortium Geography Markup Language (GML)

http://www.opengeospatial.org/standards

Name of organization which accredits conformance and/or interoperability

OGC – Open Geospatial Consortium, Inc.

Name of at least one test/calibration/inspection lab)

1.  OWS-5 Testbed, OGC Interoperability Initiative:

http://www.opengeospatial.org/pub/www/ows5/index.html
2. International Hydrology Interoperability Experiement

http://www.opengeospatial.org/pressroom/pressreleases/1100
3. OGC Web Services (OWS), Phase 7 (OWS-7)

http://www.opengeospatial.org/standards/requests/60

Name of organization which accredits the testers

OGC 

Name of personnel certification programs (ex, ISO 9000)

OGC and ISO coordiante shared personnel that is complementary to one another, through various resolutions of IS TC211 and OGC. The OpenGIS specifications are either ISO standards or will become ISO standard.

Name of quality registrar 

List of Registars: 

http://www.opengeospatial.org/resource/products

Self-declaration or inspected self-declaration or 3rd party testing?

Inspected Self declaration.

Users Group to monitor standard (Product Mark?)

No.

Within OGC, geospatial technology users work with technology providers. 

OGC facilitates the reaching of consensus for OpenGIS Specifications, which are publicly available specification standards that allow various geospatial systems to interoperate.  The technical committee reviews the specification for interfaces and encodings; then the Technical and Planning Committee approve the OpenGIS specification for release to the public

Plug-fests performed?

Yes.

Is standard mandated at all? Locally, by-state/province? Federal?

These are guidelines

Tester-independent test cases?

No

Evaluated for cyber-security (and by whom)?

No.

Maturity of standard

OGC was formed in 1994.  The first approved  implementation specification was in 1997 and the first Interoperability testbed was implemented in 1999.  Today, proposed standards continue to mature within the OGC program through public input, suggested changes and public comment. Members then consider the request(s) and instigates a formal member vote.  Draft standard specifications that are unanimously approved become an approved standard.  It is then publicly available on the OGC website, free of charge.   Through the success of the OpenGIS specifications, hundreds of commercial and open source geospatial products are and have been implemented worldwide.

Does SDO write conformance test cases?

Yes.

CITE (Conformance and Interoperability Test and Evalutation) provides metholodolgy and tools for testing products’ conformance to the Open GIS specification; thus, testing the interface for response and behavior defined in the specification.

Does SDO write interoperability test cases?

Yes, related to the CITE initiative, as defined above.

Is there a mechanism to feed back field experience to SDO?

Yes through OGC; there is a technical resolution process in place. 

Is there a reference implementation recognized for conformance or interoperability?

Yes.

There is a CITE Portal with links to websites that implement the official OGC reference implementation of the OpenGIS WMS and WFS Specifications .

A.30 US DOT NTCIP 1213 Electrical Lighting and Management Systems

US Department of Transportation’s  Federal Highway Administration’s Intelligent Transportation System (ITS) Standard NTCIP 1213, “Electrical Lighting and Management Systems (ELMS) 

A.31 Template

Name of organization which accredits conformance and/or interoperability

Name of at least one test/calibration/inspection lab

Name of organization which accredits the testers

Name of personnel certification programs (ex, ISO 9000)

Name of quality registrar

Self-declaration or inspected self-declaration or 3rd party testing?

Is there a Users Group to monitor the standard?

Plug-fests performed?

Is standard mandated by government?

Tester-independent test cases?

Evaluated for cyber-security?

Maturity of standard

Does SDO write conformance test cases? 

Does SDO write interoperability test cases? 

Is there a mechanism to feed back field experience to SDO?

Is there a reference implementation recognized for conformance or interoperability?

Appendix B  Test Lab Survey
This appendix contains the raw results of the survey of test labs. 
B.1 Test Lab A

	Identity of Test Lab

	
	Name of Testing Organization
	     

	
	Full Legal Name, if different
	     

	
	Address
	     

	
	Web Site
	     

	
	Phone
	     

	
	Primary Contact Person
	     

	
	Submitter of this Survey, if different
	     

	Standards Tested

Which of the following standards does the organization test and/or certify?  Add any additional standards that the organization tests in the blanks provided.

	AMI-SEC
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	AEIC Guidelines 2.0
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	ANSI C12.19
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Other ANSI C12 Suite (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	BACnet
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ANSI/CEA 709, CEA 852.1 (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	DNP3
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	CableLabs PacketCable SMA
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 60870-6 / ICCP
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	FIXML
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61850
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	IEEE 1588 PTP
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61968
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Internet Protocol Suite (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61970
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC 15045-1 
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 62351
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC TR15067-3
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC C37.118
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC 18012-1
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEEE 1547
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ITU G.9960 or other G.hn
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEEE 1686
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	MultiSpeak
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NERC CIP 002-009
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	OPC-UA Industrial
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NIST SP 800-53
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	GML
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NIST SP 800-82
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Object Definitions for ELMS
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	OpenADR
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months   

	OpenHAN SRS
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months

	Smart Energy 2.0
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months 

	Testing Process

Please fill out this portion for each of the standards identified previously.

	
	Number of the standard
	     

	
	Title of the standard
	     

	
	Name of owner organization of the standard (e.g. IEC)
	     

	
	What is the name of the users group or manufacturers group that supports this standard (if any)?
	     

	
	What type of test procedures do you use to test this standard? (please check all that apply)
	 FORMCHECKBOX 
 Internal to this lab

 FORMCHECKBOX 
 Published by standards organization

 FORMCHECKBOX 
 Published by users group

 FORMCHECKBOX 
 No procedures, informal testing 

	
	Are there test vectors (pre-prepared data) used in testing? (please check all that apply)
	 FORMCHECKBOX 
 Internal to this lab

 FORMCHECKBOX 
 Published by standards organization

 FORMCHECKBOX 
 Published by users group

 FORMCHECKBOX 
 No procedures, informal testing 

	
	What types of testing programs do you perform for this standard?

(please check all that apply)
	 FORMCHECKBOX 
 Interoperability Testing

 FORMCHECKBOX 
 Conformance Testing

 FORMCHECKBOX 
 Security Testing

	
	What types of certificates do you issue for this standard?

(please check all that apply)
	 FORMCHECKBOX 
 Interoperability Certificate

 FORMCHECKBOX 
 Conformance Certificate

 FORMCHECKBOX 
 Security Certificate (paper document)

 FORMCHECKBOX 
 No Certificates

	
	What type of testing do you perform?
	 FORMCHECKBOX 
 Self-test of products produced by this company

 FORMCHECKBOX 
 Independent testing of others’ products

	
	Is there a program to approve test labs?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	If there is a program, is your lab approved?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No   FORMCHECKBOX 
 No program exists

	
	What organization, if any, approves the test labs?
	     

	
	Is there a defined process for users to make technical comments on the specification and resolve them?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there a published conformance checklist or table?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Are there defined conformance blocks or subsets?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Approximately how many vendors provide test tools?
	     

	
	Are there tools for pre-certification prior to testing?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there a method for users, testers and implementers to ask questions about the standard and have them answered?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there application testing for specific uses?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not applicable   

	
	Do you test against a “golden” or “reference” implementation?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 Available but do not use it   FORMCHECKBOX 
 Not available

	
	Who typically funds the testing? (check all that apply)
	 FORMCHECKBOX 
 User  FORMCHECKBOX 
 Users Group  FORMCHECKBOX 
 Vendor  FORMCHECKBOX 
 Confidential

	
	Is this testing mandated by a government organization? (please check all that apply and provide names)
	 FORMCHECKBOX 
 Local  FORMCHECKBOX 
 State / Provincial  FORMCHECKBOX 
 Federal

     


B.2 Test Lab B etc.

	Identity of Test Lab

	
	Name of Testing Organization
	     

	
	Full Legal Name, if different
	     

	
	Address
	     

	
	Web Site
	     

	
	Phone
	     

	
	Primary Contact Person
	     

	
	Submitter of this Survey, if different
	     

	Standards Tested

Which of the following standards does the organization test and/or certify?  Add any additional standards that the organization tests in the blanks provided.

	AMI-SEC
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	AEIC Guidelines 2.0
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	ANSI C12.19
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Other ANSI C12 Suite (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	BACnet
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ANSI/CEA 709, CEA 852.1 (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	DNP3
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	CableLabs PacketCable SMA
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 60870-6 / ICCP
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	FIXML
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61850
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	IEEE 1588 PTP
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61968
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Internet Protocol Suite (list)
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 61970
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC 15045-1 
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC 62351
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC TR15067-3
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEC C37.118
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ISO/IEC 18012-1
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEEE 1547
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	ITU G.9960 or other G.hn
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	IEEE 1686
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	MultiSpeak
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NERC CIP 002-009
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	OPC-UA Industrial
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NIST SP 800-53
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	GML
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	NIST SP 800-82
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	Object Definitions for ELMS
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    

	OpenADR
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months   

	OpenHAN SRS
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months

	Smart Energy 2.0
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No    
	     
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months 

	Testing Process

Please fill out this portion for each of the standards identified previously.

	
	Number of the standard
	     

	
	Title of the standard
	     

	
	Name of owner organization of the standard (e.g. IEC)
	     

	
	What is the name of the users group or manufacturers group that supports this standard (if any)?
	     

	
	What type of test procedures do you use to test this standard? (please check all that apply)
	 FORMCHECKBOX 
 Internal to this lab

 FORMCHECKBOX 
 Published by standards organization

 FORMCHECKBOX 
 Published by users group

 FORMCHECKBOX 
 No procedures, informal testing 

	
	Are there test vectors (pre-prepared data) used in testing? (please check all that apply)
	 FORMCHECKBOX 
 Internal to this lab

 FORMCHECKBOX 
 Published by standards organization

 FORMCHECKBOX 
 Published by users group

 FORMCHECKBOX 
 No procedures, informal testing 

	
	What types of testing programs do you perform for this standard?

(please check all that apply)
	 FORMCHECKBOX 
 Interoperability Testing

 FORMCHECKBOX 
 Conformance Testing

 FORMCHECKBOX 
 Security Testing

	
	What types of certificates do you issue for this standard?

(please check all that apply)
	 FORMCHECKBOX 
 Interoperability Certificate

 FORMCHECKBOX 
 Conformance Certificate

 FORMCHECKBOX 
 Security Certificate (paper document)

 FORMCHECKBOX 
 No Certificates

	
	What type of testing do you perform?
	 FORMCHECKBOX 
 Self-test of products produced by this company

 FORMCHECKBOX 
 Independent testing of others’ products

	
	Is there a program to approve test labs?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	If there is a program, is your lab approved?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 In 6 months  FORMCHECKBOX 
 No   FORMCHECKBOX 
 No program exists

	
	What organization, if any, approves the test labs?
	     

	
	Is there a defined process for users to make technical comments on the specification and resolve them?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there a published conformance checklist or table?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Are there defined conformance blocks or subsets?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Approximately how many vendors provide test tools?
	     

	
	Are there tools for pre-certification prior to testing?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there a method for users, testers and implementers to ask questions about the standard and have them answered?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No    

	
	Is there application testing for specific uses?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not applicable   

	
	Do you test against a “golden” or “reference” implementation?
	 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 Available but do not use it   FORMCHECKBOX 
 Not available

	
	Who typically funds the testing? (check all that apply)
	 FORMCHECKBOX 
 User  FORMCHECKBOX 
 Users Group  FORMCHECKBOX 
 Vendor  FORMCHECKBOX 
 Confidential

	
	Is this testing mandated by a government organization? (please check all that apply and provide names)
	 FORMCHECKBOX 
 Local  FORMCHECKBOX 
 State / Provincial  FORMCHECKBOX 
 Federal
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