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Introduction
The Smart Grid Testing and Certification Committee (SGTCC) creates and maintains the necessary documentation and organizational framework for compliance, interoperability and cyber security testing and certification for SGIP-recommended Smart Grid standards.

This document has been prepared by the Roadmap workgroup of the Smart Grid Testing and Certification Committee (SGTCC) to describe the project plan and deliverables to be developed through the SGTCC. Each deliverable’s purpose is described, along with a goal/description and a work plan consideration for 2011. This project plan is a living document and will evolve through close collaboration with industry stakeholders to assure that identified issues and needs are addressed by the SGTCC. The SGTCC may choose to add new or expand existing deliverables moving forward based on identified needs of the SGIP, however those described in this document provide the groundwork for testing and certification activities undertaken by the SGIP.

Progress towards completion of goals for the SGTCC deliverables is tracked through the use of Quad Charts. A Quad Chart showing a snapshot of current status and completion to goals for all active SGTCC deliverables can be found on the ”SGTCC TWiki”.
2011 Active Deliverables

The active SGTCC deliverables for 2011 are as follows:
	2.
Relevant Terminology

	3.
Smart Grid Standards “Test Readiness” and Prioritization of Interop Test Issues

	4.
Produce Interoperability Process Reference Manual (IPRM)

	5.
Lab Qualifications Criteria

	7.
Building Test Community User Groups

	8.
IPRM Implementation Process and Roll Out

	9.
End-to-End Test Considerations

	10.
Security

	11.
Outreach Communication


Detailed Deliverables

1. Mission and Objectives of the Smart Grid Testing and Certification Committee (SGTCC)

Purpose: A high level mission statement and scope of activities to be undertaken by the SGTCC is needed to structure the work efforts and communicate expectations both within the SGTCC, as well as the broader SGIP membership.

Work Description: A mission statement for the SGTCC will be developed, along with a listing of objectives for the SGTCC. This deliverable will define what is in scope for committee activities, as well as those that are considered out of scope, to help assure clear direction for SGTCC activities.

Mission:

The mission of the SGTCC is to coordinate creation of documentation and organizational frameworks relating to compliance testing and certification to Smart Grid (SG) interoperability and cyber security standards.  The documentation and frameworks will be consistent with and supportive of the "NIST Framework and Roadmap for Smart Grid Interoperability Standards" a.k.a. the "NIST Standards Roadmap".  They will incorporate attributes adopted and established by legislation, regulations, industry recognized standards working groups and business best practices.  They will help establish a baseline which can readily mature over time in concert with field deployments.  The SGTCC will remain cognizant of versioning and backward compatibility, and coordinate feedback to and from the recognized industry standards groups, legislators and regulators for consideration in future activities.

The SGTCC will not be responsible for establishing or creating standards, test cases, test plans, certification programs, test environments, testing programs, research and development programs or developing testing tools, but will provide guidance in identifying these areas through a standardized framework.

Objectives:

The SGTCC objectives will include the development of an action plan with the support of relevant parties to establish a standardized framework (e.g., tools, materials, components and examples) which can be used by those performing testing for and certification of compliance with interoperability and cyber security standards.  The framework should include: 

· Qualification criteria for development of test reports

· Qualification criteria for issuing certification documents

· Example processes (Use Cases) and documentation associated with testing and certification activities which can mature over time and in concert with in-the-field deployments and technology evolution

· Example processes which can be used in providing feedback, including best practices, to the various industry recognized standards groups, vendors, legislators and regulators to improve standards and conformance documentation (test reports and certifications)

· Definitions of gaps which can be used to identify and communicate the need for additional working groups in support of interoperability standards development, testing and certification 
2. Relevant Terminology

Goal: A glossary of terms relevant to testing and certification shall be established to assure common use of terminology for the SGTCC.

Work Description:  The SGTCC will construct a vocabulary relevant to the conformity assessment activities for Smart Grid products, processes, systems, or persons utilizing already-developed and accepted terminology wherever possible. Work plan activities will include:

· Researching and reviewing current documents/references for existing terminology and definitions
· Developing an initial list of relevant terms and distribute to the terminology team and then to the SGTCC for final review
·  Identifying and finalizing the terms that the SGTCC deems necessary for inclusion
·  Assigning owners to each for investigation of definitions and attribution.
·  Collating terms and definitions
· Determine whether or not to pull into 1 doc and consider putting on Twiki as well
2010 Accomplishments: A draft of this deliverable was started in 2010 and was put on hold due to activity on other higher priorities.
2011 Work Consideration: Pick up from where this activity left off in 2010 and capture terminology used in 2010 and related deliverables as well as other applicable terminology.
3. Smart Grid Standards “Test Readiness” and Prioritization of Interop Test Issues 

Many standards, including those on the NIST Standards Roadmap, do not fully identify testing methodologies for standards conformance, which limits commercial testing lab support and consistent programs associated with those standards. Further, interoperability issues are often associated with multiple standards such that conformance to one specific standard may be insufficient. This deliverable includes tasks that assess the test readiness of Smart Grid standards that satisfy end user expectations, prioritization of issues that are impacted by testing needs associated with those standards, and engagement with Standards Setting Organizations (SSOs) and test program operators to advocate their development of well documented procedures and programs to enable Smart Grid interoperability. The SGTCC may prioritize work items based on available volunteer resources.  

Goal:  Develop and implement a prioritization methodology that identifies test, interoperability and certification issues associated with the NIST Standards Roadmap based on critical needs noted by end users.
 Work Description:  This section includes how to determine the priority gaps where programs are needed for standards across the current landscape.  This section includes creating processes for identifying and addressing current interoperability needs and issues. 

Guiding principles for this deliverable include:
· The priority for assessment is based on the NIST Standards Roadmap
· The most critical factor in determining whether an interoperability issue exists for a standard is whether vendors are delivering products that meet the interoperability expectations of their customers
· Consider current status of standard implementations and the trajectory of current activities – i.e. are the issues identified by customers already being addressed by the industry but the results just haven’t shown up yet on the ground
· Assessing interoperability issues of vendor products can encompass both intra-standard products – i.e.., do the vendors implement the interface protocols in the same way so that one product could be substituted for another – and inter-standard or inter-layer (transport to syntax to semantic, etc.) interoperability issues
Key activities in the work plan include:
· Evaluate the EnerNex Landscape deliverable to assess how it can be best used to facilitate prioritization of interoperability test and certification issues
· Evaluate survey results associated with EnerNex Landscape deliverable to help identify standards readiness for testing, and SSO engagement in supporting testing for the priority standards
· Develop input from vendors and utilities on their practices and experiences to build upon the landscape deliverable and broaden the information available for the prioritization efforts (i.e. ground up approach)

· Establish the processes to identify the roles and issues with standards within the context of the landscape (i.e., which standard or set of standards are supporting a specific component or domain. For example, IEC CIM 61968 part 9, and ANSI C12.19 meter events within the context of an AMI network – a process will be created to help identify current issues with these standards and how they are related to the EnerNex Landscape.)

· Understand the magnitude and complexity of testing associated with each of the standards in the NIST Standards Roadmap
· Establish the processes for categorizing and setting priorities on standards, and implement a process to organize standards into a set of categories.  This is intended to help with the identifying "High Priorities”
2010 Accomplishments: The Work Group focused on working with the Enernex Landscape document to extend it and develop a tool for assessing interoperability maturity for a test and certification program for a specific standard.  The result, called the Interoperability Maturity Assessment Model for test and certification programs (IMAM) and companion Questionnaire and scoring system was piloted on more than 10 Interoperability Test and Certification Authorities (ITCAs).  The results have been documented on the SGIP TWIKI and in a paper at Grid-Interop 2010.

The IMAM was developed in parallel with the IPRM.  The SGIP TCC decided that only one initial process would be presented to the SGIP for approval and the IPRM represented a more detailed roadmap for ITCAs to use.  The IMAM served its initial purpose by identifying several specific mature test and certification programs during the pilot process.

2011 Work Consideration: The IMAM was put on hold for a period in order to complete the IPRM. The intent has always been to revisit it and put the product to valuable service in the SGIP.  The IMAM is already being leveraged to conduct ITCA IPRM assessments.  Further, there is consideration of using the IMAM as 1) a self-assessment tool for ITCA’s and 2) a modified version for assessing overall maturity of an individual interoperability standard and eco-system implementing that standard. There is also been discussion about assessing higher levels of interoperability maturity between domains and across standards. There are at least three possible directions the SGTCC could take the IMAM in 2011:

1. Decide whether the current IMAM could be useful as a precursor to the IPRM process or whether some revisions need to be done to make the IMAM more clearly similar in scope to the IPRM and then either: 1) complete the revisions and distribute and promote the IMAM or 2) simply promote the use of the current IMAM.
2. Use the IMAM to assess maturity of a specific Smart Grid standard.
3. Apply the methodology for doing assessments used in the IMAM to systematically identify inter and intra-domain gaps in the Smart Grid standards portfolio being considered and adopted by the SGIP, NIST and the industry.

4. Produce Interoperability Process Reference Manual (IPRM)

Goal:   Assemble a document which brings together best practices for achieving standards-based, interoperable Smart Grid products, to be called an Interoperability Process Reference Manual (IPRM).  The IPRM will provide the material for the SGIP SGTCC to use in both the evaluation of existing practices relative to the adopted NIST/SGIP Smart Grid standards and for assistance in improving the practices for a specific standard or set of standards.

Description: The Interoperability Process Reference Manual (IPRM) is the definitive framework document for all product and system testing and certification programs sponsored by industry (industry is a broad term and may include government sponsored programs also).  The IPRM describes requirements for Testing Organizations (TO's) and Certification Organizations (CO's) to successfully facilitate conformity assessment to product or system interoperability and cyber security standards.  
The IPRM shall include salient features of the GridWise Interoperability Context-Setting Framework (GWAC Stack) and works from testing and certification documents of various industry groups, users groups, technology alliances and standardization bodies (e.g., WiMax Forum, ZigBee Alliance, Wi-Fi Alliance, HomePlug Alliance, IEEE, UCAIug OpenSG, etc). 

The IPRM shall include, but is not limited to, the following features recognized as best practice elements.
1. Certification Program Design and Governance

a. Certification Program Manager Roles and Responsibilities

b. Stake Holder / Interested Party business and use case interoperability forum

c. Mechanism to percolate issues up to steering bodies and liaison organizations for business, regulatory, and standards interoperability

d. Certified Product List Control

e. Test Case Reference List Control

f. Certificate Control

g. Qualified Product Notification

h. Compliant Portion description

i. Change and Revision Control

j. Problem Resolution Procedure

k. Business practices

l. Accreditation of certification programs according to ISO/IEC Guide 65

2. Test Laboratory Certification and Management

a. Accreditation requirements for Test laboratories according to ISO 17025 as a guide

3. Technical Program Design

a. Types of certification or interoperability test programs – e.g., plug-fests for both inter- and intra- standard operability

b. Standardized test tools – e.g., test harnesses

c. Validation of Test Harness or tools

d. Best Practice approach to product testing and certification 

e. Product or record retention requirement per Compliance Folder

f. Experience structure of qualified personnel and test lab organizations

g. Central or “Lead” laboratory organization implementation

h. Mechanism of test results inheritance, include modular testing and certification

i. Digital Certificate issuance program

4. Results Assessment and Improvement

a. Monitoring and Auditing Program

b. Continual Improvement Program, including corrective and preventive action

c. Interaction with Standard writing committees

The IPRM shall take into account the GWAC Stack, and hence a product development lifecycle interoperability framework.  This includes interoperability related working groups and implementation of plug-fests to facilitate standards development process with an emphasis on interoperability.   

Upon product realization phase of the lifecycle, a product testing and certification model may be useful and there are numerous examples to reference. 

2010 Accomplishments: The Work Group completed the development of an IPRM Version 1.0 document in an open and collaborative manner with the assistance of utilities, product vendors, standards groups, testing and certification authorities and other SGTCC work groups.  The IPRM is considered to be a foundational component in the overall development of a robust framework for conformity testing and certification of Smart Grid devices and systems to ensure interoperability and cyber security.

The completion of the IPRM supports the goal of establishing a transition year in 2011 in which Interoperability Testing and Certification Authorities (ITCAs) wishing to be deemed “SGIP ITCA” conformant will receive assistance in transitioning from their current management system to incorporate processes designated in the IPRM.

Additional enhancements to the IPRM are expected to be incorporated in the document as “Best Practices for Interoperability Test Construction” is obtained from testing labs and certification bodies who align themselves with the Manual’s concepts.

2011 Work Consideration: Monitor the efforts of the other SGTCC work groups, testing labs and certification bodies and consider document feedback information which may need to be incorporated in the IPRM (i.e. a 1.1 or 2.0 of IPRM) as part of an annual review process. The IPRM Implementation Process and Roll Out effort is being worked on under deliverable # 8 and feedback from the roll out process activity will be used to update the IPRM document.
5. Lab Qualifications Criteria 

Goal: Understand current test laboratory capabilities, qualifications and practices relative to services that support the NIST/SGIP priority standards implementation, and identify issues necessary to address to support interoperability verification.

Description: A review of various lab qualification industry practices, applicability and effectiveness of such practices for the prioritized standards. The work plan will include:
· Identification of industry lab qualification processes (e.g., ISO 17025, organization specific criteria)   and their current application in testing programs associated with the NIST priority standards
· Requirements and expectations of stakeholders such as utilities in current practice
· Identify barriers and challenges for implementing qualification processes versus volume of testing to support specialized facilities
· Identify testing supply chain issues – vendor test qualification expectations on sub-system providers as compared to end user expectations on vendors, as well as qualification criteria mandated by government and authorities having jurisdiction

2010 Accomplishments: A Manual Version 1.0 has been completed where criteria for both laboratories and certification bodies are stated.  The Manual title is “Qualification Criteria for Testing Laboratories and Certification Bodies.”

2011 Work Consideration: The Manual includes placeholder appendices for requirements that might supplement the ISO Guide 65 and ISO 17025 Standards.  Subject matter experts may be solicited for input on whether these appendices need detail for areas specific to interoperability and cyber security.

Due to the concentrated efforts on completing the IPRM, the LabQual Manual has not yet been presented to the overall SGTCC.  SGTCC should be solicited for adoption of the Manual, and participation in completing the appendices (if considered necessary). Further activities related to this effort are anticipated to be undertaken by WG8 (IPRM Implementation), and work considerations are summarized in Roadmap Deliverable 8.
6. Smart Grid Testing Economic Justification Position Paper

Develop a position paper on the economic considerations of Smart Grid interoperability and conformity assessment programs that must be addressed to justify sustainable and cost effective operation.

Goal: Understand business and technical trade-offs required to achieve and implement the necessary interoperability measures identified in the preceding deliverables.
Description: This deliverable will address the issues to be considered in establishing a sustainable, successful business model so the costs for interoperability certification do not significantly increase the cost of devices and systems. 

Most successful technologies have three attributes in common: 1) they are standards based, 2) strong industry or government support for certification, and 3) independent certification programs are put into place
This deliverable will identify the relevant parameters and policies to consider in constructing a robust, effective, yet cost efficient Smart Grid Certification program, considering the following points: 
· Implementation considerations, including survey of existing programs

· Strong stakeholder support
· Consolidated effort, nationally and globally, to avoid repeated work    
· Off-the-shelf solutions for test harness and equipment development
The work plan for this deliverable will include: 

a. researching industry for current business models which are in place (e.g., WiMax forum) 

b. deducing applicable lessons

c. Researching and Identifying what would be key benefits for various stakeholders

d. Identifying methods for measuring Return on Investment calculations

Target Completion Date: Deliverable put on hold for 2011, will reconsider in 2012
7. Building Test Community User Groups
Goal: Provide opportunities to bring together community of companies and individuals involved with SmartGrid product/system testing.
Description: Engaging those stakeholders involved in technology testing early in the process will help in the distribution of knowledge and needs relative to achieving and accelerating certification of Smart Grid elements. Work plan activities for this deliverable include:

· Assess opportunities for industry user groups and/or workshops

· Engage with SSOs to expedite their involvement in test/certification ready standards associated with their area of interest

· Implement and support web based/wiki information portals for Smart Grid testing

· Encourage implementation of structured remote testing where appropriate and practicable

· Encourage exchange of open and non-proprietary test plans to work towards commonality in approach for test programs associated with specific standards

2011 Work Consideration: Identify Interoperability Testing and Certification Authorities (ITCAs) who are wishing to be deemed “SGIP ITCA” conformant and provide assistance in transitioning from their current management system to incorporate processes designated in the IPRM Version 1.0.

8. IPRM Implementation Process and Roll Out
Goal: Develop a systematic process that an ITCA can use to (a) implement the IPRM into its certification program, and (b) assess effectiveness of IPRM implementation. 
Description: This work item will involve the development of processes and artifacts to help progress ITCAs towards conformance with the IPRM.  
Anticipated deliverables:

1.  Support or administration tools for IPRM stakeholders. 
2.  Mapping tool for ITCA use in correlating its Certification Program with the IPRM.

3.  Identification of interoperability and cyber security requirements that supplement specific ISO 17025 clauses.

4.  Identification of interoperability and cyber security requirements that supplement specific ISO Guide 65 clauses.
5.  Guidance for Accreditation Bodies when assessing Certification Bodies and Testing Laboratories to ITCA Certification Program Requirements.
6. Establishing liaisons with appropriate SDOs so that feedback of interoperability/testability issues can be provided.

7.
Support the timely updating of the IPRM by providing continuous feed back to the effort under deliverable # 4 - Produce Interoperability Process Reference Manual (IPRM).
9. End-to-End Test Considerations
Interoperability issues are often associated with multiple standards such that conformance to one specific standard may be insufficient to insure system-level interoperability across multiple systems and multiple standards.  The deliverables for this WG include tasks that assess the test methods currently employed for Smart Grid End-to-End testing, development of a model for how End-to-End tests can occur based on industry use-cases, engagement with Standards Setting Organizations (SSOs) and test program operators to advocate their development of well documented procedures and programs for End-to-End testing to enable Smart Grid interoperability.  The SGTCC may prioritize work items based on available volunteer resources.

Goal: Model interoperability testing for multiple abstract use scenarios that support a business function that crosses multiple smart grid systems and/or standards within the seven Smart Grid Conceptual Model domains.  The use cases should be inter-domain or intra-domain but touch at least two distinct standards.  A use scenario would represent a core SG function such as automated meter reading.

Description: This section includes the specific work tasks that the Work Group has determined will achieve the goal of Task 9.  It should be noted that a number of challenges arise in addressing this subject such as a lack of a formally designated authority with industry responsibility for end-to-end testing activities.

The primary work task is to develop a conceptual model document that focuses on interoperability testing of functions that move between systems and include more than one standard. 

Key tasks to accomplish this goal include:

· Review end-to-end test methodologies and results that have been done and can be made public - e.g., State of Texas, National Grid and Consumer’s Energy End-to-End test beds and tools
· Define end-to-end testing scope and characteristics
· Abstract a model for this type of testing that can serve as an “IPRM” for end-to-end testing activities and document the model for guidance to organizations conducting end-to-end testing
· Develop a method for informing ITCAs of issues needing corrective action stemming from the experience doing end-to-end testing and consider using independent third party accreditation bodies as the surveillance mechanism to find and report such issues as they assess test labs for competency to ISO/IEC 17025 

· Identify and catalogue standard use cases and abstract test cases for end-to-end testing based on business functions that cross multiple standards and systems within the 7 domains of the smart grid conceptual model
· Develop a directory of end-to-end test beds including equipment, software applications, test data sets supporting the use-cases, key strengths, affiliations and certifications, experience, availability business terms and conditions, etc.
· Consider establishment of a certification or assessment program for end-to-end Smart Grid Interoperability test beds

Some possible guidelines for developing the End-to-End test model include:

· Describe a business function where more than one standard supports the business function where a single  ITCA does not cover the business function
· Products participating should already be certified by appropriate ITCA’s before being included in end-to-end tests
Potential definition of “End-to-End”: crosses two or more domains (NIST 7 conceptual domains- see "NIST Framework and Roadmap for Smart Grid Interoperability Standards" a.k.a. the "NIST Standards Roadmap"): follows a business process across multiple standards either within a specific domain or between domains
10. Security
Goal: Cyber, physical, and cyber-physical security are cross-cutting issues across the Smart Grid and to ensure a product, architecture, and implementation have limited risks to a utility’s asset, security testing needs to be considered and integrated into interoperability and compliance testing.  The key goal of SGTCC security testing will be to coordinate with the SGIP Cyber Security Working Group (CSWG) Testing and Certification subgroup to ensure that security is integrated into all deliverables of the SGTCC.

Description: Work plan activities for this deliverable include:

· Coordinate efforts between the SGTCC and the CSWG

· As the IPRM is updated, security testing frameworks to be used by the test vendors and labs will be included as references

· As the Lab Qualification Criteria manual is updated, the cyber security portion will continue to have updated requirements and documentation

· Develop a basic procedure for reviewing standards, writing security test requirements, and writing security test scenarios that can be used as a template for future test suites

· The CSWG will continue to coordinate the CSWG roadmap and three year plan efforts and integrate the work into the SGTCC activities and deliverables

11. Outreach Communication
Goal: A methodical and well executed outreach communication, education and marketing plan is needed to build the necessary industry awareness of SGTCC recommendations and to help in providing the support from the SGTCC to industry stakeholders as they move towards implementation. A key outcome of the outreach program is to make the TCC process transparent by informing the smart grid stakeholders about TCC activities, deliverables and recommendations, and to influence the decisions of ITCAs to support and adopt SGIP TCC recommendations.
Description: Implementation of the SGTCC recommendations and use of the artifacts developed by the SGTCC requires that end users, vendors and other industry stakeholders are aware of the SGTCC, its role, publically available work products, and the intent and application of those work products. Successful implementation is dependent upon 1) communicating compelling benefits for adopting TCC recommendations and 2) users of Smart Grid technology requiring conformance to these recommendations as a part of the procurement process. Outreach to stakeholders will be executed by the SGTCC including:
· Development of a TCC Communications, Education and Marketing Plan

· Creation of Collateral efforts to Support SGTCC Work Products

· Collaborate with the SGIP GB CME working group to refine and distribute information, particularly regarding broad industry impacts of TCC recommendations and any decisions that GB takes based on TCC recommendations
· Collaborate with the SGIP GB Task Force on International outreach to establish contacts with other similar organizations worldwide for exchange of best practices

· Collaborate with the PR group coordinated by the Administrator (contracted by NIST to support GB and SGIP activities) in creating PR newsletter and PR press releases as needed to promote TCC deliverables and recommendations 

· White Papers, Presentation Materials for publication and presentation

· Deliver workshops on the IPRM to inform industry stakeholders

· Seek SGTCC presentation opportunities at industry events; potential events include:

· Grid-Interop

· GridWise Alliance Global Forum

· Connectivity Week

· Grid Week

· Other (IEEE PES events, testing focused events, regulatory focused events, etc.)
· Seek SGTCC presentation opportunities to address end-user/deployment concerned stakeholders
Additional Topics (for Development and Future Inclusion in SGTCC Roadmap) 

· Review and implement agreed upon activities arising from formal relationship with the SGIP Smart Grid Architecture Committee

· Incorporate trialing of a standard(s) through the testing and certification framework as it develops as an iterative step to evaluate effectiveness of the framework and adjust/modify as needed
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