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Introduction

This document has been prepared by the Roadmap workgroup of the Smart Grid Testing and Certification Committee (SGTCC) to describe the project plan and deliverables to be developed through the SGTCC. Each deliverable’s purpose is described, along with a description and work plan, and a target date for completion. This project plan is a living document and will evolve through close collaboration with industry stakeholders to assure that identified issues and needs are addressed by the SGTCC. The SGTCC may choose to add new or expand existing deliverables moving forward based on identified needs of the SGIP, however those described in this document provide the groundwork for testing and certification activities undertaken by the SGIP.

Deliverables

1. Define Mission and Objectives of the Smart Grid Testing and Certification Committee (SGTCC)

Purpose: A high level mission statement and scope of activities to be undertaken by the SGTCC is needed to structure the work efforts and communicate expectations both within the SGTCC, as well as the broader SGIP membership.

Work Description: A mission statement for the SGTCC will be developed, along with a listing of objectives for the SGTCC. This deliverable will define what is in scope for committee activities, as well as those that are considered out of scope, to help assure clear direction for SGTCC activities.

Target Completion Date: Draft Complete Pending Additional SGTCC Review – See Draft Deliverable Below

Mission:

The mission of the SGTCC is to coordinate creation of documentation and organizational frameworks relating to compliance testing and certification to Smart Grid (SG) interoperability and cyber security standards.  The documentation and frameworks will be consistent with and supportive of the "NIST Framework and Roadmap for Smart Grid Interoperability Standards" a.k.a. the "NIST Standards Roadmap." They will incorporate attributes adopted and established by legislation, regulations, industry recognized standards working groups and business best practices.  They will help establish a baseline which can readily mature over time in concert with field deployments.  The SGTCC will remain cognizant of versioning and backward compatibility, and coordinate feedback to and from the recognized industry standards groups, legislators and regulators for consideration in future activities.

The SGTCC will not be responsible for establishing standards, test cases, test plans, certification programs, test environments, testing programs, research and development programs or developing testing tools.

Objectives:

The SGTCC objectives will include the development of an action plan with the support of relevant parties to establish a standardized framework (e.g., tools, materials, components and examples) which can be used by those performing testing for and certification of compliance with interoperability and cyber security standards.  The framework should include: 

· Qualification criteria for development of test reports

· Qualification criteria for issuing certification documents

· Example processes (Use Cases) and documentation associated with testing and certification activities which can mature over time and in concert with in-the-field deployments and technology evolution

· Example processes which can be used in providing feedback, including best practices, to the various industry recognized standards groups, vendors, legislators and regulators to improve standards and conformance documentation (test reports and certifications)

· Definitions of gaps which can be used to identify and communicate the need for additional working groups in support of interoperability standards development, testing and certification 
2. Define relevant terminology  

Goal: A glossary of terms relevant to testing and certification shall be established to assure common use of terminology for the SGTCC.

Work Description:  The SGTCC will construct a vocabulary relevant to the conformity assessment activities for Smart Grid  products, processes, systems, or persons utilizing already-developed and accepted terminology wherever possible. Work plan activities will include:

· Researching and reviewing current documents/references for existing terminology and definitions, 

· Developing an initial list of relevant terms and distribute to the terminology team and then to the SGTCC for final review, 

·  Identifying and finalizing the terms that the SGTCC deems necessary for inclusion, 

·  Assigning owners to each for investigation of definitions and attributions, 

·  Collating terms and definitions. 
 

Target Completion Date:  April 30, 2010 
 
 A DRAFT OF THIS DELIVERABLE IS IN PROGRESS 

3. Smart Grid Standards “Test Readiness” and Prioritization of Interop Test Issues 

Many standards, including those on the NIST Standards Roadmap, do not fully identify testing methodologies for standards conformance, which limits commercial testing lab support and consistent programs associated with those standards. Further, interoperability issues are often associated with multiple standards such that conformance to one specific standard may be insufficient. This deliverable includes tasks that assess the test readiness of Smart Grid standards that satisfy end user expectations, prioritization of issues that are impacted by testing needs associated with those standards, and engagement with Standards Setting Organizations (SSOs) and test program operators to advocate their development of well documented procedures and programs to enable Smart Grid interoperability. The SGTCC may prioritize work items based on available volunteer resources.  

Goal:  Develop and implement a prioritization methodology that identifies test, interoperability and certification issues associated with the NIST Standards Roadmap based on critical needs noted by end users.
  
Work Description:  

This section includes how to determine and prioritize “high priority” standards across the current landscape.  This section includes creating processes for identifying and addressing current interoperability needs and issues. 

Guiding principles for this deliverable include: 
  
- The priority for assessment is based on the NIST Standards Roadmap. 
- The most critical factor in determining whether an interoperability issue exists for a standard is whether vendors are delivering products that meet the interoperability expectations of their customers.   
- Consider current status of standard implementations and the trajectory of current activities – i.e. are the issues identified by customers already being addressed by the industry but the results just haven’t shown up yet on the ground. 
- Assessing interoperability issues of vendor products can encompass both intra-standard products – i.e.., do the vendors implement the interface protocols in the same way so that one product could be substituted for another – and inter-standard or inter-layer (transport to syntax to semantic, etc.) interoperability issues. 
Key activities in the work plan include:

-  Evaluate the EnerNex Landscape deliverable to assess how it can be best used to facilitate prioritization of interoperability test and certification issues. 

 - Evaluate survey results associated with EnerNex Landscape deliverable to help identify standards readiness for testing, and SSO engagement in supporting testing for the priority standards.

-  Develop input from vendors and utilities on their practices and experiences to build upon the landscape deliverable and broaden the information available for the prioritization efforts (i.e. ground up approach)

-  Establish the processes to identify the roles and issues with standards within the context of the landscape (i.e., which standard or set of standards are supporting a specific component or domain. For example, IEC CIM 81968 part 9, and ANSI C12.19 meter events within the context of an AMI network – a process will be created to help identify current issues with these standards and how they are related to the EnerNex landscape.)

- Understand the magnitude and complexity of testing associated with each of the standards in the NIST Standards Roadmap

-  Establish the processes for categorizing and setting priorities on standards, and implement a process to organize standards into a set of categories.  This is intended to help with the identifying "High Priorities".   

Target Completion Date: March 2011 

  
4. Produce Interoperability Process Reference Manual (IPRM) 

Goal:   Assemble a document which brings together best practices for achieving standards-based, interoperable Smart Grid products, to be called an Interoperability Process Reference Manual (IPRM).  The IPRM will provide the material for the SGIP SGTCC to use in both the evaluation of existing practices relative to the adopted NIST/SGIP Smart Grid standards and for assistance in improving the practices for a specific standard or set of standards.

Description: The Interoperability Process Reference Manual (IPRM) is the definitive framework document for all product and system testing and certification programs sponsored by industry (industry is a broad term and may include government sponsored programs also).  It describes requirements for Testing Organizations (TO's) and Certification Organizations (CO's) to successfully facilitate conformity assessment to product or system interoperability and cyber security  standards.  
The IPRM shall include salient features of the GridWise Interoperability Context-Setting Framework (GWAC Stack) and works from testing and certification documents of various industry groups, users groups, technology alliances and standardization bodies (e.g., WiMax Forum, ZigBee Alliance, Wi-Fi Alliance, HomePlug Alliance, IEEE, UCAIug OpenSG, etc). 

The IPRM shall include, but is not limited to, the following features recognized as best practice elements.
1. Certification Program Design and Governance

a.  Certification Program Manager Roles and Responsibilities

b. Stake Holder / Interested Party business and use case interoperability forum

c. Mechanism to percolate issues up to steering bodies and liaison organizations for business, regulatory, and standards interoperability. 

d. Certified Product List Control

e. Test Case Reference List Control

f. Certificate Control

g. Qualified Product Notification

h. Compliant Portion description

i. Change and Revision Control

j. Problem Resolution Procedure

k. Business practices

l. Accreditation of certification programs according to ISO/IEC Guide 65

2. Test Laboratory Certification and Management

a. Accreditation requirements for Test laboratories according to ISO 17025 as a guide

3. Technical Program Design

a. Types of certification or interoperability test programs – e.g., plug-fests for both inter- and intra- standard operability

b. Standardized test tools – e.g., test harnesses

c. Validation of Test Harness or tools

d. Best Practice approach to product testing and certification 

e. Product or record retention requirement per Compliance Folder

f. Experience structure of qualified personnel and test lab organizations

g. Central or “Lead” laboratory organization implementation

h. Mechanism of test results inheritance, include modular testing and certification

i. Digital Certificate issuance program

4. Results Assessment and Improvement

a. Monitoring and Auditing Program

b. Continual Improvement Program, including corrective and preventive action

c. Interaction with Standard writing committees

The IPRM shall take into account the GWAC Stack, and hence a product development lifecycle interoperability framework.  This includes interoperability related working groups and implementation of plug-fests to facilitate standards development process with an emphasis on interoperability.   

Upon product realization phase of the lifecycle, a product testing and certification model may be useful and there are numerous examples to reference. 

Target Completion Date: December 2010

5. Lab Qualifications Criteria 

Goal: Understand current test laboratory capabilities, qualifications and practices relative to services that support the NIST/SGIP priority standards implementation, and identify issues necessary to address to support interoperability verification.

Description: A review of various lab qualification industry practices, applicability and effectiveness of such practices for the prioritized standards. The work plan will include:
- Identification of industry lab qualification processes (e.g., ISO 17025, organization specific criteria)   and their current application in testing programs associated with the NIST priority standards

- Requirements and expectations of stakeholders such as utilities in current practice 

- Identify barriers and challenges for implementing qualification processes versus volume of testing to support specialized facilities

- Identify testing supply chain issues – vendor test qualification expectations on sub-system providers as compared to end user expectations on vendors, as well as qualification criteria mandated by government and authorities having jurisdiction

Target Completion Date: October 30, 2010

6. Smart Grid Testing Economic Justification Position Paper.

Develop a position paper on the economic considerations of Smart Grid interoperability and conformity assessment programs that must be addressed to justify sustainable and cost effective operation.

Goal: Understand business and technical trade-offs required to achieve and implement the necessary interoperability measures identified in the preceding deliverables
Description: This deliverable will address the issues to be considered in establishing a sustainable, successful business model so the costs for interoperability certification do not significantly increase the cost of devices and systems. 

Most successful technologies have three attributes in common: 1) they are standards based, 2) strong industry or government support for certification, and 3)  independent certification programs are put into place
This deliverable will identify the relevant parameters and policies to consider in constructing a robust, effective, yet cost efficient Smart Grid Certification program, considering the following points: 
· Implementation considerations, including survey of existing programs

· Strong stakeholder support
· Consolidated effort,nationally and globally, to avoid repeated work    
· Off-the-shelf solutions for test harness and equipment development. 
The work plan for this deliverable will include: 

a. researching industry for current business models which are in place (e.g., WiMax forum) 

b. deducing applicable lessons

c. Researching and Identifying what would be key benefits for various stakeholders

d. Identifying methods for measuring Return on Investment calculations.

Target Completion Date: May 2011

7. Building test community user groups

Goal: Provide opportunities to bring together community of companies and individuals involved with SmartGrid product/system testing

Description: Engaging those stakeholders involved in technology testing early in the process will help in the distribution of knowledge and needs relative to achieving and accelerating certification of Smart Grid elements. Work plan activities for this deliverable include:

· Assess opportunities for industry user groups and/or workshops

· Engage with SSOs to expedite their involvement in test/certification ready standards associated with their area of interest

· Implement and support web based/wiki information portals for Smart Grid testing

· Encourage implementation of structured remote testing where appropriate and practiceable.

· Encourage exchange of open and non-proprietary test plans to work towards commonality in approach for test programs associated with specific standards

Target Completion Date: October 2010

Additional Topics for Development and Future Inclusion in SGTCC Roadmap 

· More specific cyber-security related activities pending the initiation of formal liaison with the SGIP Cyber-Security Working Group (CSWG)
· Review and implement agreed upon activities arising from formal relationship with the SGIP Smart Grid Architecture Committee

· Incorporate trialing of a standard(s) through the testing and certification framework as it develops as an iterative step to evaluate effectiveness of the framework and adjust/modify as needed
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