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This document provides Frequently Asked Questions (FAQs) regarding implementation of the SGTCC Interoperability Process Reference Manual (IPRM). SGTCC Working Group 8 has developed responses to these questions to provide a consistent SGTCC position and minimize variations in interpretation and response.

These FAQs and responses will be approved by the SGTCC and posted on the SGTCC TWiki site. The FAQs will be reviewed periodically with amendments and additions being made as necessary to address questions/comments raised by IPRM users.

GLOSSARY of Acronyms
AB:  Accreditation Body operating in accordance with ISO 17011

CB: Certification Body, normally accredited to ISO Guide 65

EM: Electromagnetic

EMI: Electromagnetic Interference

IPRM: Interoperability Process Reference Manual

ISO: International Standards Organization

ITCA: Interoperability Testing and Certification Authority
RF:  Radio Frequency (above 9KHz)

SGIP: Smart Grid Interoperability Panel

SGTCC:  Smart Grid Testing and Certification Committee

SSO: Standard Setting Organization

TL: Test Lab, normally accredited to ISO 17025

FAQs
A.  Relationships between SSO, ITCA, CB, TL

A.1  Q:  What is the role and purpose of an ITCA?

A:  An ITCA is responsible for developing and maintaining the certification program requirements (CPRs), which include the IPRM best practices.  The CPRs address all aspects for certification of products and systems with respect to interoperability associated with the standards, specifications or profiles referenced in the CPRs.
A.2  Q:  How is the IPRM used to become an ITCA?

A:  Any entity or group may become an ITCA by developing and maintaining a certification program which fills a Market need.  The IPRM is not "used to become an ITCA" but rather an ITCA implements IPRM best practices in order to facilitate long term interoperability improvements and provide consistency between TLs and CBs.
A.3  Q:  Does the SSO have to have an ITCA?

A:  No.  An ITCA forms to fill a market need relating to a certification program related to an SSO standard, specification, or other defined criteria relating to interoperability.  An ITCA may be associated with an SSO, or it may be independent of an SSO.
A.4  Q:  Does the ITCA need to be separate from the SSO?

A:  No.  The SSO can establish a certification program related to its publications, thereby acting as an ITCA.

A.5  Q:  Does the ITCA need to be separate from the CB?

A:  No.  A CB may establish a certification program related to an SSO publication, thereby acting as an ITCA.

A.6  Q:  Does the CB need to be separate from the TL?

A:  Yes.  The certification decision; based on review of processes, documents and test data specified by the ITCA certification program requirements; must be made by persons independent of those responsible for the materials being reviewed.  A single entity/organization/company might perform both CB and TL functions, but those functions must be separate, and the CB decision must not be influenced by any relationships between the CB and TL functions.
A.7  Q:  Can there be more than one ITCA for a standard?

A:  Yes.  This may not be ideal, but there is no provision in NIST or the SGIP preventing multiple ITCAs.  The Market will determine which ITCA programs are accepted.
B.  Recognition and Accreditation

B.1  Q:  Does the ITCA have to be recognized or accredited?

A:  No.  The suitability or acceptance of an ITCA certification program (and the related testing and certification functions) is determined by the market (users, specifiers, system integrators, etc.).  The SGTCC encourages an ITCA to implement the IPRM, and the SGTCC encourages purchasers of the SG Products to only purchase from vendors who’s products have been certified under such an ITCA program.
B.2  Q: Does the SGTCC certify ITCA compliance to the IPRM?

A: No. The SGTCC does not certify ITCAs, but does encourage that ITCAs implement the IPRM.
B.3  Q:  Is ISO Guide 65 accreditation required for CB?

A:  Yes, the SGTCC IPRM requires an ITCAs CB to be ISO 65 accredited.
B.4  Q:  What is the reason for ISO accreditation (of CB and TL functions)?

A:  Accreditation provides confidence in the competence and management of activities that support product certification.

B.5  Q:  Does the ITCA need ISO accreditation?  

A:  Currently there is no ISO accreditation system applicable to an ITCA certification program.  However, the CB and TL functions should be accredited to applicable ISO management system standards.
B.6  Q:  If a TL or CB has accreditation from a particular accreditation body (AB), and it wishes to expand its accreditation to an area unique to an ITCA program, will the ITCA permit a scope expansion from the existing AB, or would the new scope need to be completely reassessed by the AB specified by the ITCA?

A:  AB's participating in a multilateral agreement or mutual recognition arrangement should give credence to accreditation from others in the program, but each AB typically determines the extent to which another AB program can be applied to its own accreditation activities.
C.  Conditional Membership

C.1  Q:  Can the ITCA require membership in an organization as a requirement for testing or availability of test data/test suite? 
A:  Yes.  An ITCA develops and owns a certification program, which in turn specifies the interactions and expectations of the submitter (client), TL and CB functions.  The ITCA legal and business structure is a business decision of the ITCA and will depend on the standard and destination market place.  The ITCA can require membership (subscription, etc.) for clients to obtain standards/specifications or test data/test suites; and to reimburse development of or protect intellectual property. The SGTCC advocates that ITCA business structures be as open and inclusive as possible, non-discriminatory with regards to participation, and without restrictive conditions on test specification availability to help promote broad industry engagement in implementing interoperable systems, while recognizing business needs to maintain a financially sustainable testing and certification program.
C.2  Q:  Can the CB require membership in an organization as a requirement for certification?

A:  No.  Not if accredited to ISO Guide 65.  ISO Guide 65 precludes the CB from requiring membership as a condition for issuing certification.
D.  Certification and testing scope
D.1  Q:  What is a “product certification scheme” or “product certification program?”

A:  From ISO Guide 67 (Conformity assessment — Fundamentals of product certification) the following definitions apply:

product certification system - rules, procedures and management for carrying out third-party product conformity assessment

product certification scheme - product certification system related to specific products to which the same specified requirements, specific rules and procedures apply

D.2  Q:  What is a suite specification?

A:  Attribution to European Telecommunications Standards Institute:
· A Test Suite Structure is a logical division of the test suite into Test Groups.  The Test Suite Structure provides the categories into which both Test Purposes and Test Cases are placed.
· An Interoperability Test Case is the detailed set of instructions (or steps) that need to be taken in order to perform the test.
· An interoperability test suite is the collection of test cases designed to prove the ability of two (or more) systems to interoperate.  The test cases are organized in a hierarchy by the Test Suite Structure.
D.3  Q:  Can you have a certified interoperable product and not address cyber-security?

A:  Yes.  The scope of the certification must be clearly stated, and the absence of reference to cyber security requirements would indicate that cyber security aspects are not addressed by the certification.

D.4  Q:  Can you have a certified secure product and not address interoperability?

A:  No.  Some cybersecurity implementations will break interoperability, yet a product can be interoperable and not have any security implemented.  So when certifying a product for cybersecurity, additional testing should be completed to ensure the interoperability has not been broken.  Certification of cybersecurity without including the communication interoperability would not be useful in the Market.
D.5  Q: Are there common criteria developed for response mechanisms to EMI which relates to the immunity of products located in various RF environments?  For example, generic Performance Criteria A, B & C are referenced in IEC immunity standards.

A: Yes.  These criteria have to be determined for each specific product that is in the end to end path for SG communications.   The test method to determine if these criteria are met is contained in specific immunity test standards as published by the IEC.   Note:  Test levels depend on the specific RF environment and hence are variable depending on the type of test performed and the impact of which RF environment is being assessed.

E.  IPRM implementation

E.1  Q: Is implementation of the IPRM mandatory?

A: No. IPRM implementation is voluntary. The SGTCC recommends implementation of IPRM best practices as one means to enhance Smart Grid interoperability.  The SGTCC encourages purchasers of the SG Products to only purchase from vendors who’s products have been certified under such an ITCA program that implements the IPRM.
E.2  Q: Can end purchasers or other stakeholders mandate compliance to the IPRM recommendations?

A: Yes.  Requiring IPRM compliance is an individual business decision for each end user based on their specific needs and circumstances.
E.3 What are the benefits of an ITCA following the IPRM?

A: It is the SGTCC view that IPRM implementation will 1) Standardize the testing and certification best practices and processes across the many diverse Smart Grid related standards and programs to ensure more consistency and quality in interoperable Smart Grid systems and devices, 2) Help assure end user purchasers of Smart Grid products that they have been assessed through quality and audited programs, enhancing buyer confidence in purchasing decisions, and 3) provide cost savings and shorten product implementation cycle time through the use of products that have been assessed within these programs.

E.4  Q:  What are the ramifications on a smart grid standard if its ITCA is not following the IPRM?

A:  An SSO is not obligated to have a corresponding ITCA.  It is an end user/market decision on requiring an ITCA to operate its program incorporating IPRM recommendations. It is an SGTCC view that minimally, that SSOs and associated ITCAs should have in place mechanisms to provide feedback to the SSO.  If the ITCA does not facilitate improvement of the SSO document(s), then inconsistent and incomplete requirements will be applied in the design, testing and certification of products.  Close coupling between the ITCA's and the SSO's should provide long-term improvements in product/system interoperability.
E.5  Q:  What will happen if the ITCA does not follow the IPRM?

A:  Implementation of the IPRM is voluntary.  If an ITCA chooses not to implement it, the ITCA cannot claim that it is following SGIP recommendations.
E.6  Q:  How can end purchasers or other stakeholders be confident that the IPRM is implemented in an ITCA certification program?

A:  The Market would need to accept the ITCA’s own declaration that the IPRM is implemented in its certification program.  In the absence of any oversight of the ITCA with respect to IPRM implementation, it must be the Market that ultimately accepts the ITCA Program.  An ITCA and its Program may be assessed for IPRM implementation by product users.

