Concerns regarding NIST_-_WAMPACC_White_Paper_-_Final_4-14-09.doc:

1. On page 5, the document references the IEC 61970 CIM, but does not reference the other related standards for data exchange.  In particular, I am concerned that the document does not reference the CIM standards that refer to OPC as the standard way of exchanging CIM related information including measurement data such as phasor data.  I believe the wording in the table should be changed from “IEC 61970 Common Information Model” to “IEC 61970 Common Information Model and related standards for data exchange”. 
2. On page 11, the list of relevant standards should include OPC Data Access, OPC Historical Data Access, OPC Alarming and Eventing, as well as the newer OPC Unified Architecture (OPC UA). 
3. On page 11, Key Issue 4 implies that NASPINet should be a single network.  SISCO believes that high speed protection traffic should not run on the same network as lower priority traffic.  We think it is very unlikely that any utility will allow anyone besides a neighboring utility or their ISO/RTO on to their protection related networks.   SISCO believes at least two networks are required; each of which will have different requirements for data rates, accuracy, and timeliness. 
4. On page 15, the text about IEC 61850 and 61970/61968 implies there is some harmonization issues cannot be solved.  SISCO has been very involved in this issue.   The major issue here is that this has been largely a voluntary effort.  The technical issues themselves are not difficult. 
5. On page 18, the text about middleware is incorrect.  There are a very large number of standards in this area developed by non utility and utility related SDO’s.   
6. On pages 20 and 21, the discussion of QoS leads one to believe that this is a largely overlooked area.  However, a number of valuable standards exist in this area.   
7. On page 22, the text about connectivity suggests that TCP/IP related technology is insufficient for NASPINet.  SISCO believes this is false and that attempts to define fundamental network protocols within the context of NASPINet is not appropriate.  SISCO strongly believes that not using the existing TCP/IP and related protocols is not in conformance with utility IT practices and will not be accepted by the utility industry at large. 
8. On page 23, the text in several areas is misleading about the sufficiency of TCP/IP and related standards as well as TC 57 technology.   
9. On page 24, the text states that NASPINet development requires that NERC CIP be changed.  SISCO believes that with regard to NASPINet, NERC CIP is sufficient and that proceeding to develop NASPINet using technology that is not NERC CIP compliant is inappropriate.    
10. On page 26, the Data Access text should mention the IEC 61970 related standards.   
11. On page 26, the Relevant Standards in Use section states “There are no comprehensive standards for data access”.  This statement is misleading.  There are a very large number of standards in this area.   
12. On page 27, the table entries about Data Access does not mention many potentially applicable standards. 
13. On page 29, the sentence “There is a large gap between what the OPC-UA currently provides for and what the smart grid needs.  More analysis is needed to identify the pieces of this gap before standardization could be considered” seems to have been inserted at the last minute.  There is no previous discussion about OPC UA and no support for this statement in the document.  Summarily dismissing technology which has the support of some large utility software companies and which is one the path towards standardization in TC 57 would seem to be misguided. 
In summary, it appears as though the networking protocol and data access aspects of this paper are written without sufficient knowledge of previous work.  The lack of in depth analysis of IEC 61850 and 61970 should be corrected.    A more practical approach should be taken - one that reuses the years of TC 57 standards related engineering work that companies such as Schweitzer, Siemens, ABB, Areva, OSIsoft, GE, and many others have invested in.

