Cybersecurity – Use Both IT and Power System Experts for T&D Use Cases[footnoteRef:1] [1:  Extractions in part from an EPRI Report “Distribution System Cyber Security Architecture Guidelines for Applying Security Measures to Meet Distribution Cyber Security Requirements”, EPRI Report 1020110, December 2010] 

Executive Summary
The NISTIR 7628 states[footnoteRef:2], “Traditionally, cyber security for Information Technology (IT) focuses on the protection required to ensure the confidentiality, integrity, and availability of the electronic information communication systems. Cyber security needs to be appropriately applied to the combined power system and IT communication system domains to maintain the reliability of the Smart Grid and privacy of consumer information. Cyber security in the Smart Grid must include a balance of both power and cyber system technologies and processes in IT and power system operations and governance.” [Italics added] [2:  Section 1.2, NISTIR 7628 “Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements” 2010] 

The NISTIR provides cybersecurity guidelines based on a high level architecture of the Smart Grid. To be more easily useful, examples of these guidelines are needed as applied to typical Smart Grid Use Cases.
This process involves the following steps and is illustrated in Figure 1:
Involve both Cybersecurity experts and Power System/Smart Grid experts from the beginning
Describe Use Case steps and identify all failure scenarios, including deliberate and inadvertent situations
Power system experts describe the actors, interfaces, and the types of information to be exchanged. They also cover existing power system reliability capabilities, particularly for availability and integrity
IT cybersecurity experts address security failure scenarios and vulnerabilities, particularly confidentiality and privacy
Identify NISTIR 7628 cybersecurity requirements for each Use Case step
Identify cybersecurity policies, procedures, and technologies, including “IT” and “Power system management” solutions
Power system experts focus on extended, enhanced power system capabilities that could improve Smart Grid reliability
IT cybersecurity experts focus on privacy policies, key management, and other “IT” cyber security technologies for the Smart Grid
Combine solutions for all Use Case steps into coherent end-to-end cybersecurity policies, procedures, and technologies, commensurate with the impact of potential security breaches
More than one combination of potential solutions would be expected
The results should be balanced approaches, with the cost of cybersecurity solutions commensurate with the cost of the impact of a security breach times the likelihood of such a breach.
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[bookmark: _Ref295034780]Figure 1: How to apply NISTIR 7628 cybersecurity requirements to Use Cases
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Applying Cybersecurity Policies, Procedures, and Technologies
Cybersecurity Framework: the NESCO Cybersecurity Architecture
The NESCO Cybersecurity Architecture is grounded on the Sherwood Applied Business Security Architecture (SABSA) which is shown in the following model:
Figure 2: SABSA Model for Security Architecture Development[footnoteRef:3] [3:  http://www.sabsa-institute.org/the-sabsa-method/the-sabsa-model.aspx ] 

	SABSA Model
	Views
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	Contextual: Business view – Use Cases, Risk Assessment
	Operational: Facility manager’s view – Testing, Monitoring, Auditing, Life Cycle

	
	Conceptual: Architect’s view – Logical interfaces and actors, security requirements
	

	
	Logical: Designer’s view – Example profiles of policies, procedures, and technologies
	

	
	Physical: Builder’s view – Actual profiles of policies, procedures, and technologies
	

	
	Component: Tradesman’s view – Vendor products and services
	



The complete SABSA model assumes that the security architecture is for a specific business that will ultimately implement specific policies, procedures, and technologies. It also provides a matrix that helps to focus the efforts at each level: What are you trying to do at this layer? Why are you doing it? How are you trying to do it? Who is involved? Where are you doing it? When are you doing it? 
[bookmark: _Toc272940283]Applying Cybersecurity Policies, Procedures, and Technologies to Use Cases
Overview of Process for Applying the NISTIR 7628 Catalog to Interfaces
The process is described in the NISTIR 7628, Section 2 - {overview here is TBD}

Distribution Grid Management Use Cases 
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Narrative 
Automated switches are installed along feeders and at feeder tie-points. These automated switches can communicate with each other locally (typically within a few miles), and are programmed to respond appropriately to feeder fault conditions. 
The steps for automated switching include:
· The vendors, engineers, and/or field crews pre-set the configuration parameters for each automated switch in a group of switches, which establishes the sequence of interactions for different fault and switching scenarios.
· When a fault occurs, it is automatically isolated by opening the source-side protective devices (typically a circuit breaker or recloser in the substation) along with the switches on the affected feeder(s). 
· Using the voltage and fault current measurements in conjunction with the configuration settings, the automated switches identify the location of a fault to a specific feeder “segment”. 
· Once the location of the fault has been identified, the switches determine which possible power sources are available to handle the expected load of the unfaulted segments.
· The switches then proceed to restore service to as many feeder segments as possible.
· After field crews repair the faulted segment, the switches restore the feeders to their normal configuration.
In this scenario, the interface with the SCADA system is to report statuses, but not to initiate any control actions. 
The local automated switching system includes:
· Switches which can close one feeder segment into another feeder segment, typically to re-energize the segment. They can open between de-energized segments, but do not provide circuit breaking capabilities.
· Intelligent electronic controllers which can determine what action to take (open, close), based on pre-set algorithms and the current status of neighboring feeder segments.
· Communications between the intelligent electronic controllers to provide the necessary data for the controllers to determine the appropriate activity.
· Local communications between controllers and field crews who update parameter settings and download historical information.
The purpose is to provide “intelligent” automated switching of feeder sections, based on locally identified faults, with the purpose to:
· Reduce the number of customers experiencing a permanent outage
· Identify the location of fault to one feeder segment for rapid repair
· Allow heavier loading on feeders, since, in case of a fault, the excess capacity of adjacent feeders can be used to restore service to unfaulted segments

ASM Step #1: Engineers Set Parameters in Automated Switches
[bookmark: _Toc272940303]Table 9: ASM Step #1: Engineers Set Parameters in Automated Switches
	Use Case Step

	# 
	Triggering Event 
	Information Producer 
	Information 
Receiver 
	Description of 
Process/Activity 
	Information Exchanged 
	Interface & NISTIR Category
	Security Focus

	1
	Engineers set parameters in automated switches
	Distribution engineers
	Automated switches
	Automated switch parameters are set for the current configuration of the feeder and its segments
	· Request existing settings
· Update parameters and configuration settings
· Receive acknowledgements and any error indications
	U109 
Cat 20: Interface between engineering/ maintenance systems and control equipment 
	C I A: L H M
Focus: Authentication of users and validation of data to provide high integrity of data

	Cyber Security Procedures and Technologies

	Possible Power System “Reliability/Safety” Procedures & Technologies
	Possible “IT” Security Procedures and Technologies

	· Notification to SCADA of user access
· Timestamp of user access event
· Validation of the reasonability of parameters
· Comparison of parameters against baseline settings
· Logging of each parameter setting
· Alarming of invalid settings and errors
· Automated switch “tagged” as “open - do not close” if user access requires de-energized feeder
· Adequate time accuracy and update frequency
· Adequate training of engineers

	· Physical locks on equipment
· Sensors to detect physical opening or removal of equipment 
· Role-based access control for user authentication
· Strong password requirement for each user, updated periodically
· Smart card or other physical user access requirement (if direct field access)
· Communication transport security measures (e.g. IPSec, TLS, SFTP)
· Communication physical media security measures (e.g. security dongle, wireless security, port security)
· Communications network monitoring and control
· Intrusion detection system and/or Intrusion prevention system
· Timeout of user access after xx minutes
· Alarming of multiple unsuccessful user access attempts
· Accountability and non-repudiation of all parameter setting actions
· Buffer overflow checking
· Side channel attack protection (if wireless network)
· Timely certificate and user access revocation lists


ASM Step #2: Fault is Detected in Feeder
[bookmark: _Toc272940304]Table 10: ASM Step #2: Fault is Detected in Feeder
	Use Case Step

	# 
	Triggering Event 
	Information Producer 
	Information 
Receiver 
	Description of 
Process/Activity 
	Information Exchanged 
	Interface & Category
	Security Focus

	2
	Fault is detected in feeder
	Protective relay
	Recloser
	A fault is detected, and a recloser trips open 
	· Protective relay trip command
	U108a (for protection)
Cat 1: Interface between control systems and equipment with high availability requirements, and with compute and/or bandwidth constraints
	C I A: L H H
Focus: High availability,  and authentication of devices for validation of data to provide high integrity of data

	Cyber Security Procedures and Technologies

	Possible Power System “Reliability/Safety” Procedures & Technologies
	Possible “IT” Security Procedures and Technologies

	· Physically separate communication media or at least channels
· (Before event) Alarming of all temporary and permanent losses of communications, including redundant communication channels, networks, equipment, and access
· (Before event) Periodic testing of protective relay functions
· (Before event) Keep-alive watchdog timers of relays and recloser
· Redundant fault detection methods 
· Validation of trip signal by more than one source of trip information 
· Validation of the reasonability of parameters
· Timestamp of fault detection event
· Logging of fault event and all subsequent responses
· Alarming of errors to SCADA
· Adequate time accuracy and update frequency
· Verification and logging of recloser actions, including reclosing attempts
· Default actions by other equipment if recloser does not act appropriately
	· Physical locks on protective relaying and recloser equipment (with break-glass override)
· Sensors to detect physical opening or removal of equipment 
· Role-based access control for protective relaying function authentication
· Cryptography appropriate for strong authentication
· Key management for protective relays and recloser
· Communication transport security measures (e.g. IPSec, TLS, SFTP)
· Communication physical media security measures (e.g. wireless security, port security)
· Communications network monitoring and control
· Self-identification to be compared with known configuration of devices
· Accountability and non-repudiation of all protective relaying actions
· Intrusion detection system and/or Intrusion prevention system
· Buffer overflow checking
· Side channel attack protection (if wireless network)
· Certificate revocation lists 


ASM Step #3: Recloser Lockout, with Loss of Energy on Feeder
[bookmark: _Toc272940305]Table 11: ASM Step #3: Recloser Lockout, with Loss of Energy on Feeder
	Use Case Step

	# 
	Triggering Event 
	Information Producer 
	Information 
Receiver 
	Description of 
Process/Activity 
	Information Exchanged 
	Interface & Category
	Security Focus

	3
	Recloser lockout, with loss of energy on feeder
	Automated switch
	Other automated switches
	Information exchanges between automated switches to determine which should open and which should close
	· Messages related to fault location and which should open and which should close
	U108b
Cat 2: Interface between control systems and equipment without high availability requirements, but with compute and/or bandwidth constraints,
	C I A: L H M
Focus: Authentication of devices, and validation of data to provide high integrity of data

	Cyber Security Procedures and Technologies

	Possible Power System “Reliability/Safety” Procedures & Technologies
	Possible “IT” Security Procedures and Technologies

	· Physically separate communication media or at least channels
· (Before event) Configuration of automated switches validated for current feeder conditions
· (Before event) Alarming of all temporary and permanent losses of communications, including redundant communication channels, networks, equipment, and access
· (Before event) Keep-alive watchdog timers of the automated switches
· Validation of the reasonability of information exchanges between automated switches
· Timestamping and logging of all automated switch actions
· Alarming of errors to SCADA
· Adequate time accuracy and update frequency
· Default status of automated switches if errors or loss of communications
	· Physical locks on automated switch equipment (with break-glass override)
· Sensors to detect physical opening or removal of equipment 
· Role-based access control for automated switch messaging authentication
· Cryptography appropriate for strong authentication of messaging
· Key management for automated switches
· Communication transport security measures (e.g. IPSec, TLS, SFTP)
· Communication physical media security measures (e.g. wireless security, port security)
· Communications network monitoring and control
· Self-identification to be compared with known configuration of devices
· Accountability and non-repudiation of all automated switch actions
· Intrusion detection system and/or Intrusion prevention system
· Buffer overflow checking
· Side channel attack protection (if wireless network)
· Certificate revocation lists 


ASM Step #4: Control Actions Completed: Report to SCADA
[bookmark: _Toc272940306]Table 12: ASM Step #4: Control Actions Completed: Report to SCADA
	Use Case Step

	# 
	Triggering Event 
	Information Producer 
	Information 
Receiver 
	Description of 
Process/Activity 
	Information Exchanged 
	Interface & Category
	Security Focus

	4
	Control actions completed: report to SCADA
	Automated switches
	Distribution SCADA system
	Results of automated switching activities
	· Status and log reporting
	U117
Cat 2: Interface between control systems and equipment without high availability requirements, but with compute and/or bandwidth constraints,
	C I A: L H M
Focus: Authentication of devices, and validation of data to provide high integrity of data

	Cyber Security Procedures and Technologies

	Possible Power System “Reliability/Safety” Procedures & Technologies
	Possible “IT” Security Procedures and Technologies

	· (Before event) Alarming of all temporary and permanent losses of communications (networks, equipment, access)
· (Before event) Alarming of any anomalous states of automated switches
· Alarming of automated switch actions
· Validation of logs and status of automated switches against baseline configurations
· Alarming of errors to SCADA
	· Physical locks on automated switch equipment (with break-glass override)
· Sensors to detect physical opening or removal of equipment 
· Role-based access control for SCADA and automated switches authentication
· Cryptography appropriate for strong authentication of messaging
· Key management for automated switches
· Communication transport security measures (e.g. IPSec, TLS, SFTP)
· Communication physical media security measures (e.g. wireless security, port security)
· Communications network monitoring and control
· Self-identification to be compared with known configuration of devices
· Accountability and non-repudiation of all automated switch actions
· Intrusion detection system and/or Intrusion prevention system
· Buffer overflow checking
· Side channel attack protection (if wireless network)
· Certificate revocation lists for automated switches
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