


Please note: No changes will be made to the NISTIR 7628 to align to DRAFT NIST SP 800-53 Rev 4 at this time.  This review activity is to ensure we are aware of changes to one of our “source” documents.  We will re-visit this after NIST SP 800-53 Rev. 4 goes final.    

Red text signifies notes and action items from group discussions.

	NIST SP 800-53 Rev4. 
Control Identifier and Name
	Summary of Change
	NISTIR 7628 Req.
	Applicable to NISTIR 7628?
	Notes/Comments

	AC-1
	ACCESS CONTROL POLICY AND PROCEDURES
	Supplemental guidance updated
	SG.AC-1
	No
	Start here 5/31/2012

Mike Peters – action item: intro section to SG.AC needs to be updated to include personnel, processes acting on behalf, etc.  Also add in that access control can be at more granular level that just organization/system.  Should also sync up with actors in logical security architecture. 
Elizabeth to check terminology used in architecture.   

	AC-2
	ACCOUNT MANAGEMENT
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-3
	Potentially
	Shared/group accounts exist in operation – this may need to be addressed
-would prefer a means to get them away from that, but it still in place, so we should address it

	AC-3
	ACCESS ENFORCEMENT
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-4
	Yes
	One update addresses RBAC
- should include RBAC (may not be under access enforcement, but should be in NISTIR)

	AC-4
	INFORMATION FLOW ENFORCEMENT
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-5
	No 
	

	AC-5
	SEPARATION OF DUTIES
	Requirements updated, supplemental guidance updated
	SG.AC-6
	No 
	

	AC-6
	LEAST PRIVILEGE
	Supplemental guidance updated, 
control enhancements updated
	SG.AC-7
	No
	

	AC-7
	UNSUCCESSFUL LOGIN ATTEMPTS
	Requirements edited (minor), supplemental guidance updated, 
control enhancements updated
	SG.AC-8
	
	Does not address process/device login attempts –

Mike Peters to add some language to explain how it (kind of) addresses process/device login attempts

STOPPING POINT 5/31/2012

	AC-8
	SYSTEM USE NOTIFICATION
	Requirements updated, supplemental guidance updated
	SG.AC-9
	Unlikely
	Starting point 6/7/12

No change required

	AC-9
	PREVIOUS LOGON (ACCESS) NOTIFICATION
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-10
	Unlikely
	Added word “interactive.”  Need to consider whether SG provision affects non-interactive

No need to add word “interactive”

	AC-10
	CONCURRENT SESSION CONTROL
	Requirements updated, supplemental guidance updated
	SG.AC-11
	No
	ok

	AC-11
	SESSION LOCK
	Requirements updated, supplemental guidance updated, 
control enhancement withdrawn
	SG.AC-12
	Potentially
	Moves A1 to base requirement.

May not always be feasible, leave as additional consideration

	AC-12
	SESSION TERMINATION
	Withdrawn and moved
	SG.AC-13
	Potentially
	Need to review change

Leave as is, no change

	AC-13
	SUPERVISION AND REVIEW — ACCESS CONTROL
	Withdrawn and moved
	
	
	No mapping. 

	AC-14
	PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION
	Requirements updated, supplemental guidance updated, 
control enhancement withdrawn and moved
	SG.AC-14
	No
	No change needed.

	AC-15
	AUTOMATED MARKING
	Withdrawn and moved
	
	No
	No change needed.

	AC-16
	SECURITY ATTRIBUTES
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	
	Potentially
	This should be reconsidered for inclusion, given the development of RBAC for IEC TC 57.  Also, 61850 Functional Constraints are a weak form of security attribute.

Action item: Group to review, hold and discuss at later time.  Does this facilitate RBAC?   

	AC-17
	REMOTE ACCESS
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-15
	Potentially
	No change.

	AC-18
	WIRELESS ACCESS
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-16
	Potentially
	A2 moved to base requirement.  Other items added.

No change.

	AC-19
	ACCESS CONTROL FOR MOBILE DEVICES
	Requirements updated, supplemental guidance updated, 
control enhancements updated
	SG.AC-17
	Potentially
	(Edit to last sentence of supplemental guidance) 
Examples of specified measures include examining devices for signs of physical or electronic tampering, checking for malware, and purging of information.  

STOPPING POINT 6/7/12

	AC-20
	USE OF EXTERNAL INFORMATION SYSTEMS
	Supplemental guidance updated, 
control enhancements updated
	SG.AC-18
	Potentially
	Edit to Additional Consideration:

A1 – The organization prohibits, restricts, or establishes conditions for …

	AC-21
	COLLABORATION AND INFORMATION SHARING
	Supplemental guidance updated, 
control enhancements updated
	
	Unlikely
	Stan: Need to ensure there is a req on vendor vulnerability/patch information.  

	AC-22
	PUBLICLY ACCESSIBLE CONTENT
	Requirements updated, supplemental guidance updated
	SG.AC-20
	Unlikely
	Done. 

	AC-23
	DATA MINING PROTECTION
	New 
	
	Potentially
	Probably needed for privacy.

Cybersecurity requirements that support privacy needs to be addressed somehow.  

[bookmark: _GoBack]Action Item for Mike Peters to develop draft narrative.  

	AC-24
	ACCESS CONTROL DECISIONS
	New
	
	Potentially
	Should be considered
Too deep into the weeds

Add to SG.AC-4 Supp. Guidance:
While it is common to have access control decisions and access enforcement implemented by the same entity, it is not required and it is not always an optimal implementation choice. For some architectures and distributed
information systems (e.g., service-oriented architectures), different services may perform access
control decisions and access control enforcement.

	AC-25
	REFERENCE MONITOR FUNCTION
	New
	
	Potentially
	Should be considered.  This is the basic mechanism used in NSA-developed Security Enhanced Linux.
Too deep into the weeds.

	AT-2
	Security Awareness
	Control enhancement (2) recommended for moderate and high control baselines (insider threat awareness training)
	SG.AT-2
	Potentially
	Recommend group review to determine if an additional measure for specific insider threat training

STARTED HERE 4/12/12

	AT-5
	Contacts with Security Groups and Associations
	Now recommended for moderate and high control baselines with lowest priority (P3)
	SG.AT-5
	Potentially
	Recommend group review to determine if this needs to apply to moderate/high levels

Good best practice – group consensus should add

	AU-6
	Audit Review, Analysis and Reporting
	Control enhancements added for moderate and high control baselines
	SG.AU-6
	Potentially
	Recommend group review of specific enhancements to determine if these should be added and/or selected for NISTIR

Brian to follow up and check on mapping between 800-53 rev4 control enhancement and NISTIR additional considerations[footnoteRef:1] [1:  For working document with additional information on 800-53 rev 4 and NISTIR relationship on AU, see https://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGHighLevelRequirements/NIST_SG_CSWG_HLR_review_18Apr2012.docx ] 


	AU-9
	Protection of Audit Information
	Control enhancements added for moderate and high control baselines
	SG.AU-9
	Potentially
	Recommend group review of specific enhancements to determine if these needs to be added and/or selected for NISTIR

Brian to follow up and check on mapping between 800-53 rev4 control enhancement and NISTIR additional considerations

Frances – is denial of service covered (suggest as requirement enhancement or additional consideration or add pointer in supplemental guidance to SG.SC-5)?

	AU-12
	Audit Generation
	Control enhancement added for high control baselines
	SG.AU-15
	Potentially
	Recommend group review to determine if this enhancement should be added for NISTIR

Frances recommends changing “Generation” to “Log Creation” in Excel spreadsheet.  

	AU-15
	Alternate Audit Capability
	New control to 800-53 rev 4
	
	No
	Alternate audit capability may be desired as best practice but uncertain if this should be added to requirements

	AU-16
	Cross-Organizational Auditing
	New control to 800-53 rev 4
	`
	Yes




	Cross-organizational auditing would be beneficial for entities that exchange information for reliability, control, demand, etc.

Should include, may not be selected at any impact level

	CA-7
	Continuous Monitoring
	Control enhancement (1) recommended for moderate and high control baselines (organization employs assessors or assessment teams to monitor the security controls in the information system on an ongoing
Basis)
	SG.CA-6
	Potentially
	Recommend group discussion to determine if same additional measure should be included for moderate/high levels

Should propose update

	CM-2
	Baseline Configuration
	Supplemental guidance updated, control enhancements updated
	SG.CM-2
	No
	No control enhancements are selected for NISTIR 7628.

	CM-4
	Security Impact Analysis
	Supplemental guidance updated, control enhancements updated
	SG.CM-4
	No
	No control enhancements are selected for NISTIR 7628.

	CM-6
	Configuration Settings
	Minor change in requirement wording, supplemental guidance updated, control enhancements updated
	SG.CM-6
	No
	Wording change in requirement does not impact NISTIR, no control enhancements selected.

	CM-7
	Least Functionality
	Supplemental guidance updated, control enhancements updated
	SG.CM-7
	No
	No control enhancements are selected for NISTIR 7628

	CM-10
	Software Usage Restrictions
	New control to 800-53 rev 4
	
	Potentially
	Requirement – Document, tracks, controls software usage, applicable at all baselines.  

Do not touch with 10 foot clown pole 

	CM-11
	User-Installed Software
	New control to 800-53 rev 4
	
	Potentially
	Requirement – Organization enforces explicit rules on user installed software, applicable at all baselines

Good for inclusion – may want to include with related NISTIR requirement (not sure which one it is – VY P to look up)

	CP-2
	Contingency Plan
	Supplemental guidance updated, control enhancements updated
	SG.CP-3
	No
	No control enhancements are selected for NISTIR 7628.

	CP-4
	Contingency Plan Testing
	Minor change in requirement wording, supplemental guidance updated, control enhancements updated
	SG.CP-5
	No
	Wording change in requirement does not impact NISTIR, no control enhancements selected.

	CP-7
	Alternative Processing Site
	Addition to requirement – “alternate processing site provides information security safeguards equivalent to that of the primary site,” supplemental guidance updated, control enhancements updated
	SG.CP-9
	Potentially
	Addition to requirement is already in “additional considerations” – while a good requirement in theory, this may be difficult to implement for ICS.  Control enhancement updates are minor / editorial.  

This may be better dealt with in NERC purview – pass for NISTIR

	CP-9
	Information System Backup
	Supplemental guidance updated, control enhancements updated
	
	
	This control is not in the NISTIR 7628

May want to consider to add – discussion for later update.

	CP-10
	Information System Recovery and Reconstitution
	Supplemental guidance updated, control enhancements updated
	SG.CP-10
	No
	Updates are minor / editorial.  

	CP-11
	Predictable Failure Protection
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – relates to SG.SC-22, Fail in Known State. 

May want to have further discussion on this – may be slightly “too IT” focused for all applications (field components, etc.)

	CP-12
	Alternate Communications Protocols
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – this control is “not selected” at any baseline in 800-53.
Leaning towards no – may require additional discussion 
Would like to find out the rationale/intent of the control from JTF.

	CP-13
	Safe Mode
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – relates to SG.SC-22, Fail in Known State.

Not sure if this is absolutely necessary – requires additional discussion by larger group.  May be something that may be in NERC purview. 

STOPPING POINT 5/10/12

	IA-3
	Device-to-Device Identification and Authentication
	Supplemental guidance updated, control enhancements updated
	SG.IA-5
	No
	Most changes are editorial / minor, new requirement enhancement too “strong” for ICS.

DONE

	IA-9
	Service Identification and Authentication
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – Support for service-oriented architectures to require identification and authentication of information system services.  Good practice, may be too stringent for ICS/Smart Grid. 

Should consider, (good example of need is DER use case) 

	IA-10
	Alternative Authentication
	New control to 800-53 rev 4
	
	Potentially
	Alterative authentication when primary source unavailable / compromised. Good practice, may be too stringent for ICS/Smart Grid.

May be useful to include in NISTIR, but may not want to put it as required at any impact level (not selected)  

	IA-11
	Adaptive Identification and Authentication
	New control to 800-53 rev 4
	
	Yes
	Applicable for emergency situations - The organization requires that individuals attempting to access the system employ organization-defined supplemental authentication techniques or mechanisms under
specific organization-defined circumstances or situations.

Follow up with JTF on rationale/source  of this control 

	IA-12
	Reauthentication
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – Good practice, may be too stringent for ICS/Smart Grid.

Perhaps add as requirement not selected at any impact level OR to related requirement (TBD) additional considerations. 

	IR-3
	Incident Response Testing
	Supplemental guidance updated, control enhancements updated
	SG.IR-4
	No
	Minor / editorial changes. No control enhancements are selected for NISTIR 7628

	IR-4
	Incident Handling
	Supplemental guidance updated, control enhancements updated
	SG.IR-5
	No
	Minor / editorial changes.  No control enhancements are selected for NISTIR 7628

STOPPING POINT 5/17/12

	IR-9
	Information Spillage Response
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion – Requirement discusses how organization responds to information spill (identify, alert, isolate, eradicate…)

	MA-2
	Controlled Maintenance
	Editorial changes to requirement Added control (f) “includes organization-defined maintenance-related information] in organizational maintenance records”
Updated text in supplemental guidance
	SG.MA-3
	Potentially
	Recommend group review and discussion on (f)

	MA-5
	Maintenance Personnel
	Editorial changes to requirement, Supplemental guidance updated, Editorial changes to control enhancements
	SG.MA-5
	No
	

	MP-3
	Media Marking
	Added (b) to requirement “Exempts [Assignment: organization-defined removable media types] from marking as long as the exempted items remain within [Assignment: organization-defined controlled areas].”
Updated supplemental guidance.
	SG.MP-3
	Potentially 
	Recommend group review and discussion on (b)

	MP-5
	Medial Transport
	Supplemental guidance updated, control enhancements updated
	SG.MP-5
	No
	NISTIR 7628 does not have requirement enhancements. 

	MP-6
	Media Sanitization
	Added (b) “Employs sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.”
Updated supplemental guidance and requirement enhancements.
	SG.MP-6
	Potentially 
	Recommend group review and discussion on (b)

	MP-7
	Media Use
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion. 

“The organization restricts the use of [Assignment: organization-defined types of digital
and/or non-digital media] on [Assignment: organization-defined information systems or system
components] using [Assignment: organization-defined security safeguards].”

	MP-8 
	Media Downgrading
	New control to 800-53 rev 4
	
	Potentially
	Recommend group review and discussion.

	PE-7
	Visitor Control
	WITHDRAWN – Incorporated into PE-2 and PE-3
	SG.PE-5
	No
	Editorial - 800-53 incorporates visitor requirements into PE-2,3.  NISTIR keeps these as separate requirements.

	PE-8
	Visitor Access Records
	Title change to add “Visitor”
Supplemental guidance and control enhancements updated.  
	SG.PE-6
	No
	Editorial - NISTIR already lists this control as “visitor” 

	PE-18
	Location of Information System Components
	Control enhancement added for moderate level baseline
	SG.PE-12
	Yes
	Recommend adding SG.PE-12 A1 as additional measure for MODERATE and HIGH systems

	PE-20 
	Port and I/O Device Access
	New control to 800-53 rev 4
	
	Yes
	Explicit requirement to disable unused ports is good practice.  It should be included in NISTIR but may be covered in another control area (need to check and discuss)

	PL-2
	System Security Plan 
	Added (b) and (e) to control
“(b) Distributes copies of the security plan to [Assignment: organization-defined personnel
(identified by name and/or by role) and organizational elements];

(e) Communicates security plan changes to [Assignment: organization-defined personnel
(identified by name and/or by role) and organizational elements].”

Supplemental guidance and control enhancements updated.  
	SG.PL-2
	Potentially
	Recommend group review and discussion of (b) and (e).

No requirement enhancements selected for this NISTIR 7628 requirement. 

	PL-5
	Privacy Impact Assessment
	WITHDRAWN – incorporated into Appendix J, AR-2
	SG.PL-4
	Potentially
	Recommend discussion with group (including HLR and Privacy) to determine how to address “privacy” requirements. 

	PL-6
	Security-Related Activity Planning
	WITHDRAWN – incorporated into PL-2
	SG.PL-5
	
	

	PL-7
	Security Concept of Operations
	Title change
	
	No
	

	PL-8
	Security Architecture
	New control to 800-53 rev 4
	SG.PM-4
	Potentially
	Recommend discussion with group – with which family should this requirement reside? 

	PS-4
	Personnel Termination
	Editorial changes to control;, supplemental guidance and control enhancements. 
	SG.PS-4
	No
	

	PS-7
	Third-Party Personnel Security
	Added (b) to control
“Requires third-party providers to comply with personnel security policies and procedures of
the organization;”

Added control enhancements.  
	SG.PS-7
	Potentially
	Recommend discussion with group on (b)

No requirement enhancements selected in NISTIR 7628.

	PS-8
	Personnel Sanctions 
	Editorial updates to supplemental guidance, added control enhancement.
	SG.PS-8
	No 
	No requirement enhancements selected in NISTIR 7628.

	SA-3
	System Development Life Cycle
	
	SG.SA-3
	
	

	SA-4
	Acquisition Process
	
	SG.SA-4
	
	

	SA-5
	Information System Documentation
	
	SG.SA-5
	
	

	SA-6
	Software Usage Restrictions
	WITHDRAWN
	SG.SA-6
	
	

	SA-7
	User-Installed Software
	WITHDRAWN
	SG.SA-7
	
	

	SA-9
	External Information System Services
	
	
	
	

	SA-13
	Trustworthiness
	WITHDRAWN
	
	
	

	SA-15 
	Development Processes, Standards and Tools
	New control to 800-53 rev 4
	
	
	

	SA-16
	Developer-Provided Training
	New control to 800-53 rev 4
	
	
	

	SA-17
	Developer Security Architecture and Design
	New control to 800-53 rev 4
	
	
	

	SA-18
	Tamper Resistance and Detection
	New control to 800-53 rev 4
	
	
	

	SA-19
	Anti-Counterfeit
	New control to 800-53 rev 4
	
	
	

	SC-3
	Security Function Isolation
	
	SG.SC-3
	
	

	SC-6
	Resource Availability
	
	SG.SC-6
	
	

	SC-7
	Boundary Protection
	
	SG.SC-7
	
	

	SC-13
	Cryptographic Protection
	Title changed from “Use of Cryptography”
	SG-SC-12
	
	

	SC-20
	Secure Name/Address Resolution Service (Authoritative Source)
	
	SG.SC-21
	
	

	SC-21
	Secure Name/Address Resolution Service (Resolving or Caching Resolver)
	
	
	
	

	SG-22
	Architecture and Provisioning for Name/Address Resolution Service
	
	
	
	

	SC-30
	Concealment and Misdirection
	Title changed from “Virtualization Technique” 
	SG.SC-28
	
	

	SC-33
	
	WITHDRAWN
	
	
	

	SC-35
	Technical Surveillance Countermeasures Survey
	
	
	
	

	SC-36
	Honeyclients
	New control to 800-53 rev 4
	
	
	

	SC-37
	Distributed Processing and Storage
	New control to 800-53 rev 4
	
	
	

	SC-38
	Malware Analysis
	New control to 800-53 rev 4
	
	
	

	SC-39 
	Out-of-Band Channels
	New control to 800-53 rev 4
	
	
	

	SC-40
	Operations Security
	New control to 800-53 rev 4
	
	
	

	SC-41
	Process Isolation
	New control to 800-53 rev 4
	
	
	

	SC-42
	Wireless Link Protection
	New control to 800-53 rev 4
	
	
	

	SI-4
	Information System Monitoring
	Added control as requirement for LOW
	SG.SI-4
	Yes
	SG.SI-4 already required for LOW control baseline.  No further action required

	SI-6
	Security Function Verification
	EDITORIAL – changed name from “security functionality verification” to “security function verification”
	SG.SI-6
	Yes
	EDITORIAL – recommend SG.SI-6 change name to “Security FunctionVerification”

	SI-7
	Software, Firmware, and Information Integrity 
	Added “firmware” to scope of integrity control (previously limited to software and information) and added supplemental controls (8) to MEDIUM and (5) (8) (15) to HIGH
	SG.SI-7
	Yes
	Recommend incorporate “firmware” into SG.SI-7 control.

For additional control measures, working group should discuss:
- Seems to make sense to add control language for (8) INTEGRATION OF DETECTION AND RESPONSE “The organization incorporates the detection of unauthorized [Assignment: organization-defined
security-relevant changes to the information system] into the organizational incident response
capability to ensure that such detected events are tracked, monitored, corrected, and available for historical purposes” to NISTIR for MEDIUM and HIGH
- Uncertain if adding a control equivalent to (5) would be feasible for many systems (automated shutdown would be a potentially bad outcome)  [(5) AUTOMATED RESPONSE TO INTEGRITY VIOLATIONS “The information system:
(a) Performs an integrity check of [Assignment: organization-defined firmware, software,
information] at [Selection (one or more): startup; [Assignment: organization-defined
transitional states or events]; [Assignment: organization-defined frequency]]; and
(b) Automatically [Selection (one or more): notifies information system administrator; shuts the
information system down; restarts the information system; implements [Assignment:
organization-defined security safeguards]] when integrity violations are discovered” may not be appropriate for all SG systems due to unintended consequences.]
- Seems to make sense to  add (15) BINARY OR MACHINE EXECUTABLE CODE (are there any unintended consequences?) “The organization:
(a) Prohibits the use of binary or machine executable code from sources with limited or no
warranty and without the provision of source code; and
(b) Provides exceptions to the source code requirement only for compelling mission/operational
requirements and with the approval of the authorizing official” to HIGH

	SI-8
	Spam Protection
	Added supplemental controls (1) and (2) to MEDIUM and (2) to HIGH
	SG.SI-3
	Yes
	Recommend adding “and spam protection” after the words “malicious code protection” in requirement 1.

	SI-13
	
	WITHDRAWN
	None
	No
	No action needed

	SI-14
	Non-Persistence
	New control to 800-53 rev 4
	None
	Potentially
	Interesting concept to provide additional defense against APT – but it is not required under 800-53. Good practice, but not recommended for inclusion as SG requirement.

	PM-12
	Insider Threat Program
	New control to 800-53 rev 4
	
	
	

	PM-14
	Information Security Workforce
	New control to 800-53 rev 4
	
	
	

	PM-14
	Operations Security Program
	New control to 800-53 rev 4
	
	
	

	PM-15
	Testing, Training, and Monitoring
	New control to 800-53 rev 4
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