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THE SGIP

The Smart Grid Interoperability Panel (SGIP) is a membership-based organization established by the National Institute of Standards and Technology (NIST) and administered by its members, as facilitated by a NIST contractor. It provides an open process for stakeholders to participate in providing input and cooperating with NIST in the ongoing coordination, acceleration and harmonization of standards development for the Smart Grid. The SGIP reviews use cases, identifies requirements and architectural reference models, coordinates and accelerates Smart Grid testing and certification, and proposes action plans for achieving these goals. The SGIP does not write standards, but serves as a forum to coordinate the development of standards and specifications by many Standards Setting Organizations (SSOs). 
RIGHT TO DISTRIBUTE AND CREDIT NOTICE

This material was created by the Smart Grid Interoperability Panel (SGIP) and is available for public use and distribution.  Please include credit in the following manner: Title of this document, yyyy-nnn, Month Day, Year.

DISCLAIMER

This document is a work product of the SGIP.  It was prepared by the participants of the SGIP and for publication in accordance with the appropriate procedures of the SGIP. Neither NIST, the SGIP leadership, its members nor any person acting on behalf of any of the above:

· MAKES ANY WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, with respect to the accuracy, completeness, or usefulness of the information contained in this report, or that the use of any information, apparatus, process, or composition disclosed in this report may not infringe privately owned rights; or

· ASSUMES any liabilities with respect to the use of, or for damages resulting from the use of, any information, apparatus, process, or composition disclosed in this document; 
and
· Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Smart Grid Interoperability Panel.

THIS IS NOT A NIST DOCUMENT

Executive Summary

This report updates the “Existing Conformity Assessment Program Landscape” report prepared for NIST by EnerNex, delivered in February 2010. The 2010 document provided a review of the testing and conformity assessment programs available for Smart Grid standards at that time and focused on those standards listed in the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. 
Since 2010, there has been substantial activity and progress on Smart Grid standards and associated testing programs. The Smart Grid Interoperability Panel (SGIP) was in its first few months of operation, and its committee for Smart Grid Testing and Certification (SGTCC) held its inaugural meeting at about the time the original landscape document was produced. In the time since then, the SGIP has progressed numerous standards through its processes, and the SGTCC has instituted a framework for testing and certification programs, with over a half dozen Interoperability Testing and Certification Authorities (ITCAs) declaring their intent to implement those SGTCC recommendations. 

This report provides the most recent information on the state of Smart Grid testing and certification programs, and also incorporates the latest list of standards documented in Release 2.0 of the NIST Framework and Roadmap, released in February 2012.
The report considers all types of testing and certification programs associated with Smart Grid standards. Some of the services identified are comprehensive and well aligned with SGTCC recommendations, some are basic testing services (with or without associated certifications) provided by independent laboratories, industry consortia and other stakeholders, and in a number of cases, “standards” listed in the NIST Framework 2.0 are more guidance oriented and not applicable for formalized testing and certification programs. All of these variants are addressed and discussed.

The findings documented in this report will be beneficial not only for stakeholders seeking to identify and understand available test programs, but more importantly as a reference for the SGTCC and other interested industry parties to develop action plans and priorities towards building a robust ecosystem of Smart Grid testing programs.

The information in this report was gathered from multiple sources: 
· A review of publicly available documentation on testing services associated with  each standard, 
· Input from SGTCC membership

· Direct discussion with ITCAs, test labs and certification bodies

· Reference data contained in the 2010 landscape report
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1 Introduction
The Energy Independence and Security Act (EISA) of 2007 assigned to the National Institute of Standards and Technology (NIST) the “primary responsibility to coordinate development of a framework that includes protocols and model standards for information management to achieve interoperability of smart grid devices and systems…” [EISA Title XIII, Section 1305].
NIST devised a three-phase plan to rapidly establish an initial set of standards, while providing a robust process for continued development and implementation of standards as needs and opportunities arise and as technology advances. The three phases are:

1. Engage stakeholders in a participatory public process to identify applicable standards and requirements, gaps in currently available standards and priorities for additional standardization activities

2. Establish a standards panel forum to drive longer-term progress

3. Develop and implement a framework for testing and certification

The Smart Grid Interoperability Panel (SGIP) was created to address the second phase identified above. The SGIP initiated the Smart Grid Testing and Certification Committee (SGTCC) as a standing committee of the SGIP with responsibility to lead efforts on the third phase, development and implementation of a testing and certification framework. 
Prior to the instantiation of the SGTCC, NIST developed a deliverable assessing the testing and certification status for each of the standards identified in the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0.  This deliverable was provided to the SGTCC for its use as a reference as the SGTCC developed its priorities and work plans. 

This document is an update to Version 1 of the ”Existing Conformity Assessment Program Landscape” report. In the time since that first release, substantial activity and progress has taken place on Smart Grid standards and associated test programs. The SGTCC has released two versions of its Interoperability Process Reference Manual (IPRM) that provides a framework for testing and certification programs, as well as guidance on its application for Interoperability Testing and Certification Authorities (ITCAs), and their certification bodies and test labs. ITCAs have begun their implementation of those SGTCC recommendations. Additional testing services have also begun to appear, and new ITCA development continues to progress to address Smart Grid standards.
1.1 How Has the Smart Grid Testing Landscape Progressed?

As noted above, there has been acceleration in activity on Smart Grid testing and certification programs during the period of 2010 to 2012. It is illustrative to compare the high level findings from the Version 1 report to this current report. Specific details on each standard identified in the NIST Framework 2.0 are provided in the appendices of the document. 

The 2010 issue of the Landscape report stated the following in its summary:
Analyzing the testing programs available for the smart grid standards listed in the NIST interoperability framework against the ideal criteria identified in this report produced the following list of general gaps and deficiencies:

· Only about one-third of the standards listed have a testing program at all. A few more than that had written test procedures, but no formal testing program.

· About the same number have a users’ group or other means for providing feedback on the standard, updating it, and asking questions about conformity.

· Almost all of the available testing programs are for conformity to the standard only; they do not test for interoperability between systems.

· Only a few of the programs test security of communications.

· Several of the standards are either too vague to be effectively tested or are catalogs or guidelines that were never intended to be tested.

It should be noted that the 2010 report was based on the standards identified in Release 1.0 of the NIST Framework, whereas the 2012 review has used Release 2.0 of the NIST Framework. There are some changes in the standards list as some new standards have been added and a few from Release 1.0 have been dropped based on industry input. Overall, many of these key standards appear in both releases, such that the variations do not substantially impact the finding of the testing landscape status.
The figure below separates the thirty-four standards identified in NIST Framework 2.0 into four categories. 
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Figure 1 – Standards by Category
· The upper left quadrant lists those standards that have formal testing and certification programs AND program operators that have declared their intent to implement the IPRM recommendations (note other ITCAs have also declared their IPRM intentions, however not all of those ITCAs are addressing standards included in the priority list)

· The lower left quadrant lists those standards for which there are industry organizations operating programs and testing services that lead to “certifications”. These organizations have not expressed plans to implement the IPRM recommendations to date, however they do encompass at least some of the IPRM recommended attributes in their operations.

· The upper right quadrant lists those standards that do not have any formalized test programs leading to certifications. For some of these standards, basic testing services may be found from various test houses. Others on this list have no known testing programs. Generally, this category represents those standards that will need greater attention to progress availability of certifications offerings in accordance with IPRM recommendations.

· The lower right quadrant lists those standards identified in the NIST Framework 2.0 for which testing/certification programs are not clearly applicable. Many of those “standards” listed are guideline and recommendation focused documents that are instructive and supportive in the development of product selection and test program development, but not intended to be the subject of testing themselves.
Revisiting the points made in the 2010 landscape, some clear progress can be observed:

1. In 2010, it was noted that “only about one-third of the standards listed have a testing program at all”. In 2012, there are thirteen test programs which have been developed or are in the process of being developed with nearly half of those having begun to implement the SGTCC IPRM recommendations. 
2. As in 2010, the existence of users groups continues to trend in parallel with formal testing and certification programs with new groups continuing to emerge.

3. It was noted in 2010 that most programs are conformance based rather than interoperability. Generally this is still true in 2012, however newer programs and some of those that previously existed are putting increased efforts into interoperability aspects as their programs evolve. The SGTCC End to End working group has also led new work efforts to identify the priority interoperability business issues that need to be addressed by either existing programs or through the development of new programs.
4. The 2010 report noted that few programs addressed cybersecurity. This has also been observed to be changing with the SGIP Cybersecurity working group and SGTCC collaborating to migrate testing program recommendations into this area, including the inclusion of a new cybersecurity section and guidance in the IPRM Version 2 released in January 2012.

5. Finally, it was noted in the 2010 report that a number of cited standards were “either vague or not intended for test”. This remains true and the above quadrant analysis segments these standards into a separate category. 

An overview table of the testing status of standards in Framework 2.0 is provided below.

	
	Standard from FW2.0 Priority List
	ITCA Declared
	Industry Test Program
	Organizations currently or potentially involved in T&C
	Comments

	1
	ASHRAE 135-2010/ISO 16484-5 BACnet
	No
	Yes
	BACnet
	T&C offered by BACnet International in cooperation with SoftDel (lab); no known discussion to date on IPRM implementation

	2
	ANSI C12.(1, 18, 19, 20, 21)
	YES
	Partial
	NEMA SGIC
	NEMA had declared their intent to launch the Smart Grid Interoperable and Conformant (SGIC) program, however focus has shifted to being more of a program framework rather than standards specific programs; various independent labs offer tests to ANSI C12 aspects, but services/tests vary

	3
	ANSI/CEA 709.(1-4); CEA 852.1 LON Protocol Suite
	No
	Yes
	LonMark Int'l
	LonMark International offers a device certification program – a manufacturer must become a sponsor or partner member of LonMark to be provided the right to use a software based “certification tool” for self-assessment and declaration of their product. No labs or accredited certification bodies appear to be a part of the process.

	4
	IEEE 1815 (DNP3)
	No
	Yes
	DNP3 Users Group; IEEE-ICAP?
	DNP3 users group has published certification test procedures; testing may be via independent facility or vendor self-test; DNP3 users group does not qualify labs

	5
	IEC 60870-6 (TASE.2)
	No
	Partial
	??
	No formal program; some testing offered by KEMA; some test events many years ago

	6
	IEC 61850 Suite
	YES
	Yes
	UCA
	UCA has declared intent to implement the IPRM and be an ITCA for several standards including IEC 61850
UCA program based primarily around 61850 parts 6-10; parts 1-2 and 4-5 are informational rather than test based; part 3 is environmental test with various lab services available

	7
	IEC 61968/61970 Suites
	YES
	Partial
	UCA
	UCA has declared intent to implement the IPRM and be an ITCA for several standards including IEC 61968/61970; details and applicable parts of the standard for the program are not yet available

	8
	IEEE C37.118
	TBD
	Yes
	ICAP?
	No current program - one may be developing via IEEE-ICAP

	9
	IEEE 1547 Suite
	No
	Yes
	UL
	1547.1 provides conformance test procedures; focused on installation tests as a condition of commissioning - no formal “1547 program”  however UL 1741 expands upon 1547 addressing safety and other issues with 1547 compliance incorporated into the testing scope

	10
	IEEE 1588/IEEE C37.238
	No
	Partial
	IEEE-ICAP (1588 Conformity Alliance)
NASPI
	ICAP has a 1588 program currently focused on telecom that has expressed interest in expanding to cover power profile; NASPI also collaborating with ICAP and others to explore synchrophasor test programs; some plugfest type events have included C37.238

	11
	RFC 6272 (IP protocols for SG)
	No
	NA?
	??
	Not clear that a T&C program is applicable to this document (may be more guideline focused)

	12
	IEEE 1901 and ITU-T G.9972
	No
	Yes
	HomePlug Power Alliance (1901) and HomeGrid Forum (9972)
	HPPA and HGF have certification programs associated with these standards; no discussion to date on IPRM adoption by either org

	13
	Multispeak
	YES
	Yes
	Multispeak Initiative
	Multispeak has declared intent to implement IPRM; some concerns on scale of cert program vs. level of effort to implement;

	14
	NEMA SG-AMI 1-2009
	No
	 
	NEMA SGIC
	Not clear if this standard will be included in the SGIC program

	15
	NAESB WEQ19, REQ 18 Energy Usage Information
	No
	TBD
	OpenADE
	May tie into OpenADE/Green Button activity; currently planning IPRM/ITCA development

	16
	NISTIR 7761
	No
	NA?
	 
	Basically a guide for decision making relative to wireless technologies - may not be applicable for T&C programs

	17
	OpenADR
	YES
	Yes
	OpenADR Alliance
	Declared intent to implement IPRM; Certification policy and test laboratory established. First 6 products certified. ISO Guide 65 setup to planned for early 2013.

	18
	OPC-UA Industrial
	No
	Yes
	OPC Foundation
	OPC has a compliance and certification test program with a combination of self-test and lab test. States lab is in process of implementing 17025

	19
	GML
	No
	Yes
	Open Geospatial Consortium
	OGC has a compliance program based on self-test; no interaction with SGTCC to date and program does not appear to align with IPRM recommendations

	20
	Smart Energy Profile 2.0
	YES
	Partial
	Consortium for SEP2 Interoperability (CSEP)
	CSEP is newly formed and stated plan to launch ITCA program; supersedes testing done by Zigbee?

	21
	OpenHAN
	No
	 No
	UCA?
	No recent activity

	22
	AEIC Guidelines
	No
	No
	
	Used with ANSI C12.19

	23
	SAE J1772 (Electrical connectors for electric vehicles)
	No
	Partial
	
	UL performs certain tests pertaining to safety and durability

	24
	SAE J2836 (EV to grid communications)
	No
	No
	
	Relatively new issue - website indicates test issues are next phase

	25
	IPRM
	NA
	NA
	N/A - guide doc
	SGTCC testing best practices

	26
	Security profile for AMI
	NA
	NA 
	 
	Security Profile for AMI – guidance for security considerations in the development of AMI systems – document doesn’t seem applicable for an ITCA program

	27
	DHS catalog - recommendations for standards developers
	NA
	NA
	N/A - guide doc
	DHS Catalog – recommendations for standards developers – NA for an ITCA program

	28
	Cybersecurity procurement guide
	NA
	NA
	N/A - guide doc
	Cybersecurity procurement guide – a guidance document; not a standards and NA for an ITCA program

	29
	IEC 62351, Parts 1-8 (information security for power systems control operations)
	No
	No
	
	IEC 62351 Information Security for Power Systems Control Operations – standard for security of TC57 protocols – does not seem to be any industry program specific but perhaps some parts of 62351 are embedded in programs for 61850, DNP, etc? – view is that ITCA programs may be possible for this document, but don’t exist currently specific to this standard

	30
	IEEE 1686
	No
	No
	
	Includes a table of compliance section for vendors to determine level of compliance; relates to meeting NERC CIP; 

	31
	NERC CIP 002-009
	NA
	NA
	 
	NERC CIP 002-009 – NERC with regional entities carryout audits, enforcement, etc – doesn’t seem likely that this would migrate towards industry ITCA programs; lots of software offerings to help compliance, but those are generally tools to prepare for a NERC audit, not assessments themselves (NERC could consider adopting some IPRM recommendations, but may lack demand driver to do so in near future)

	32
	NIST SP 800-53
	NA
	NA
	 
	NIST SP 800-53 – Guidelines for selecting/specifying security controls; federal government procurement use – document says it can be used for compliance demonstration – no industry programs, but do any agencies actually have compliance programs that use this (if so it seems more as if this document simply provides guidance to assess against FIPS, not an assessment against 800-53 – view is that ITCA programs are NA for this document

	33
	IEC 61851 - Electric Vehicle Conductive Charging System
	No
	No
	
	

	34
	NISTIR 7628
	NA
	NA
	N/A - guide doc
	#34 – NISTIR 7628 – guidance document; NA for an ITCA to assess compliance to NISTIR itself


Overall, clear and steady progress in the availability of testing and certification programs is evident. Much work remains moving forward, not only in establishing programs associated with ALL the cited standards, but also to migrate from a conformance focus to an interoperability focus as well as identifying other appropriate standards for product reliability.
Appendix A  Test Status by Standard
This appendix contains individual pages for each of the standards identified in the NIST Framework 2.0 list. A short summary of the standard as described in the NIST FW2.0 is provided, along with notes and commentary on associated test services based on publically available information and input received from SGTCC members and other reviewers of this document.  Multi-part standards have also been broken down to denote testing services associated with the specific part of the standard as applicable.  Effort has been made to keep commentary factual via peer review, although it should be recognized that some status commentary may be influenced by contributor perceptions of programs in the absence of any contrary evidence.
The Appendix number aligns with the numbering of each standard as listed in the NIST Framework 2.0.

A.1 BACnet ANSI ASHRAE 135-2008/ISO 16484-5 
	Standard
	ANSI/American Society of Heating, Refrigeration, and Air Conditioning Engineers (ASHRAE) 135-2010/ISO 16484-5 BACnet
http://www.techstreet.com/cgi-bin/basket?action=add&item_id=4427156
A  Data Communication Protocol for Building Automation and Control Networks



	Application
	BACnet defines an information model and messages for building system communications at a customer’s site. BACnet incorporates a range of networking technologies, using IP protocols, to provide scalability from very small systems to multi-building operations that span wide geographic areas.


	Comments from NIST FW2.0
	Open, mature standard with conformance testing developed and maintained by an SDO. BACnet is adopted internationally as EN ISO 16484-5 and used in more than 80 countries.

BACnet serves as a customer domain communication protocol and is relevant to the Price, DR/DER, Energy Usage, and Facility Smart Grid Information Model PAPs  (PAP03: Develop Common Specification for Price and Product Definition - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct,  PAP09: Standard DR and DER Signals - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER,  PAP10: Standard Energy Usage Information - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS, and PAP17 Facility Smart Grid Information Standard - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP17FacilitySmartGridInformationStandard ). Widely used in commercial, industrial and institutional buildings.


	ITCA Declared?
	No

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	BACNet
T&C offered by BACnet International in cooperation with SoftDel (lab); no known discussion to date on IPRM implementation

	Actions?
	Find BACNet contacts to engage with SGTCC

	Links and Other Information
	http://www.bacnetinternational.net/btl/



Findings From 2010 Landscape
Name of organization which accredits conformance and/or interoperability

BACnet International/BACnet Testing Laboratories

Name of at least one test/calibration/inspection lab (inspection labs probably does not apply)

BACnet Testing Laboratories

Name of organization which accredits the testers

BACnet Testing Laboratories

Name of personnel certification programs (ex, ISO 9000)

Not applicable. BACnet International offers training courses but anyone can claim expert knowledge.

Name of quality registrar

BACnet Testing Laboratories

Self-declaration or inspected self-declaration or 3rd party testing?

No, Pre-Standard testing tools are available to use on products prior to formal testing but equipment must be finally certified by BTL.

Users Group to monitor standard (Product Mark?)

BACnet Testing Laboratories (BTL) carries and manages the certification mark for the BACnet International trademark.  Use of the trademark is strictly managed. 

Plug fests performed?

Yes, plug fests are held in conjunction with major meetings and are held in International venues. Individual projects have served the role of integrating equipment.  BACnet has user groups across the continents and hosts a Manufacturers Group as well. 

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. GSA has strongly encouraged use for Federal Buildings and has put together a conformance guideline document with NIST 

Tester-independent test cases?

No use of tester independent test cases are known.  The standard user group BACnet International does have a set pre-standard tools available. 

Evaluated for cyber-security (and by whom)?

Some evaluation of cyber-security has been done within the context of developing the standard.  

Maturity of standard 

The Standard was started in 1987 and the First version of BACnet was released as ASHRAE/ANSI Standard 135 in 1995, and it became an International Organization for Standardization (ISO) Standard ISO 16484-5 in 2003. 

Does SDO write conformance test cases?

Yes, The ASHRAE SSPC 135 Testing and Conformance Group has written a conformance document

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Yes, A technical issues resolution process and required User/vendor feedback for conformance certified devices through BACnet Testing Laboratories

Is there a reference implementation recognized for conformance or interoperability?

No

A.2 ANSI C12 Suite:
	Standard
	ANSI C12 Suite :

ANSI C12.1

http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.1-2008
ANSI C12.18-2006:

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.18&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.18|null
CSWG Report:

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_ANSI_C12.18_Review_final.docx
ANSI C12.19-2008

http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.19-2008
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_ANSI_C12.19_Review_final.docx
ANSI C12.20

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.20&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.20|null
ANSI C12.21/IEEE P1702/MC1221

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_ANSI_C12.21_Review_final.docx

	Application
	· Performance- and safety-type tests for revenue meters.
· Protocol and optical interface for measurement devices.

· Revenue metering End Device Tables.

· Electricity Meters - 0.2 and 0.5 Accuracy Classes
· Transport of measurement device data over telephone networks.

	Comments from NIST FW2.0
	Open, mostly mature standards developed and maintained by an SDO. 

It is recognized that ANSI C12.19 version 2, and correspondingly IEEE 1377 version 2, are extremely flexible metering data and information models that provide a wide range of functions and capabilities for delivery of actionable information, such as energy usage in kilowatt hours from a meter, such as energy usage information, load profiles and control information, such as load control, programming and firmware management. These capabilities call complex programming to secure the control and the information. ANSI C12.19 version 2 implements a comprehensive information class model by which the table and procedures classes and their class attributes are modeled using an extensible XML-based Table Definition Language (TDL). The instances of the data model (TDL classes) can be described in terms of the XML-based Exchange Data Language (EDL) that can be used to constrain oft-utilized information into a well-known form. The model and element instance information can be used by head end systems that implement ANSI C12.19 interoperable to communicate and manage any end device produced by any vendor company. PAP05 has been set up to establish consistent sets of commonly used data tables, procedures and services for meter information communication that will greatly reduce the time for utilities and others requiring to implement Smart Grid functions, such as demand response and real-time usage information (PAP05: Standard Meter Data Profiles). The task was undertaken by the Association of Edison Illuminating Companies (AEIC). AEIC completed a new interoperability standard on November 19, 2010, “SmartGrid/AEIC AMI Interoperability Standard Guidelines for ANSI C12.19 / IEEE 1377 / MC12.19 End Device Communications and Supporting Enterprise Devices, Networks and Related Accessories, Version 2.0.” The interoperability standard is also included in this table.
It is recognized that C12.22 and correspondingly IEEE 1703 AMI communication frameworks are essential standards relevant to the Smart Grid and the communication of C12.19-based energy usage information and controls. The purpose of the ANSI C12.22 standard is to define the network framework and means to transport the Utility End Device Data Tables via any Local-area / Wide-area network for use by enterprise systems in a multi-source environment. The ANSI C12.22 was designed and it is intended to accommodate the concept of an advanced metering infrastructure (AMI) such as that identified by the Office of Electricity Delivery and Energy Reliability of the US Department of Energy; the Smart Metering Initiative of the Ontario Ministry of Energy (Canada); and the stated requirements of Measurement Canada for the approval of a metering device for use in Canada. ANSI C1.22 provides a uniform, managed, adaptive and secured network data and message delivery system for Utility End Devices and ancillary devices (e.g. home appliances and communication technology) that can operate in a “plug and play” and “end-to-end” multi-source enterprise AMI environment, in a manner that allows independence from the underlying network implementation. The independence from the underlying native network protects the C12.19 End Device from premature obsolescence that may occur as networks may come and go. Also, ANSI C12.22 extends the definitions provided by ANSI C12.19 standard to include provisions for enterprise-level asset management, data management, and uniform data exchange interfaces, through the use of network and relay tables and services. In addition it is to provide all the necessary support services needed to deploy, commission, notify, manage, and access End Devices in a manner that preserves privacy, security and the integrity of the network [ref. Section 1.2 Purpose IEEE 1377)].

This standard is also to be considered in the context of protecting smart meters from electromagnetic interference.

	ITCA Declared?
	Yes

	Industry Test Program?
	Partial

	Organizations currently or potentially involved in T&C with comments
	NEMA SGIC

NEMA has declared their intent to launch the Smart Grid Interoperable and Conformant (SGIC) program; various independent labs offer tests to ANSI C12 aspects, but services/tests vary


	Actions?
	Follow up with NEMA on specific standards to be addressed in their program and identify any gaps


	Additional SGTCC comments
	C12.1 covers environmental aspects of meters such as performance under EMC conditions, thermal conditions, etc. These tests are offered by various 3rd party labs specializing in such testing, however there is no “industry program” associated with these tests.
C12.18 to 22 covers functional aspects of meters such as accuracy, communications, data sets, etc. These tests are offered by some labs specializing in such testing, however there is no “industry program” associated with these tests.


Findings From 2010 Landscape

A.2.1 ANSI C12.1 

http://webstore.ansi.org/RecordDetail.aspx?sku=ANSI+C12.1-2008    

Name of organization which accredits conformance and/or interoperability

· Example list from MET Labs:

· Nationally Recognized Testing Laboratory

· TCB (Telecommunications Certification Body) for FCC

· Measurement Canada

· A2LA 

· RF test facility for US, Canadian and international wireless standards

· OSHA licensed Nationally Recognized Testing Laboratory (NRTL) and is the leading meter testing and certification laboratory in the US 

· Public Service Commission of Maryland to act as an electricity submeter testing laboratory 

· Manufacturer declared.

· MET Labs (http://www.metlabs.com/pages/meterCertificationProgram.html)

· TUV Rheinland Group (US) does some testing as well

· Measurement Canada

Name of at least one test/calibration/inspection lab

MET Labs, TUV Rheinland Group (US), Measurement Canada, UL

Name of organization which accredits the testers

Different test capabilities by different groups as the standard contains safety tests, electro-magnetic compatibility tests, radio tests. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

All, depending on capability of manufacturer.

Users Group to monitor standard (Product Mark?)

None, no product mark.

Plug-fests performed?

Not applicable

Is standard mandated at all? Locally, by-state/province? Federal?

Mandated by most state PUC, Measurement Canada, other countries in the North American electricity meter market.

Tester-independent test cases?

Yes

Evaluated for cyber-security (and by whom)?

Not applicable.

Maturity of standard

Standard has been in use since 1910 and revisions are published every five years or so.

Does SDO write conformance test cases?

Yes

Does SDO write interoperability test cases?

Not applicable.

Is there a mechanism to feed back field experience to SDO)?

Through the ANSI C12 SC12.1 subcommittee.

Is there a reference implementation recognized for conformance or interoperability?

Not applicable.

A.2.2 ANSI C12.18/IEEE P1701/MC1218 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.18&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.18|null  

A.2.3 ANSI C12.20 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.20&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.20|null  

 Name of organization which accredits conformance and/or interoperability

· Example list from MET Labs:

· Nationally Recognized Testing Laboratory

· TCB (Telecommunications Certification Body) for FCC

· Measurement Canada

· A2LA 

· RF test facility for US, Canadian and international wireless standards

· OSHA licensed Nationally Recognized Testing Laboratory (NRTL) and is the leading meter testing and certification laboratory in the US 

· Public Service Commission of Maryland to act as an electricity submeter testing laboratory 

· Manufacturer declared.

· MET Labs (http://www.metlabs.com/pages/meterCertificationProgram.html)

· TUV Rheinland Group (US) does some testing as well

· Measurement Canada

Name of at least one test/calibration/inspection lab

UL, MET Labs

Name of organization which accredits the testers

Different test capabilities by different groups as the standard contains safety tests, electro-magnetic compatibility tests, radio tests. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

All, depending on capability of manufacturer.

Users Group to monitor standard (Product Mark?)

None, no product mark.

Plug-fests performed?

Not applicable

Is standard mandated at all? Locally, by-state/province? Federal?

Mandated by most state PUC, Measurement Canada, other countries in the North American electricity meter market.

Tester-independent test cases?

Yes

Evaluated for cyber-security (and by whom)?

Not applicable.

Maturity of standard

Standard has been in use since 1998 and revisions are published every five years or so.

Does SDO write conformance test cases?

Yes

Does SDO write interoperability test cases?

Not applicable.

Is there a mechanism to feed back field experience to SDO)?

Through the ANSI C12 SC12.20 subcommittee.

Is there a reference implementation recognized for conformance or interoperability?

Not applicable.

A.2.4 ANSI C12.21/IEEE P1702/MC1221 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.21&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.21|null  

A.2.5 ANSI C12.22-2008/IEEE P1703/MC1222 

http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.22&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.22|null  

A.2.6 ANSI C12.24 

Draft standard – not yet approved

A.3 ANSI/CEA 709 and CEA 852.1 LON Protocol Suite 
	Standard
	ANSI/CEA 709 and Consumer Electronics Association (CEA) 852.1 LON Protocol Suite:
http://www.lonmark.org/technical_resources/standards
ANSI/CEA 709.1-B-2002 Control Network Protocol Specification 

ANSI/CEA 709.2-A R-2006 Control Network Power Line (PL) Channel Specification
ANSI/CEA 709.3 R-2004 Free-Topology Twisted-Pair Channel Specification
ANSI/CEA-709.4:1999 Fiber-Optic Channel Specification
CEA-852.1:2009 Enhanced Tunneling Device Area Network Protocols Over Internet Protocol Channels
---------------------------------

Note that these are adopted as ISO standards:

· ISO/IEC 14908-1: Information technology -- Control network protocol -- Part 1: Protocol stack
 

· ISO/IEC 14908-2: Information technology -- Control network protocol -- Part 2: Twisted pair communication
 

· ISO/IEC 14908-3: Information technology -- Control network protocol -- Part 3: Power line channel specification
 

· ISO/IEC 14908-4: Information technology -- Control network protocol -- Part 4: IP communication



	Application
	This is a general purpose local area networking protocol in use for various applications including electric meters, street lighting, home automation, and building automation.
The list above includes several specific physical layer protocols designed for use with ANSI/CEA 709.1-B-2002.
The CEA-852 protocol provides a way to tunnel local operating network messages through an Internet Protocol (IP) network using the User Datagram Protocol (UDP), thus providing a way to create larger internetworks.

	Comments from NIST FW2.0
	Widely used, mature standards, supported by the LonMark International users group. 
Proposed for international adoption as part of ISO/IEC 14908, Parts 1, 2, 3, and 4.
These standards serve on the customer side of the facility interface and are relevant to the Price, Demand Response (DR)/Distributed Energy Resource (DER), and Energy Usage PAPs (PAP03: Develop Common Specification for Price and Product Definition - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct,  PAP09: Standard DR and DER Signals - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER, and PAP10: Standard Energy Usage Information - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS).

	ITCA Declared?
	No

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	LonMark International

LonMark International offers a device certification program – a manufacturer must become a sponsor or partner member of LonMark to be provided the right to use a software based “certification tool” for self-assessment and declaration of their product. No labs or accredited certification bodies appear to be a part of the process.

	Actions?
	Not sure how adaptable this may be to IPRM recommendations; discuss w/LonMark reps
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A.3.1 ANSI/CEA 709.1-B-2002 Control Network Protocol Specification 

http://www.ce.org/Standards/browseByCommittee_2543.asp
ANSI/CEA 709.1-B defines the layer 2-7 protocol for a Local Operating Network protocol. The protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.3.2 ANSI/CEA 709.2-A R-2006 Control Network Power Line (PL) Chanel Specification 

http://www.ce.org/Standards/browseByCommittee_2545.asp
ANSI/CEA 709.2-B defines the a Power Line Carrier (PLC) physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.3.3 ANSI/CEA 709.3 R-2004 Free-Topology Twisted-Pair Channel Specification 

http://www.ce.org/Standards/browseByCommittee_2544.asp
ANSI/CEA 709.3 defines the a 78 kilobaud wired physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.3.4 ANSI/CEA-709.4:1999 Fiber-Optic Channel Specification 

http//www.ce.org/Standards/browseByCommittee_2759.asp

ANSI/CEA 709.4 defines the a fiber optic  physical layer protocol for the LON protocol suite. This protocol was originally developed by Echelon Corporation as a proprietary network solution as the LonTalk protocol but has been subsequently adopted as an open standard.

A.3.5 CEA-852.1:2009 Enhanced Tunneling Device Area Network Protocols Over Internet Protocol Channels 

http://www.ce.org/Standards/browseByCommittee_6483.asp
ANSI/CEA 852.1 specifies a method to transport ANSI/CEA 709 (LonTalk) protocols over the Internet.This standard also supports the CEA-600 protocols (CEBus) and is designed to support other similar protocols.
Name of organization which accredits conformance and/or interoperability

LonMark® International: http://www.lonmark.org 
Name of at least one test/calibration/inspection lab

LonMark uses the LonMark Certification Tool which is a web-based interactive process that allows a manufacturer to self certify - http://www.lonmark.org/certifications/device_certification/certification_tool 
Also, see http://www.lonmark.org/certifications/professional_certification/test_centers/registration.shtml#NA for list of North American test centers.
Name of organization which accredits the testers

LonMark
Name of personnel certification programs (ex, ISO 9000)

http://www.lonmark.org/certifications/professional_certification/
Name of quality registrar

LonMark
Self-declaration or inspected self-declaration or 3rd party testing?

Self testing is the norm.
Is there a Users Group to monitor the standard?

LonMark International
Plug-fests performed?

LON testing is mature and plug-fests are no longer needed/appropriate to achieve interoperability.
Is standard mandated by government?

No.
Tester-independent test cases?

Yes, though the tool.
Evaluated for cyber-security?

No. LonWorks has limited authentication but not encryption.
Maturity of standard

Yes. Mature and in use for many years.
Does SDO write conformance test cases? 

User’s association does test cases.
Does SDO write interoperability test cases? 

User’s association does test cases.

Is there a mechanism to feed back field experience to SDO?

Participation in the R7.1 Committee of the CEA.
Is there a reference implementation recognized for conformance or interoperability?

Yes,
A.4 IEEE 1815 (DNP3)
	Standard
	IEEE 1815 (DNP3)

IEEE Xplore - IEEE Std 1815-2010
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?reload=true&punumber=5518535

	Application
	This standard is used for substation and feeder device automation, as well as for communications between control centers and substations.

	Comments from NIST FW2.0
	An open, mature, widely implemented specification initially developed and supported by a group of vendors, utilities, and other users, and now maintained by an SDO. IEEE has adopted it as an IEEE standard, IEEE Std 1815-2010, excluding the cybersecurity part which is being updated by IEEE Substation Committee Working Group (WG) C12. A Priority Action Plan (PAP12) was established to support transport of Smart Grid data and management functions between networks implementing IEEE 1815 and IEC 61850. 

PAP12 has coordinated actions on the development of mapping between IEC 61850 and IEEE 1815 (DNP3) objects that will allow presently communicated supervisory control and data acquisition (SCADA) information to be used in new ways, while also providing the ability to create new applications using the existing DNP3 infrastructure. A draft IEEE 1815.1 mapping standard has been developed, and a new working group C14 under IEEE substation committee has been established to adopt it as a formal IEEE standard. It is also anticipated to be adopted later by IEC as a dual-logo IEEE/IEC standard. 

(PAP12: Mapping IEEE 1815 (DNP3) to IEC 61850 Objects - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP12DNP361850).

	ITCA Declared?
	No

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	DNP3 Users Group; IEEE-ICAP?
DNP3 users group has published certification test procedures; testing may be via independent facility or vendor self-test; DNP3 UG does not qualify labs

	Actions?
	Follow up w/DNP3 folks and IEEE
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Name of organization which accredits conformance and/or interoperability

There is no accreditation group. Any DNP3 User Group member can simply declare "I can perform a test". There are unwritten rules that the User Group member must also participate in the DNP3 Technical Committee, but that rule cannot be enforced. The DNP3 web site says "The DNP3 Users Group does not qualify testing facilities"

Name of at least one test/calibration/inspection lab 

KEMA Netherlands (in fact, the DNP3 web site lists only 1 other tester (I.S. Results), but I've never heard of the company and NONE of the 3 people listed on the web site has EVER attended a DNP3 technical committee teleconference. This is very suspect to me, I will leave it at that!). Subnet Solutions and Advanced Control Systems have also provided test services in the past.
Name of organization which accredits the testers

See above, there is no accreditation group. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar 

Not applicable, anyone can test

Self-declaration or inspected self-declaration or 3rd party testing?

Both, but there is no teeth to certification. Tester can always say "oops, I missed that test" without any damage

Users Group to monitor standard (Product Mark?)

User group exists, but cannot require that DNP3 logo only appear on properly tested devices

Plug-fests performed?

NEVER

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. Some utilities insert verbiage into their RFQ. Note that only about 30% of products listed on DNP3 are actually conformance tested

Tester-independent test cases?

Yes, test cases written by Technical Committee

Evaluated for cyber-security?

No

Maturity of standard 

1 version per year. Changes are very minor, mainly adding features that never get used.

Does SDO write conformance test cases 

For Outstations, both. For Master test procedures, only detailed tests will exist.

Does SDO write interoperability test cases 

NO

Is there a mechanism to feed back field experience to SDO?

Discussion forum exists. Is regularly monitored by Technical Committee experts

Is there a reference implementation recognized for conformance/ interoperability?

No

A.5 IEC 60870-6 / TASE.2 
	Standard
	IEC 60870-6 / Telecontrol Application Service Element 2  (TASE.2)

http://webstore.iec.ch/webstore/webstore.nsf/artnum/034806) 

CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
Narrative

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_60870_Narrative_10-6-2010.doc

	Application
	This standard defines the messages sent between control centers of different utilities.

	Comments from NIST FW2.0
	Open, mature standard developed and maintained by an SDO. It is widely implemented with compliance testing. This is part of the IEC 60870 Suite of standards. It is used in almost every utility for inter-control center communications between SCADA and/or Energy Management System (EMS) systems. It is supported by most vendors of SCADA and EMS systems.

	ITCA Declared?
	NO

	Industry Test Program?
	Partial

	Organizations currently or potentially involved in T&C with comments
	No formal program; some testing offered by KEMA; some test events many years ago


	Actions?
	Need to understand conformance expectation - no programs seems to imply minimal demand
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Name of organization which accredits conformance and/or interoperability

There is currently no accreditation group for conformance or interoperability for IEC 60870-6/TASE.2/ICCP.  There were some formal interoperability tests conducted in the 1990's by the NERC Data Exchange Working Group. The Data Exchange Working Group still meets (as of April 2009) to discuss interoperability issues.  There are only a few vendors of the IEC 60870-6/TASE.2/ICCP software and most interoperability issues were resolved back then.  There have been very few complaints in over a decade of use.

Name of at least one test/calibration/inspection lab

KEMA provides an IEC 60870-6 test set and performs conformance testing.  The vendors also have their own test tools.

Name of organization which accredits the testers

There is no group that accredits testers.

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

There is no quality registrar.

Self-declaration or inspected self-declaration or 3rd party testing?

Only self-declaration is performed.

Users Group to monitor standard (Product Mark?)

The NERC Data Exchange Working Group is a group of utility users of the standard. It was originally a group of the engineers who were required to deploy it. It still meets regularly to discuss interoperability issues and update configuration tables among its members. 
The standard was created by IEC Technical Committee 57 Working Group 7, which does not regularly meet any more.  The standard is mentioned in the charter of the Utility Communications Architecture International Users Group, but there is no web page or sub-group of the UCAIug dedicated to this standard.

Plug-fests performed?

Yes, the NERC Data Exchange Working Group and EPRI sponsored interoperability tests between all major vendors in the 1990's.  There were two sponsored by EPRI in Ft. Collins Colorado, hosted by WAPA. There was another interoperability test of the security enhancements in 2003.  There have not been any such interoperability tests recently.  There are only a few vendors of the software, and the resolutions of the issues resolved at that testing have likely been sufficient for interoperability.

Is standard mandated at all? Locally, by-state/province? Federal?

NERC has mandated that each utility must have at least one IEC 60870-6/TASE.2/ICCP link to a central federal monitoring site."As a result of the requirement for Control Areas and Reliability Coordinators to exchange operational data for power system security analyses as outlined in NERC Policy 4, the Interregional Security Network (ISN) was established.  This network is a collection of ISN nodes, which communicate over a private frame relay system using ICCP protocol to exchange the required power system related data." - from "ISN Node Responsibilities and Procedures", dated Aug 4, 2005, found at http://www.nerc.com/filez/dewg_twg.html.  This document is not yet a NERC standard but may become one shortly.

Tester-independent test cases?

EPRI owns the test cases from the interoperability testing that was done.

Evaluated for cyber-security (and by whom)?

IEC TC57 WG15 produced a set of standards called IEC 62351 that are intended to be used with IEC 60870-6 to provide application layer certificate exchange, and transport layer security through the TLS protocol.  The vendors of IEC 60870-6/TASE.2/ICCP have produced implementations of this specification and have done at least one interoperability test of it.  The bulk of the work on the IEC 62351 specifications in this area were written by Herb Falk of SISCO, vendor of the most popular implementation of the standard.

Maturity of standard

Approximately 2 versions have been released in 10 years, with the latest in 2005.  This is a very mature standard, so much so that the IEC working group (TC57 WG7) that maintains it does not meet regularly any more.  There are 12 parts of IEC 60870-6 currently published.  The earliest Edition 1.0 document was released in 1994. Further extensions were added to Edition 1.0 in 1995 and 1998.  Some documents were updated with Edition 2.0 documents in 2001, 2002 and 2005.  The most current Edition is 2.1, released in 2005. 

Does SDO write conformance test cases?)

No.

Does SDO write interoperability test cases?

No, the SDO (IEC) does not.  EPRI owns the interoperability test cases from the multi-vendor testing that was done.  The Data Exchange Working Group may have some test cases internally, but does not appear to have published them.  There are some high-level project-specific requirements for the Interregional Security Network (ISN) at http://www.nerc.com/filez/isn.html which might count as abstract test cases.

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Nothing formal, although there is active correspondence between the Data Exchange Working Group and the vendors and several of each were on the IEC (SDO) working group.

Is there a reference implementation recognized for conformance or interoperability?

Not formally.  However, there are very few vendors.  SISCO has the most common implementation.

A.6 IEC 61850 
	Standard
	IEC 61850 Suite

http://webstore.iec.ch/webstore/webstore.nsf/artnum/033549!opendocument
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
Narrative

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_61850_Narrative_10-6-2010.doc

	Application
	This standard defines communications within transmission and distribution substations for automation and protection. It is being extended to cover communications beyond the substation to integration of distributed resources and between substations.

	Comments from NIST FW2.0
	The IEC 61850 suite of standards is a set of over ten individual documents. Testing considerations vary across the suite, thus a breakdown by individual documents is provided later in this section.

Open standard with conformance testing that is developed and maintained by an SDO. It has been widely adopted world-wide and is starting to be adopted in North America. Developed initially for field device communications within substations, this set of standards is now being extended to communications between substations, between substations and control centers, and including hydroelectric plants, DER, and synchrophasors. It is also adapted for use in wind turbines (IEC 61400-25) and switchgears (IEC 62271-3). Several PAPs (PAP07, PAP08, PAP12, and PAP13) are dedicated to further development work in various areas. 

PAP07 has developed requirements to update IEC 61850-7-420 Distributed Energy Resource (DER) Information Models to include storage devices and Smart Grid functionality necessary to support high penetration of DER. PAP07 is also mapping the information models to application protocols including Smart Energy Profile (SEP)2 and DNP3. The new information models requirements are included in the IEC Technical Report, IEC 61850-90-7 which is expected to be completed in June 2011 and will also be included in the modified normative standard that will follow.

(PAP07: Energy Storage Interconnection Guidelines - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP07Storage)

PAP12 has been working on the mapping of IEEE 1815 (DNP3) to IEC 61850 objects, and it has resulted in a draft IEEE standard P1815.1 being completed in early 2011 for adoption by IEEE around mid-2011.  

(PAP12: Mapping IEEE 1815 (DNP3) to IEC 61850 Objects - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP12DNP361850)

PAP13 is established to assist and accelerate the integration of standards (IEEE C37.118 and IEC 61850) that impact phasor measurement systems and applications that use synchrophasor data, as well as implementation profiles for IEEE Std 1588 for precision time synchronization.

(PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP1361850C27118HarmSynch) 

IEEE will split current IEEE C37.118-2005 into two parts in its new revision to facilitate the harmonization with IEC standards: C37.118.1 Standard for synchrophasor measurements for power systems aimed to become an IEEE/IEC dual-logo standard, and C37.118.2, Standard for synchrophasor data transfer for power systems to be harmonized with / transitioned to IEC 61850-90-5, which is currently under development.

PAP8 is working on harmonizing this family of standards, the IEC 61970 family of standards (Common Information Model or CIM), and Multispeak for distribution grid management (PAP08: CIM/61850 for Distribution Grid Management - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak).



	ITCA Declared?
	YES

	Industry Test Program?
	YES

	Organizations currently or potentially involved in T&C with comments
	UCAiug; UCA has declared intent to implement the IPRM and be an ITCA for several standards including IEC 61850

	Actions?
	

	Additional SGTCC comments
	61850-1, -2, -4 and -5 are not intended for test
61850-3 covers environmental test issues and test services are available from some 3rd party labs offering such services

61850-6 through 10 provides the basis for the UCA test program. UCA testing breaks functionality into 14 “conformance blocks”. Certificate lists the tested blocks as well as the specific test numbers to test optional features within those blocks. Optional features as defined by PICS/PIXIT/etc. documents.




Individual IEC 61850 Document Test Considerations

IEC 61850-1 Communication Networks and Systems in Substations – Part 1: Introduction and Overview

· Informational – Not intended for test

IEC 61850-2 Communication Networks and Systems in Substations – Part 2: Glossary

· Informational – Not intended for test

IEC 61850-3 Communication Networks and Systems in Substations – Part 3: General Requirements

· Test Oriented for Environmental, EMC, Surge, etc.

· Various EMC and other independent labs can provide test services

· 8 standards that it references: IEC 61000-4-6; IEC 61000-4-5; 4-12; 4-16; 4-4; 4-3; 4-8; 4-10 --- 3 of those (4, 12, 3) covered under C37.90; the other 5 are noted gaps from EMC WP

IEC 61850-4 Communication Networks and Systems in Substations – Part 4: System and Project Management

· Informational – Not intended for test

· Project Methodology information

IEC 61850-5 Communication Networks and Systems in Substations – Part 5: Communication Requirements for Functions and Device Models

· Informational – Not intended for test

· Requirements Analysis information

IEC 61850-6 Communication Networks and Systems in Substations – Part 6: Configuration Description Language for Communication in Electrical Substations Related to IEDs

· Addressed in UCA test program

IEC 61850-7 Communication Networks and Systems in Substations – Part 7: Basic Communication Structure for Substation and Feeder Equipment

· Addressed in UCA test program

IEC 61850-7-1: Principles and Models

IEC 61850-7-2: Abstract Communication Service Interface (ACSI)

IEC 61850-7-3: Common Data Classes

IEC 61850-7-4: Compatible Logical Node Classes and Data Classes

IEC 61850-8 Communication Networks and Systems in Substations – Specific Communication Service Mapping (SCSM)

· Addressed in UCA test program

IEC 61850-8-1: Mappings to MMS (ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3

IEC 61850-9 Communication Networks and Systems in Substations – Specific Communication Service Mapping (SCSM)
· Addressed in UCA test program

IEC 61850-9-1: Sampled Values over Serial Unidirectional Multidrop Point to Point Link

IEC 61850-9-2: Sampled Values over ISO/IEC 8802-3

IEC 61850-10: Communication Networks and Systems in Substations – Part 10: Conformance Testing
· Provides basis for test execution and incorporated into UCA test program

The UCA International Users Group (UCAIug) has approved nine IEC 61850 Test Labs (as of 24 August 2012); the list is maintained on the UCA website. The current labs are:
· ABB Switzerland Ltd ; Server: Level B 
· Central Power Research Institute (CPRI); Bangalore, India; Server: Level A
· KEMA Nederland BV; Client or Server and 9-2LE: Level A
· NARI-RELAYS Electric Co., Ltd., Nanjing, China ; Server: Level B
· Schneider Electric, Shanghai; Server: Level  B
· TUV SUD; Munich, Germany; Server: Level A
· Xuchang KETOP Electrical Apparatus Testing & Research Institute, Henan, China ;Server: Level B
· ALSTOM GRID UK Ltd, Substation Automation Solutions ; Server: Level B
· American Electric Power (AEP) Dolan Technology/Testing Center; Client or Server: Level A


Findings From 2010 Landscape

Name of organization which accredits conformance and/or interoperability

UCAIug

Name of at least one test/calibration/inspection lab 

KEMA Netherlands for "Level A' tests; ABB, Areva, KETOP, Nari-Relays for "Level B" tests

Name of organization which accredits the testers

UCAIug via consultants 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar 

I think the answer is ISO for ISO/IEC 17025 which includes ISO 9000

Self-declaration or inspected self-declaration or 3rd party testing?

Inspected self-declaration and 3rd party. Self-declaration causes test to revert to "Level B" while 3rd party MAY be "Level A"

Users Group to monitor standard (Product Mark?)

User group has no product mark program

Plug-fests performed?

Merging Unit informal plug-fests performed at CIGRE 2004 and 2006 and 2008 meetings. Plug-fests were interop demonstrations only

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated. Most utilities insert verbiage into their RFQ.

Tester-independent test cases?

Yes, test cases written by Test procedures working group under Testing Committee

Evaluated for cyber-security (and by whom)?

No

Maturity of standard (various metrics, perhaps “days since last change” or “version per year”) : this indicates whether commercial testing is even feasible

First version 2005, 900 errata notices so far. Edition 2 (2010) should be much more stable.

Does SDO write conformance test cases 

Abstract only.

Does SDO write interoperability test cases? 

NO

Is there a mechanism to feed back field experience to SDO)?

Yes, TISSUEs process and required User/vendor feedback for conformance certified devices

Is there a reference implementation recognized for conformance or interoperability?

No

A.7 IEC 61968/61970  
	Standard
	IEC 61968/61970 Suites

http://webstore.iec.ch/webstore/webstore.nsf/artnum/031109!opendocument
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
Narrative IEC 61968 http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_61968_Narrative_10-6-2010.doc 

Narrative IEC 61970

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_61970_Narrative_10-6-2010.doc

	Application
	These families of standards define information exchanged among control center systems using common information models. They define application-level energy management system interfaces and messaging for distribution grid management in the utility space.

	Comments from NIST FW2.0
	Open standards that are starting to become more widely implemented, developed and maintained by an SDO with support from a users group. They are part of PAP08 activities relating to integration with IEC 61850 and Multispeak (PAP08: CIM/61850 for Distribution Grid Management - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak).

	ITCA Declared?
	YES

	Industry Test Program?
	Partial

	Organizations currently or potentially involved in T&C with comments
	UCA has declared intent to implement the IPRM and be an ITCA for several standards including 61968/61970

	Actions?
	

	
	


Findings From 2010 Landscape

Name of organization which accredits conformance and/or interoperability

Interoperability tests have been conducted by the Electric Power Research Institute (EPRI) for several years for IEC 61970. EPRI has recently started performing interoperability test for IEC 61968. 

Name of at least one test/calibration/inspection lab)

None exists today.  The Common Information Model (CIM) user group of UCAIug is investigating and planning for this capability.

Name of organization which accredits the testers

EPRI. Tests are conducted on an EPRI schedule as an EPRI project. There is no group that accredits testers as an on-demand service.

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

There is no quality registrar.

Self-declaration or inspected self-declaration or 3rd party testing?

EPRI is a form of third-party testing. Otherwise self-declaration is performed.

Users Group to monitor standard (Product Mark?)

UCA International Users Group (http://www.ucaiug.org/default.aspx)is a not-for-profit corporation focused on assisting users and vendors in the deployment of standards for real-time applications for several industries with related requirements. The Users Group does not write standards, however works closely with those bodies that have primary responsibility for the completion of standards (notably IEC TC 57: Power Systems Management and Associated Information Exchange). 
The UCAIug as well as its member groups (CIMug, Open Smart Grid, and IEC61850) draws its membership from utility user and supplier companies.  

The mission of the UCA International Users Group is to enable utility integration through the deployment of open standards by providing a forum in which the various stakeholders in the utility industry can work cooperatively together as members of a common organization to:

1) Influence, select, and/or endorse open and public standards appropriate to the utility market based upon the needs of the membership.

2) Specify, develop and/or accredit product/system-testing programs that facilitate the field interoperability of products and systems based upon these standards.

3) Implement educational and promotional activities that increase awareness and deployment of these standards in the utility industry.

Plug-fests performed?

To date, there are no plug-fests performed for the CIM.

Is standard mandated at all? Locally, by-state/province? Federal?

NERC in North America and ENTSO-E in Europe has mandated that IEC 61970 be used for power system model exchange between Transmission System Operators in these respective countries.  Additionally, CIM standards are mandated by individual utilities for internal enterprise use and by ISO/RTO's for exchange of power system information with member Transmission Operators.

Tester-independent test cases?

Interoperability test cases are available from EPRI and the CIM User Group.  

Evaluated for cyber-security?

IEC TC57 Working Group 15 has been evaluating the CIM standards for cyber-security and actions have been identified to improve security.

Maturity of standard 

The CIM profile standards in the 61970 and 61968 series are the basis for testing and are stable. There is an annual update for 61970 interface profiles if needed to embrace the annual release cycle for the CIM information model published by IEC TC57. 

One major release of the CIM is made publically available each year through the UCAIug CIM User Group.  Commercial testing is feasible and must be based on IEC standards that are themselves based on specific versions of the CIM.  Users of CIM standards require configuration management processes to incorporate future releases of the CIM and associated artifacts as needed without disrupting their implementations.

Does SDO write conformance test cases?

No, the SDO (IEC) does not.

Does SDO write interoperability test cases?

No, the SDO (IEC) does not. 

Is there a mechanism to feed back field experience to SDO)?

Yes, the CIM Users Group of UCAIug has a formal mechanism for reporting issues that are fed back to the appropriate IEC working groups (IEC TC57 working groups 13 and 14).

Is there a reference implementation recognized for conformance or interoperability?

No.

A.8 IEEE C37.118 
	Standard
	IEEE C37.118-2005

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657
(To be published as IEEE C37.118.1 and

IEEE C37.118.2 in its new revision)

	Application
	This standard defines phasor measurement unit (PMU) performance specifications and communications for synchrophasor data.

	Comments from NIST FW2.0
	Open standard, widely implemented, developed and maintained by an SDO.  Standard includes some requirements for communications and measurement and is currently being updated by IEEE Power System Relaying Committee (PSRC) Relaying Communications Subcommittee Working Group H11 and H19.

Some items not covered in C37.118-2005 include communication service modes, remote device configuration, dynamic measurement performance, and security.

IEEE will split current IEEE C37.118-2005 into two parts in its new revision to facilitate the harmonization with IEC standards: C37.118.1 “Standard for synchrophasor measurements for power systems” by IEEE PSRC WG H11 to become an IEEE/IEC dual-logo standard, and C37.118.2, “Standard for synchrophasor data transfer for power systems” by IEEE PSRC WG H19 to be harmonized with / transitioned to IEC 61850-90-5, which is currently under development.
IEEE PSRC WG C5 is developing a “Guide for Synchronization, Calibration, Testing, and Installation of Phasor Measurement Units (PMU) applied in Power System Protection and Control” based on the C37.118 standards and previous publications by North American Synchro-Phasor Initiative (NASPI) in these areas.
They are part of PAP13 relating to harmonization of IEC 61850 and IEEE C37.118 standards (PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision Time Synchronization - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP1361850C27118HarmSynch).

	ITCA Declared?
	No

	Industry Test Program?
	In development

	Organizations currently or potentially involved in T&C with comments
	IEEE/ICAP may be developing with WSU; Additionally, NASPI is exploring a synchrophasor test program, with collaboration from ICAP and other industry experts

	Actions?
	Follow up with IEEE/ICAP and NASPI; SGTCC members participating on NASPI task force

	
	


Findings From 2010 Landscape

Name of organization which accredits conformance and/or interoperability

At this time no organization accredits conformance or interoperability for this standard. 

Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

NERC

Name of personnel certification programs (ex, ISO 9000)

None

Name of quality registrar

None

Self-declaration or inspected self-declaration or 3rd party testing?

NASPI (North America SynchroPhasor Initiative) have developed a "Guide for PMU Installation, Commissioning and Maintenance" that includes a PMU Acceptance Checklist stating a requirement to conduct a PMU protocol conformance test for IEEE C37.118.

Users Group to monitor standard (Product Mark?)

NASPI PSTT (Performance and Standards Task Team) is providing informal input into the current standard update effort by the IEEE and many of the key NASPI PSTT members are leaders in the IEEE and IEC harmonization and update efforts.

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No not at this time although NERC standard PRC-002 requires that Dynamic Disturbance Recorder equipment be installed by 2010 which will often include PMUs or other phasor measurement equipped devices.  NERC standards are mandated by federal laws in the US and Canada.

Tester-independent test cases?

Under development.

Evaluated for cyber-security?

Yes, in general NERC has reviewed PMU communications and concluded that currently the devices are not normally deemed as Cyber Critical Assets.  However each utility is responsible to develop their own cyber security policy and to determine whether to classify PMU related assets and phasor measurement communications equipment as Cyber Critical Assets.   

Maturity of standard 

The original standard was published in 2005.  A major update of the standard is underway by the IEEE Power System Relay Committee with draft for balloting expected in the spring of 2010.

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

Yes.  NASPI PSTT would be a proxy for a user's group for this purpose.

Is there a reference implementation recognized for conformance or interoperability?

Yes there is a "PMU Acceptance Test Checklist for Connecting to TVA SuperPDC" included in the "Guide for PMU Installation, Commissioning and Maintenance"

A.9 IEEE 1547 
	Standard
	IEEE 1547 Suite

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657

	Application
	This family of standards defines physical and electrical interconnections between utilities and distributed generation (DG) and storage.

	Comments from NIST FW2.0
	Open standards developed and maintained by an SDO with significant implementation for the parts covering physical/electrical connections. The parts of this suite of standards that describe messages are not as widely deployed as the parts that specify the physical interconnections.  Many utilities and regulators require their use in systems.  Revising and extending the IEEE 1547 family is a focus of PAP07, covering energy storage interconnections (PAP07: Energy Storage Interconnection Guidelines - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP07Storage

HYPERLINK).

When applied to utility-interactive equipment, Underwriters Laboratories (UL) 1741, “Standard for Safety Inverters, Converters, Controllers and Interconnection System Equipment for Use With Distributed Energy Resources,” should be used in conjunction with 1547 and 1547.1 standards which supplement them. The products covered by these requirements are intended to be installed in accordance with the National Electrical Code, National Fire Protection Association (NFPA) 70. 



	ITCA Declared?
	No

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	IEEE 1547.1 provides conformance test procedures and is the part of the series meriting attention for testing and certification activities; focused on installation tests as a condition of commissioning - no formal third party programs but appears to be a need as "1547 compliant" is sometimes requested by officials having jurisdiction ; UL 1741 expands upon 1547 addressing safety issues -- UL offers listings where 1547 is incorporated into the testing scope – so there is an avenue for testing services, but not yet in IPRM/ITCA approach

	Actions?
	

	
	


List of IEEE 1547 Documents

Note that IEEE 1547.1 is the focus of testing/certification activity; the other documents focus on guidelines and recommended practices

______________________________________________________

IEEE 1547.1 (2005) Standard for Conformance Tests Procedures for Equipment Interconnecting Distributed Resources with Electric Power Systems
IEEE 1547.2 (2008) Application Guide for IEEE 1547 Standard for Interconnecting Distributed Resources with Electric Power Systems

IEEE 1547.3 (2007) Guide for Monitoring Information Exchange and Control of Distributed Resources with Electric Power Systems

IEEE 1547.4 (2011) Draft Guide for Design, Operation, and Integration of Distributed Resource Island Systems with Electric Power Systems

IEEE 1547.5 Draft Technical Guidelines for Interconnection of Electric Power Sources Greater than 10 MVA to the Power Transmission Grid [Withdrawn]
IEEE 1547.6 (2011) Draft Recommended Practice for Interconnecting Distributed Resources With Electric Power Systems Distribution Secondary Networks

IEEE 1547.7 Draft Guide to Conducting Distribution Impact Studies for Distributed Resource Interconnection

IEEE 1547.8 Recommended Practice for Establishing Methods and Procedures that Provide Supplemental Support for Implementation Strategies for Expanded Use of IEEE Standard 1547
Findings From 2010 Landscape

A.10 IEEE 1588 
	Standard
	IEEE 1588

http://ieee1588.nist.gov/
IEEE C37.238

http://standards.ieee.org/develop/project/C37.238.html

	Application
	Standard for time management and clock synchronization across the Smart Grid for equipment needing consistent time management.

	Comments from NIST FW2.0
	Open standard. Version 2 is not widely implemented for power applications.  Developed and maintained by an SDO.

IEEE PSRC Subcommittee Working Group H7 is developing a new standard C37.238 (IEEE Standard Profile for use of IEEE Std. 1588 Precision Time Protocol in Power System Applications).
The new standard is part of PAP13, which covers incorporating precision time synchronization with harmonization of IEEE and IEC standards for communications of phasor data (http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP1361850C27118HarmSynch).

	ITCA Declared?
	NO

	Industry Test Program?
	Partial

	Organizations currently or potentially involved in T&C with comments
	1588 Conformity Alliance (IEEE-ICAP) program -- ICAP has a 1588 program currently focused on telecom that has expressed interest in expanding to cover power profile; some plugfest type events have included C37.238

	Actions?
	

	
	


Findings From 2010 Landscape

Name of organization which accredits conformance and/or interoperability
Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

None (however, a presentation by IEEE-ISTO ("Conformity Assessment & Certification –Industry Program Approaches") states "IEEE 1588 has strong potential for a conformity assessment program"

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

NIST has informal Users Group (ieee1588.nist.gov)

Plug-fests performed?

Yes, by IEEE PSRC H7 for verification of Power System Profile, also yearly at "IEEE Symposium on Precision Clock Synchronization for Measurement, Control and Communication"

Is standard mandated at all? Locally, by-state/province? Federal?

None mandated.
Tester-independent test cases?

None

Evaluated for cyber-security?

No

Maturity of standard 

First version 2002, second edition is 2008 and has doubled in size (might not be entirely stable yet)

Does SDO write conformance test cases?

No.

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO)?

No

Is there a reference implementation recognized for conformance or interoperability?

No

A.11 RFC 6272 (IP Protocols for SG)

	Standard
	Internet Protocol Suite, Request for Comments (RFC) 6272, Internet Protocols for the Smart Grid.

 CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFIETFRFC6272

	Application
	Internet Protocols for IP-based Smart Grid Networks
IPv4/IPv6 are the foundation protocol for delivery of packets in the Internet network. Internet Protocol version 6 (IPv6) is a new version of the Internet Protocol that provides enhancements to Internet Protocol version 4 (IPv4) and allows a larger address space.

	Comments from NIST FW2.0
	A set of open, mature standards produced by IETF for Internet technologies. As part of the tasks for PAP01 (PAP01: Role of IP in the Smart Grid - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP01InternetProfile), a core set of IP protocols has been identified for Smart Grid. After review by PAP01, CSWG, and SGAC, it has been recommended by the SGIP Governing Board (SGIPGB) and approved by the SGIP Plenary for inclusion in the SGIP Catalog of Standards. The list has been published by the IETF as RFC6272, which identifies the key protocols of the Internet Protocol Suite for Use in the Smart Grid. The target audience is those people seeking guidance on how to construct an appropriate Internet Protocol Suite profile for the Smart Grid.

	ITCA Declared?
	NO

	Industry Test Program?
	NO (N/A)

	Organizations currently or potentially involved in T&C with comments
	May not be applicable – appears that an ITCA style program may not be appropriate as this is more of a guideline focused document

	Actions?
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None
A.12 IEEE 1901 and ITU-T G.9972

	Standard
	Inter-System Protocol(ISP)-based Broadband-Power Line Carrier (PLC) coexistence mechanism: (Portion of) IEEE 1901-2010 (ISP) and International Telecommunications Union Telecommunication Standardization Sector (ITU-T) G.9972 (06/2010)
IEEE 1901-2010

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&src=0&Join=n&SWEView=Catalog+View+%28eSales%29_Main_JournalMags_IEEE&mem_type=Customer&HideNew=N&SWEHo=sbwsweb.ieee.org&SWETS=1298228970
ITU-T G.9972

http://www.itu.int/rec/T-REC-G.9972-201006-P/en

	Application
	Both IEEE 1901-2010, “IEEE Standard for Broadband over Power Line Networks: Medium Access Control and Physical Layer Specifications,” and ITU-T G.9972 (06/2010), “Coexistence mechanism for wireline home networking transceivers,” specify Inter-System Protocol (ISP) based Broadband (> 1.8 MHz) PLC (BB-PLC) coexistence mechanisms to enable the coexistence of different BB-PLC protocols for home networking.

	Comments from NIST FW2.0
	Open standards developed and maintained by SDOs. Both IEEE 1901 and ITU-T G.9972 are developed and maintained by SDOs. Through coordination by PAP15 (PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP15PLCForLowBitRates), the divergence between the two standards has been successfully eliminated before ratification. IEEE 1901-compliant devices implementing either one of the two IEEE 1901 Physical(PHY)/Media Access Control(MAC) Layers can coexist with each other. Likewise, ITU-T G.9960/9961 devices that implement ITU-T G.9972 can coexist with IEEE 1901-compliant devices implementing either one of the two IEEE P1901 PHY/MACs, and vice versa.

	ITCA Declared?
	NO

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	HomePlug Power Alliance (1901) and HomeGrid Forum (9972)
HPPA and HGF have certification programs associated with these standards; no discussion to date on IPRM adoption by either org

	Actions?
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None
A.13 MultiSpeak 
	Standard
	Multispeak

http://www.multispeak.org/about/Specification/Pages/default.aspx   

	Application
	A specification for application software integration within the utility operations domain; a candidate for use in an Enterprise Service Bus.

	Comments from NIST FW2.0
	An open, mature specification developed and maintained by a consortium of electric utilities and industry vendors, with an interoperability testing program. It is part of PAP08’s task for harmonization of IEC 61850/CIM and Multispeak (PAP08: CIM/61850 for Distribution Grid Management  - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP08DistrObjMultispeak).

	ITCA Declared?
	Yes

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	MultiSpeak Initiative
Multispeak has declared intent to implement IPRM; some concerns on scale of cert program vs. level of effort to implement;

	Actions?
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None
A.14 NEMA SG-AMI-1 2009

	Standard
	NEMA Smart Grid Standards Publication SG-AMI 1-2009 – Requirements for Smart Meter Upgradeability http://www.nema.org/stds/sg-ami1.cfm
CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSifSGAMI1

	Application
	This standard will be used by smart meter suppliers, utility customers, and key constituents, such as regulators, to guide both development and decision making as related to smart meter upgradeability.

	Comments from NIST FW2.0
	This standard serves as a key set of requirements for smart meter upgradeability. These requirements should be used by smart meter suppliers, utility customers, and key constituents, such as regulators, to guide both development and decision making as related to smart meter upgradeability. 

The purpose of this document is to define requirements for smart meter firmware upgradeability in the context of an AMI system for industry stakeholders such as regulators, utilities, and vendors.

This standard was coordinated by PAP00 Meter Upgradeability Standard  - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP00MeterUpgradability and has been recommended by the SGIPGB and approved by the SGIP Plenary for the CoS.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	Possibly NEMA SGIC – it is not clear at this point if this standard will be included in the SGIC program

	Actions?
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None
A.15 NAESB WEQ19, REQ 18 Energy Usage Information

	Standard
	NAESB WEQ19, REQ18, Energy Usage Information

http://www.naesb.org/member_login_check.asp?doc=weq_rat102910_weq_2010_ap_6d_rec.doc, 

http://www.naesb.org/member_login_check.asp?doc=req_rat102910_req_2010_ap_9d_rec.doc 

CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFNAESBREQ18WEQ19 

	Application
	The standards specify two‐way flows of energy usage information based on a standardized information model.

	Comments from NIST FW2.0
	Open standards, developed and maintained by an SDO. These are new standards to be adopted and deployed. It will be a basis for additional standards and recommendations including those from PAP17; also used as input for Energy Interoperation.
The standards have been reviewed by PAP10 (PAP10: Standard Energy Usage Information  - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP10EnergyUsagetoEMS) and SGAC. It has been recommended by the SGIP Governing Board and approved by the SGIP Plenary for inclusion in the Catalog of Standards.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	May tie into OpenADE/Green Button activity; currently planning IPRM/ITCA development

	Actions?
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None
A.16 NISTIR 7761

	Standard
	NISTIR 7761, NIST Guidelines for Assessing Wireless Standards for Smart Grid Applications http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Objective3/NIST_PAP2_Guidelines_for_Assessing_Wireless_Standards_for_Smart_Grid_Applications_1.0.pdf
CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFNISTIR7761

	Application
	This report is a draft of key tools and methods to assist smart grid system designers in making informed decisions about existing and emerging wireless technologies. An initial set of quantified requirements have been brought together for advanced metering infrastructure (AMI) and initial Distribution Automation (DA) communications. These two areas present technological challenges due to their scope and scale. These systems will span widely diverse geographic areas and operating environments and population densities ranging from urban to rural.

	Comments from NIST FW2.0
	The wireless technologies presented here encompass different technologies that range in capabilities, cost, and ability to meet different requirements for advanced power systems applications. System designers are further assisted by the presentation of a set of wireless functionality and characteristics captured in a matrix for existing and emerging standards-based wireless technologies. Details of the capabilities are presented in this report as a way for designers to initially sort through the available wireless technology options. To further assist decision making, the document presents a set of tools in the form of models that can be used for parametric analyses of the various wireless technologies.

	ITCA Declared?
	No

	Industry Test Program?
	No (N/A)

	Organizations currently or potentially involved in T&C with comments
	Basically a guide for decision making relative to wireless technologies - may not be applicable for T&C programs

	Actions?
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None
A.17 Open Automated Demand Response (OpenADR) 
	Standard
	Open Automated Demand Response 
(https://openadr.memberclicks.net/index.php?option=com_mc&view=mc&mcid=form_124701)

www.openadr.org


	Application
	The specification defines messages exchanged between the Demand Response (DR) Service Providers (e.g., utilities, independent system operators (ISOs) and customers for price-responsive and reliability-based DR

	Comments from NIST FW2.0
	Initially developed by Lawrence Berkeley National Laboratory and California Energy Commission and is currently supported by the OpenADR Alliance. 

OpenADR has now been standardized in OASIS Energy Interoperation. (PAP09: Standard DR and DER Signals  - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER). OpenADR 2.0 profile is a profile (subset) of the Energy Interoperation standard created by the OpenADR Alliance to enable interoperable system implementations (www.openadr.org)
The OpenADR Alliance has also built a test tool to assure uniform testing for certification.

Test house accredited by A2LA.

	ITCA Declared?
	Yes

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	OpenADR Alliance; Testing Program for OpenADR 2.0a established and 2.0b in progress. Test service provided and certification agency selected. Test service provider updated testing scope to reflect OpenADR 2.0 testing. ISO Guide 65 certification setup will follow shortly.

	Actions?
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Name of organization which accredits conformance and/or interoperability

There is no accreditation group. This recommended demand response specification was developed by Lawrence Berkeley National Labs under funding by California Energy Commission.  There are two standards bodies, NAESB and OASIS that are discussing efforts to move the body of work in a standards development forum.

Name of at least one test/calibration/inspection lab)

None.

Name of organization which accredits the testers

None

Name of personnel certification programs (ex, ISO 9000)

Not applicable

Name of quality registrar 

Not applicable

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration

Users Group to monitor standard (Product Mark?)

User group exists, but reforming under Open SmartGrid under UCA International Users Group

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

The requirements specification has been selected for review and adoption by the NIST Interoperability Review Panel in Phase I

Tester-independent test cases?

No
Evaluated for cyber-security (and by whom)?

No

Maturity of standard

In development and pilot testing for 3 years

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No SDO selected at this time

Is there a mechanism to feed back field experience to SDO?

Discussion forum exists. Is regularly monitored by Technical Committee experts that meets 4 times per year.  Open discussions also underway at Open SmartGrid meetings

Is there a reference implementation recognized for conformance or interoperability?

OPC-UA Industrial 

	Standard
	OPC-UA Industrial

http://www.opcfoundation.org/Downloads.aspx?CM=1&CN=KEY&CI=283

	Application
	A platform-independent specification for a secure, reliable, high-speed data exchange based on a publish/subscribe mechanism. Modern service-oriented architecture (SOA) designed to expose complex data and metadata defined by other information model specifications (e.g. IEC 61850, BACnet, OpenADR). Works with existing binary and eXtensible Markup Language (XML) schema defined data.

	Comments from NIST FW2.0
	Widely supported open standard, with compliance testing program.

	ITCA Declared?
	NO

	Industry Test Program?
	YES

	Organizations currently or potentially involved in T&C with comments
	OPC has a compliance and certification test program with a combination of self-test and lab test. States lab is in process of implementing 17025



	Actions?
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None
A.18  (OGC) Open Geospatial Consortium Geography Markup Language (GML)
	Standard
	Open Geospatial Consortium Geography Markup Language (GML)

http://www.opengeospatial.org/standards/gml 

	Application
	A standard for exchange of location-based information addressing geographic data requirements for many Smart Grid applications.

	Comments from NIST FW2.0
	An open standard, GML encoding is in compliance with International Organization for Standardization (ISO) 19118 for the transport and storage of geographic information modeled according to the conceptual modeling framework used in the ISO 19100 series of International Standards and is in wide use with supporting open source software. Also used in Emergency Management, building, facility, and equipment location information bases (http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=32554).

	ITCA Declared?
	No

	Industry Test Program?
	Yes

	Organizations currently or potentially involved in T&C with comments
	OGC has a compliance program based on self-test; no interaction with SGTCC to date and program does not appear to align with IPRM recommendations



	Actions?
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Name of organization which accredits conformance and/or interoperability

OGC – Open Geospatial Consortium, Inc.

Name of at least one test/calibration/inspection lab)

1.  OWS-5 Testbed, OGC Interoperability Initiative:

http://www.opengeospatial.org/pub/www/ows5/index.html
2. International Hydrology Interoperability Experiement

http://www.opengeospatial.org/pressroom/pressreleases/1100
3. OGC Web Services (OWS), Phase 7 (OWS-7)

http://www.opengeospatial.org/standards/requests/60

Name of organization which accredits the testers

OGC 

Name of personnel certification programs (ex, ISO 9000)

OGC and ISO coordiante shared personnel that is complementary to one another, through various resolutions of IS TC211 and OGC. The OpenGIS specifications are either ISO standards or will become ISO standard.

Name of quality registrar 

List of Registars: 

http://www.opengeospatial.org/resource/products

Self-declaration or inspected self-declaration or 3rd party testing?

Inspected Self declaration.

Users Group to monitor standard (Product Mark?)

No.

Within OGC, geospatial technology users work with technology providers. 

OGC facilitates the reaching of consensus for OpenGIS Specifications, which are publicly available specification standards that allow various geospatial systems to interoperate.  The technical committee reviews the specification for interfaces and encodings; then the Technical and Planning Committee approve the OpenGIS specification for release to the public

Plug-fests performed?

Yes.

Is standard mandated at all? Locally, by-state/province? Federal?

These are guidelines

Tester-independent test cases?

No
Evaluated for cyber-security (and by whom)?

No.

Maturity of standard

OGC was formed in 1994.  The first approved  implementation specification was in 1997 and the first Interoperability testbed was implemented in 1999.  Today, proposed standards continue to mature within the OGC program through public input, suggested changes and public comment. Members then consider the request(s) and instigates a formal member vote.  Draft standard specifications that are unanimously approved become an approved standard.  It is then publicly available on the OGC website, free of charge.   Through the success of the OpenGIS specifications, hundreds of commercial and open source geospatial products are and have been implemented worldwide.

Does SDO write conformance test cases?

Yes.

CITE (Conformance and Interoperability Test and Evalutation) provides metholodolgy and tools for testing products’ conformance to the Open GIS specification; thus, testing the interface for response and behavior defined in the specification.

Does SDO write interoperability test cases?

Yes, related to the CITE initiative, as defined above.

Is there a mechanism to feed back field experience to SDO?

Yes through OGC; there is a technical resolution process in place. 

Is there a reference implementation recognized for conformance or interoperability?

Yes.

There is a CITE Portal with links to websites that implement the official OGC reference implementation of the OpenGIS WMS and WFS Specifications .

A.19 Smart Energy Profile 
	Standard
	Smart Energy Profile 2.0
http://www.zigbee.org/Standards/ZigBeeSmartEnergy/Overview.aspx
CSWGG Report on Draft Technical Requirements Document  0.7

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_SEP_2.0_Tech_Requirements_TRD_Review_v10.pdf

	Application
	Home Area Network (HAN) Device Communications and Information Model.

	Comments from NIST FW2.0
	A profile under development, but anticipated to be technology-independent and useful for many Smart Grid applications. PAP 18 focuses on developing specific requirements to allow the coexistence of SEP 1.x and 2.0 and to support the migration of 1.x implementations to 2.0. The PAP has produced a white paper summarizing the key issues with migration and making specific recommendations and a requirements document to be submitted to the ZigBee Alliance for consideration in developing the technology-specific recommendations, solutions, and any required changes to the SEP 2.0 specifications themselves. PAP18:SEP 1.x to SEP 2 Transition and Coexistence - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP18SEP1To2TransitionAndCoexistence).

	ITCA Declared?
	Yes

	Industry Test Program?
	In development

	Organizations currently or potentially involved in T&C with comments
	CSEP is newly formed and stated plan to launch ITCA program; Zigbee does SEP testing; evolving to incorporate other technology options



	Actions?
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None
A.20 OpenHAN 
	Standard
	OpenHAN 

http://osgug.ucaiug.org/sgsystems/openhan/HAN%20Requirements/Forms/AllItems.aspx

	Application
	A specification for home area network (HAN) to connect to the utility advanced metering system including device communication, measurement, and control.

	Comments from NIST FW2.0
	A specification developed by a users group, Utility Communications Architecture International Users Group (UCAIug), that contains a “checklist” of requirements that enables utilities to compare the many available HANs.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	UCA? TBD if this will be one of the areas UCA includes in their ITCA development

	Actions?
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None
A.21 AEIC Guidelines v2.0 
	Standard
	AEIC Guidelines

http://www.aeic.org/meter_service/AEICSmartGridStandardv2-11-19-10.pdf 
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/CSWG_Standards_PAP_5_AEIC_Metering_Guidelines_111210.pdf

	Application
	A guideline comprising framework and testing criteria for vendors and utilities who desire to implement standards-based AMI (StandardAMI) as the choice for Advanced Metering Infrastructure (AMI) solutions.

	Comments from NIST FW2.0
	The guidelines in this document were created in order to assist utilities in specifying implementations of ANSI C12.19 typical metering and AMI devices.  Intended to constrain the possible options chosen when implementing the ANSI C12 standards and therefore improve interoperability.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
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Name of organization which accredits conformance and/or interoperability

None.

Name of at least one test/calibration/inspection lab)

None.

Name of organization which accredits the testers

None. 

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge.

Name of quality registrar

Not applicable, anyone can test.

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration.

Users Group to monitor standard (Product Mark?)

There is a utility-led committee that develops the guidelines.

Plug-fests performed?

No.

Is standard mandated at all? Locally, by-state/province? Federal?

Not explicitly mandated. Some utilities use the guidelines to filter vendors for RFQs.

Tester-independent test cases?

No.
Evaluated for cyber-security?

Not applicable.

Maturity of standard 

Version 1 published in 1998; version 2.0 expected in 2009. Initially tied to ANSI C12.19 and its revision cycle. Now includes ANSI C12.18, ANSI C12.21 and ANSI C12.22 in scope.

Does SDO write conformance test cases?

No.

Does SDO write interoperability test cases?

No.

Is there a mechanism to feed back field experience to SDO?

Yes, through the utility-led committee.

Is there a reference implementation recognized for conformance or interoperability?

No.

A.22 SAE J1772 – Electrical Connectors for Electric Vehicles
	Standard
	SAE J1772: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler
SAE J1772: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler
CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFSAEJ1772  

	Application
	A recommended practice covering the general physical, electrical, functional, and performance requirements to facilitate conductive charging of Electric Vehicle(EV)/Plug-in Hybrid Electric Vehicle (PHEV) vehicles in North America.

	Comments from NIST FW2.0
	This recommended practice responds to a need for a coupling device identified very early on in the EV industry and meets new interoperability and communications requirements.

After review by PAP11 (PAP11: Common Object Models for Electric Transportation - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP11PEV), CSWG, and SGAC, it has been recommended by the SGIPGB and approved by the SGIP Plenary for inclusion in the SGIP Catalog of Standards.

	ITCA Declared?
	No

	Industry Test Program?
	Partial

	Organizations currently or potentially involved in T&C with comments
	UL performs certain tests pertaining to safety and durability

	Actions?
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Not included in Framework 1.0
A.23 SAE J2836 (EV to Grid Communications)

	Standard
	SAE J2836/1: Use Cases for Communication Between Plug-in Vehicles and the Utility Grid
http://standards.sae.org/j2836/1_201004
CoS Web page:

http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFSAEJ28361 

	Application
	This document establishes use cases for communication between plug-in electric vehicles and the electric power grid, for energy transfer and other applications.

	Comments from NIST FW2.0
	This document responds to a need by system designers for documentation of use cases as inputs to creation of end-to-end system solutions between EVs and utilities. 

After review by PAP11 (PAP11: Common Object Models for Electric Transportation - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP11PEV), CSWG and SGAC, it has been recommended to and approved by the SGIPGB for inclusion in the SGIP Catalog of Standards.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	Website info suggests test issues/development is next phase for this relatively new standard

	Actions?
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None
A.24 Interoperability Process Reference Manual (IPRM)

	Standard
	SGTCC Interoperability Process Reference Manual (IPRM) 
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/SGTCCIPRM/SGTCC_IPRM_Version_1.0_Updated.pdf

	Application
	The Interoperability Process Reference Manual (IPRM) developed by SGIP’s Smart Grid Testing and Certification Committee (SGTCC) outlines the conformance, interoperability, and cybersecurity testing and certification requirements for SGIP-recommended Smart Grid standards.

	Comments from NIST FW2.0
	A guide developed and maintained by the SGIP’s SGTCC. The IPRM has been designed to capture testing and certification processes and best practices needed to verify product interoperability amongst two or more products using the same standards-based communications technology. These processes and best practices are intended for use by an Interoperability Testing and Certification Authority (ITCA) in the design and management of a testing and certification program.

	ITCA Declared?
	NO

	Industry Test Program?
	NO (NA)

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

	Actions?
	None
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Not included in the Framework 1.0 list (hadn’t been published at that point)
A.25 AMI-SEC System Security Requirements
	Standard
	Security Profile for Advanced Metering Infrastructure, v 1.0, Advanced Security Acceleration Project – Smart Grid, December 10, 2009
http://osgug.ucaiug.org/utilisec/amisec/Shared%20Documents/AMI%20Security%20Profile%20(ASAP-SG)/AMI%20Security%20Profile%20-%20v1_0.pdf

	Application
	This document provides guidance and security controls to organizations developing or implementing AMI solutions.  This includes the meter data management system (MDMS) up to and including the HAN interface of the smart meter.

	Comments from NIST FW2.0
	The Advanced Metering Infrastructure Security (AMI-SEC) Task Force was established under the Utility Communications Architecture International Users Group (UCAIug) to develop consistent security guidelines for AMI.

	ITCA Declared?
	NO

	Industry Test Program?
	NO (NA)

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

	Actions?
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Name of organization which accredits conformance and/or interoperability

None. The AMI-SEC System Security Requirements is maintained by the SG Security Working Group of the OpenSG Technical Committee under the UCAIug. A working group (SG Conformance) under the OpenSG Technical committee is being formed to address conformance.

Name of at least one test/calibration/inspection lab 

None

Name of organization which accredits the testers

None

Name of personnel certification programs 

None

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration. 

Users Group to monitor standard (Product Mark?)

AMI-Sec Task Force. This group falls under the OpenSG Technical Committee/SG Security Working Group.

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

No. Many reference to it

Tester-independent test cases?

N/A

Evaluated for cyber-security

Yes. Cyber Security is the focus of this document.
Maturity of standard 

The final approved version of this document was published in December, 2008. Initial feedback from stakeholders indicated that more actionable guidance was needed and the AMI-Sec Task Force is working to produce a follow on document , "The AMI Security Profile" (version 1.0 is anticipated to be published in early 2010).  It is not expected that the "AMI System Security Requirements" document will be maintained as an active document once the "AMI Security Profile" is published.  

Does SDO write conformance test cases (no or abstract only or detailed only or both)

No

Does SDO write interoperability test cases (no or abstract only or detailed only or both)

No

Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

Yes. The AMI-Sec Task Force is an active group. Members and non-members can participate in the group's discussion (regularly scheduled face-to-face meetings and teleconferences). 

Is there a reference implementation recognized for conformance or interoperability?

No

A.26 DHS Catalog – Recommendations for Standards Developers

	Standard
	Department of Homeland Security (DHS), National Cyber Security Division. 2009, September. Catalog of Control Systems Security: Recommendations for Standards Developers.
http://www.us-cert.gov/control_systems/pdf/FINAL-Catalog_of_Recommendations_Rev4_101309.pdf

	Application
	The catalog presents a compilation of practices that various industry bodies have recommended to increase the security of control systems from both physical and cyber attacks.

	Comments from NIST FW2.0
	This is a source document for the NIST Interagency Report NISTIR 7628, Guidelines for Smart Grid Cyber Security
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	ITCA Declared?
	NO

	Industry Test Program?
	NO (NA)

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

	Actions?
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None
A.27 Cybersecurity Procurement Guide

	Standard
	DHS Cyber Security 
Procurement Language for Control Systems

http://www.us-cert.gov/control_systems/pdf/FINAL-Procurement_Language_Rev4_100809.pdf

	Application
	The National Cyber Security Division of the Department of Homeland Security (DHS) developed this document to provide guidance to procuring cybersecurity technologies for control systems products and services. It is not intended as policy or standard. Because it speaks to control systems, its methodology can be used with those aspects of Smart Grid systems.

	Comments from NIST FW2.0
	This is a source document for the NIST Interagency Report NISTIR 7628, Guidelines for Smart Grid Cyber Security
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	ITCA Declared?
	NO

	Industry Test Program?
	NO (NA)

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

	Actions?
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Not included in the Framework 1.0 standards list
A.28 IEC 62351 Parts 1-8 
	Standard
	IEC 62351 Parts 1-8

http://webstore.iec.ch/webstore/webstore.nsf/artnum/037996!opendocument
CSWG Report

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/CSCTGStandards/StandardsReviewPhase-1Report.pdf
Narrative

http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTStandardsSummaries/IEC_62351_Narrative_10-6-2010.doc

	Application
	This family of standards defines information security for power system control operations.

	Comments from NIST FW2.0
	Open standard, developed and maintained by an SDO.  Defines security requirements for power system management and information exchange, including communications network and system security issues, Transmission Control Protocol (TCP)/IP and Manufacturing Messaging Specification (MMS) profiles, and security for Inter-Control Center Protocol (ICCP) and substation automation and protection. It is for use in conjunction with related IEC standards, but has not been widely adopted yet.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	IEC 62351 Information Security for Power Systems Control Operations – standard for security of TC57 protocols – does not seem to be any industry program specific but perhaps some parts of 62351 are embedded in programs for 61850, DNP, etc? – view is that ITCA programs may be possible for this document, but don’t exist currently specific to this standard

	Actions?
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 Name of organization which accredits conformance and/or interoperability

International Electrotechnical Commission (IEC)

Name of at least one test/calibration/inspection lab 

No formal testing has been performed of any part. Some vendors have implemented some parts and performed internal testing.

Name of organization which accredits the testers

International Electrotechnical Commission (IEC)(if testing were performed

Name of personnel certification programs (ex, ISO 9000)

Not applicable. Anyone can claim expert knowledge

Name of quality registrar

Not applicable, anyone can test

Self-declaration or inspected self-declaration or 3rd party testing?

Both, but there is no teeth to certification. Tester can always say "oops, I missed that test" without any damage

Users Group to monitor standard (Product Mark?)

No Users Group exists related explicitly to these security standards, although the UCA Users Group covers some of the standards these security standards are applicable for

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Internationally mandated by many countries simply because they are IEC standards

Tester-independent test cases?

No

Evaluated for cyber-security?

Yes, since they are cyber security standards – evaluated by IEC TC57 WG15

Maturity of standard 

Most parts became standards in 2006-7. No revisions have yet been made.

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

All feedback can be made to the IEC TC57 WG15

Is there a reference implementation recognized for conformance or interoperability?

No

A.29 IEEE 1686-2007 
	Standard
	IEEE 1686-2007

https://sbwsweb.ieee.org/ecustomercme_enu/start.swe?SWECmd=GotoView&SWEView=Catalog+View+(eSales)_Standards_IEEE&mem_type=Customer&SWEHo=sbwsweb.ieee.org&SWETS=1192713657

	Application
	The IEEE 1686-2007 is a standard that defines the functions and features to be provided in substation intelligent electronic devices (IEDs) to accommodate critical infrastructure protection programs. The standard covers IED security capabilities including the access, operation, configuration, firmware revision, and data retrieval.

	Comments from NIST FW2.0
	Open standard, developed and maintained by an SDO.  Not widely implemented yet.

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
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Name of organization which accredits conformance and/or interoperability

None

Name of at least one test/calibration/inspection lab

Abidance Consulting (claims to do NERC CIP auditing)

Name of organization which accredits the testers

None

Name of personnel certification programs (ex, ISO 9000)

Not applicable.

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

Self-declaration only

Users Group to monitor standard (Product Mark?)

None

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Federal - NERC

Tester-independent test cases?

None

Evaluated for cyber-security (and by whom)?

No

Maturity of standard 

Stable, no expected changes

Does SDO write conformance test cases?

Abstract only, however 1686 has a "table of compliance" (checklist for no, meets spec, exceeds spec)

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO?

No

Is there a reference implementation recognized for conformance or interoperability?

No

A.30 NERC CIP 002-009 
	Standard
	NERC Critical Infrastructure Protection (CIP) 002-009
http://www.nerc.com/page.php?cid=2|20

	Application
	These standards cover organizational, processes, physical, and cybersecurity standards for the bulk power system.

	Comments from NIST FW2.0
	Mandatory standards for the bulk electric system.  Currently being revised by the North American Electric Reliability Corporation (NERC).

	ITCA Declared?
	NO

	Industry Test Program?
	NO

	Organizations currently or potentially involved in T&C with comments
	NERC CIP 002-009 – NERC with regional entities carryout audits, enforcement, etc – doesn’t seem likely that this would migrate towards industry ITCA programs; lots of software offerings to help compliance, but those are generally tools to prepare for a NERC audit, not assessments themselves (NERC could consider adopting some IPRM recommendations, but don’t see them having any demand driver to do so any time soon)

	Actions?
	None
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Name of organization which accredits conformance and/or interoperability

NERC Regional entities are responsible for monitoring compliance of the registered entities within their regional boundaries, assuring mitigation of all violations of approved reliability standards and assessing penalties and sanctions for failure to comply. 

Name of at least one test/calibration/inspection lab

None

Name of organization which accredits the testers

NERC

Name of personnel certification programs (ex, ISO 9000)

NERC/Regional entities

Name of quality registrar

None

Self-declaration or inspected self-declaration or 3rd party testing?

NERC audits BES owners and operators for compliance 

Users Group to monitor standard (Product Mark?)

Yes.  NERC Security Guidelines Working Group (SGWG)

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

Yes. Mandated by US and Canadian law for BES owners and operators

Tester-independent test cases?

N/A

Evaluated for cyber-security?

Yes. Cyber Security is the focus of this document.

Maturity of standard 

NERC CIP 002-009 are an evolution of NERC UA1200 which was adopted in 2003. Revision 2 of the NERC CIP standards was approved and published in 2009. It is anticipated that significant changes will be made to the standards in later revisions.

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

No

Is there a mechanism to feed back field experience to SDO)?

Yes.  NERC Security Guidelines Working Group (SGWG)

Is there a reference implementation recognized for conformance or interoperability?

No

A.31 NIST Special Publication (SP) 800-53 , NIST SP 800-82 
	Standard
	NIST Special Publication (SP) 800-53
http://csrc.nist.gov/publications/nistpubs/800-53A/SP800-53A-final-sz.pdf, 

NIST SP 800-82 

	Application
	These standards cover cybersecurity standards and guidelines for federal information systems, including those for the bulk power system.

	Comments from NIST FW2.0
	Open standards developed by NIST. SP800-53 defines security measures required for all U.S. government computers. SP800-8 defines security specifically for industrial control systems, including the power grid.

	ITCA Declared?
	NO

	Industry Test Program?
	NO

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

Guidelines for selecting/specifying security controls; federal govn’t procurement use – document says it can be used for compliance demonstration – no industry programs, but do any agencies actually have compliance programs that use this (if so it seems more as if this document simply provides guidance to assess against FIPS, not an assessment against 800-53 – view is that ITCA programs are NA for this document

	Actions?
	None

	
	


Findings From 2010 Landscape
Name of organization which accredits conformance and/or interoperability

NIST

Name of at least one test/calibration/inspection lab)

These SP800-53, -82 documents are guidelines, and cannot be tested to.

Name of organization which accredits the testers

NIST

Name of personnel certification programs (ex, ISO 9000)

None

Name of quality registrar 

None

Self-declaration or inspected self-declaration or 3rd party testing?

None

Users Group to monitor standard (Product Mark?)

No

Plug-fests performed?

No

Is standard mandated at all? Locally, by-state/province? Federal?

These are guidelines

Tester-independent test cases?

No
Evaluated for cyber-security (and by whom)?

Yes, since they are cyber security guidelines – evaluated by NIST

Maturity of standard

Many changes are in the process of being made to SP800-82

Does SDO write conformance test cases?

No

Does SDO write interoperability test cases?

NO

Is there a mechanism to feed back field experience to SDO?

NIST

Is there a reference implementation recognized for conformance or interoperability?

No

A.32 IEC 61851 – Electric Vehicle Conductive Charging System

	Standard
	IEC 61851

http://webstore.iec.ch/webstore/webstore.nsf/Artnum_PK/27424

	Application
	Applies to equipment for charging electric road vehicles at standard alternating current (ac) supply voltages (as per IEC 60038) up to 690 V and at direct current (dc) voltages up to 1 000 V, and for providing electrical power for any additional services on the vehicle if required when connected to the supply network.

	Comments
	None

	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape
None
A.33 NISTIR 7628

	Standard
	NISTIR 7628
 Introduction to NISTIR 7628 Guidelines for Smart Grid Cyber Security 

http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
Vol 1

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf  

Vol 2

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf
Vol 3

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf  
This is the reference document for the CSWG reviews

	Application
	A guideline that is the following:

· An overview of the cybersecurity strategy used by the CSWG to develop the high-level cybersecurity Smart Grid requirements;

· A tool for organizations that are researching, designing, developing, implementing, and integrating Smart Grid technologies—established and emerging;
· An evaluative framework for assessing risks to Smart Grid components and systems during design, implementation, operation, and maintenance; and
· A guide to assist organizations as they craft a Smart Grid cybersecurity strategy that includes requirements to mitigate risks and privacy issues pertaining to Smart Grid customers and uses of their data.

	Comments from NIST FW2.0
	A guideline published by NIST in 2010. It was developed through a participatory public process that, starting in March 2009, included several workshops as well as weekly teleconferences, all of which were open to all interested parties. There were two public reviews of drafts of the report, both announced through notices in the Federal Register.
The guidelines are not prescriptive, nor mandatory. Rather they are advisory, intended to facilitate each organization’s efforts to develop a cybersecurity strategy effectively focused on prevention, detection, response, and recovery.

	ITCA Declared?
	NO

	Industry Test Program?
	NO

	Organizations currently or potentially involved in T&C with comments
	This is a guideline document and not suited for T&C programs

	Actions?
	None

	
	


Findings From 2010 Landscape

None listed
Appendix B  NIST FW 2.0 - Additional Standards for Further Review
B.1 ANSI C12.22, C12.23, C12.24 – 

	Standard
	ANSI C12.22-2008/IEEE P1703/MC1222 – Specification for Interfacing to Data Communications Networks
http://webstore.ansi.org/FindStandards.aspx?SearchString=c12.22&SearchOption=0&PageNum=0&SearchTermsArray=null|c12.22|null 

ANSI C12.23 AMR Device Compliance Test Standards
ANSI C12.24 Response for Reactive and Apparent Energy Measure in Electricity Meters

	Application
	C12.22 - End Device Tables communications over any network. 

C12.23 - Compliance Testing for Standard Protocols (C12.18, C12.19, C12.21 and C12.22). 

C12.24 - A catalog of calculation algorithms for VAR/VA that is in draft form. It may ultimately become a report instead of a standard. (Definitions for Calculations of VA, VAh, VAR, and VARh for Poly-Phase Electricity Meters)


	Comments from NIST FW2.0
	Open, mostly mature standards developed and maintained by an SDO. 

It is recognized that C12.22 is an important standard relevant to the transport of C12.19 tables, and many comments on the draft framework document recommending it were received. C12.22 is currently undergoing review by the SGIP for the Catalog of Standards (see http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/SGIPCosSIFANSIC12222008 for SGIP review status, including links to CSWG review and other artifacts). 

Draft standard for compliance testing of ANSI C12 communication standards. 

VAR and VA have multiple formulas that can be used and depending on the waveform, do not give the same result. This document is a catalog of the present algorithms used to implement the formulas in order for all parties to know what algorithm the meter has implemented. This document should be considered once it is completed. 


	ITCA Declared?
	No

	Industry Test Program?
	No

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	ANSI C12.23 in particular should receive attention from the SGTCC as it is testing/compliance focused; still relatively new 

	
	


Findings From 2010 Landscape

None
B.2 CableLabs PacketCable Security Monitoring and Automation Technical Report
	Standard
	CableLabs PacketCable Security Monitoring and Automation Architecture Technical Report 

http://www.cablelabs.com/specifications/PKT-TR-SMA-ARCH-V01-081121.pdf 

	Application
	A technical report describing a broad range of services that could be provided over television cable, including remote energy management. 



	Comments from NIST FW2.0
	This report contains a security, monitoring, and automation architecture for home networks and should be re-evaluated by the SGIP. 

	ITCA Declared?
	No

	Industry Test Program?
	No (N/A?)

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	More of an informational report that may not be well suited to testing in its current form

	
	


Findings From 2010 Landscape

None
B.3 GPS Standard Positioning Service Signal Specification

	Standard
	Global Positioning System (GPS) Standard Positioning Service (SPS) Signal Specification 

http://pnt.gov/public/docs/1995/signalspec1995.pdf 

	Application
	Standard for using GPS to establish accurate geospatial location and time. 

	Comments from NIST FW2.0
	This specification defines the publicly available service provided by GPS and specifies GPS SPS ranging signal characteristics and SPS performance. See also Open Geospatial Consortium listing in this chapter. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.4 IEC 61400-25-1

	Standard
	IEC 61400-25-1 Communications for monitoring 

and control of wind power plants – 

Overall description of principles and models 

http://webstore.iec.ch/preview/info_iec61400-25-1%7Bed1.0%7Den.pdf 

	Application
	Communication and control of wind power plants. 



	Comments from NIST FW2.0
	An open standard developed and maintained by an SDO. 

This set of standards is being considered for addition to the “61850 Suite” because it uses 61850 modeling principles to address wind power applications. 

However, it goes further to recommend multiple protocol mappings, some of which cannot transport all of the basic services of 61850. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.5 ITU G.9960/G.9661 (G.hn)
	Standard
	ITU Recommendation G.9960/G.9661 (G.hn) 

http://www.itu.int/ITU-T/aap/AAPRecDetails.aspx?AAPSeqNo=1853 

	Application
	In-home broadband home networking over power lines, phone lines, and coaxial cables. G.9660 covers system architecture and PHY, G.9661 covers MAC. 

	Comments from NIST FW2.0
	An open standard developed and maintained by an SDO. 

The harmonization and coexistence of this standard with other PLCs is being addressed by PAP15 for PLC. 

Harmonization of coexistence between IEEE and ITU-T completed successfully. Now the ISP-based broadband PLC coexistence mechanism has been ratified by ITU-T as Recommendation G.9972 and by IEEE in the 1901 standard. 

PAP15 recommends that ITU-T G.9960/G.9961 compliant devices must implement and activate (always on) ITU-T G.9972. 

(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP15PLCForLowBitRates). 


	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	SGTCC comments
	Protocol/co-existence; 1901 via HomePlug; EMC handled separately (1775)


Findings From 2010 Landscape

None
B.6 IEEE P1901
	Standard
	IEEE P1901 

http://standards.ieee.org/findstds/standard/1901-2010 .html 

	Application
	Broadband communications over power lines, medium access control (MAC) and physical layer (PHY) protocols. 

	Comments
	An open standard developed and maintained by an SDO.

The harmonization and coexistence of this standard with other PLCs is being addressed by PAP15 for PLC.

Harmonization of coexistence between IEEE and ITU-T completed successfully. Now the ISP-based broadband PLC coexistence mechanism has been ratified by ITU-T as Recommendation G.9972 and by IEEE in the 1901 standard.

PAP15 recommends that IEEE 1901 compliant devices must implement and activate (always on) ISP as specified in IEEE 1901.

(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP15PLCForLowBitRates).

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	SGTCC comments
	Protocol/Co-Existence; 1901 via HomePlug; EMC handled separately (1775)


Findings From 2010 Landscape

None
B.7 IEEE P1901.2 and ITU-T G.9955/G.9956 (G.hnem)
	Standard
	IEEE P1901.2 and ITU-T G.9955/G.9956 (G.hnem) 

	Application
	Low frequency narrowband communications over power lines. 

	Comments from NIST FW2.0
	PAP15 provides requirements for narrowband power line communications standards under development. 

Note: Inclusion of these standards is subject to their meeting PAP15 requirements to ensure coexistence of narrowband power line carrier (PLC) standards. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	SGTCC comments
	1901 via HomePlug; EMC handled separately (1775)


Findings From 2010 Landscape

None
B.8 ISO/IEC 8824 ASN.1
	Standard
	ISO/IEC 8824 ASN.1 (Abstract Syntax Notation) 

	Application
	Used for formal syntax specification of data; used in (e.g.) X.400. 

	Comments from NIST FW2.0
	Any SDO may decide to use ASN.1 notation when defining the syntax of data structures. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape
None
B.9 ISO/IEC 12139-1
	Standard
	ISO/IEC 12139-1 

	Application
	High-speed power line communications medium access control physical layer (PHY) protocols. 

	Comments from NIST FW2.0
	The harmonization and coexistence of this standard with other PLC standards is being addressed by PAP15 for PLC. 

(PAP15: Harmonize Power Line Carrier Standards for Appliance Communications in the Home - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP15PLCForLowBitRates). 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.10 IEEE 802 Family
	Standard
	IEEE 802 Family 

	Application
	This includes standards developed by the IEEE 802 Local Area and Metropolitan Area Network Standards Committee. 

	Comments from NIST FW2.0
	A set of open, mature standards for wired and wireless LLC/MAC/PHY protocols, developed and maintained by an SDO. 

Other related specifications include those developed by Industry fora such as WiFi Alliance, WiMAX Forum, and Zigbee Alliance to promote the use of these standards and to provide implementation testing and certification. Version 1.0 of the Guidelines for Assessing Wireless Standards for Smart Grid Applications has been recommended by the SGIPGB and approved by the SGIP Plenary for the CoS. (PAP02: Wireless Communications for the Smart Grid - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP02Wireless). The guideline is a draft of key tools and methods to assist Smart Grid system designers in making informed decisions about existing and emerging wireless technologies. An initial set of quantified requirements has been brought together for advanced metering infrastructure (AMI) and initial Distribution Automation (DA) communications. 


	ITCA Declared?
	No

	Industry Test Program?
	Various test/certifications programs are offered by alliances such as WiFi, WiMAX, Zigbee, etc. Other testing services and pre-certification services associated with alliance programs are also offered by some 3rd party test labs.

	Organizations currently or potentially involved in T&C with comments
	WiFi Alliance, ZigBee Alliance, WiMAX Forum

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.11 TIA TR-45/3GPP2 Family of Standards
	Standard
	TIA TR-45/3GPP2 Family of Standards 

	Application
	Standards for cdma2000® Spread Spectrum and High Rate Packet Data Systems. 

	Comments from NIST FW2.0
	A set of open standards for cellular phone networks. Version 1.0 of the Guidelines for Assessing Wireless Standards for Smart Grid Applications is now under consideration for approval by PAP02 (PAP02: Wireless Communications for the Smart Grid - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP02Wireless). The guideline provides key tools and methods to assist Smart Grid system designers in making informed decisions about existing and emerging wireless technologies. An initial set of quantified requirements has been brought together for advanced metering infrastructure (AMI) and initial Distribution Automation (DA) communications. 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.12 3GPP Family of Standards
	Standard
	3GPP Family of Standards - Including 2G (CSD, HSCSD, GPRS, EDGE, EDGE Evolution), 3G (UMTS/FOMA, W-CDMA 

EUTRAN, HSPA, HSPA+, 4G (LTE Advanced) 

	Application
	2G, 3G, and 4G cellular network protocols for packet delivery. 

	Comments from NIST FW2.0
	A set of open international standards for cellular phone networks. Version 1.0 of the Guidelines for Assessing Wireless Standards for Smart Grid Applications has been approved by the SGIP Governing Board and SGIP Plenary for inclusion in the Catalog of Standards. (PAP02: Wireless Communications for the Smart Grid - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP02Wireless). The guideline provides 

of key tools and methods to assist Smart Grid system designers in making informed decisions about existing and emerging wireless technologies. An initial set of quantified requirements has been brought together for advanced metering infrastructure (AMI) and initial Distribution Automation (DA) communications 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.13 ETSI GMR-1 3G Family of Standards
	Standard
	ETSI GMR-1 3G Family of standards 

	Application
	GMR-1 3G is a satellite-based packet service equivalent to 3GPP standards. 

	Comments from NIST FW2.0
	ETSI and TIA Geo-Mobile Radio Air Interface standards for mobile satellite radio interface, evolved from the GSM terrestrial cellular standard. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

 None
B.14  ISA SP100
	Standard
	ISA SP100 

	Application
	Wireless communication standards intended to provide reliable and secure operation for non-critical monitoring, alerting, and control applications specifically focused to meet the needs of industrial users. 

	Comments from NIST FW2.0
	Standards developed by ISA-SP100 Standards Committee, Wireless Systems for Automation.

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.15  Network Management Standards
	Standard
	Network Management Standards - including Internet-based standards such as DMTF, CIM, WBEM, ANSI INCITS 438-2008, SNMP v3, netconf, STD 62, and OSI-based standards including CMIP/CMIS 

	Application
	Protocols used for management of network components and devices attached to the network. 

	Comments from NIST FW2.0
	A future PAP may be needed to produce guidelines on which protocol to use under specific network technology. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.16 ASHRAE 201P Facility Smart Grid Information Model
	Standard
	ASHRAE 201P Facility Smart Grid Information Model

	Application
	An information model standard designed to enable appliances and control systems in homes, buildings, and industrial facilities to manage electrical loads and generation sources in response to communication with a smart electrical grid and to communicate information about those electrical loads to utility and other electrical service providers. 



	Comments from NIST FW2.0
	The standard is currently under development and is linked to 

PAP17. The standard is communication protocol independent. It is anticipated that it will be used by several SDOs and other organizations to make protocol specific implementations. 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.17 NIST SP 500-267
	Standard
	NIST SP 500-267 

	Application
	A profile for IPv6 in the U.S. Government. 

	Comments from NIST FW2.0
	A version of IPv6 profile for Smart Grid will be produced 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.18  Z-Wave
	Standard
	Z-wave http://www.z-wave.com/modules/ZwaveStart/ 

	Application
	A wireless mesh networking protocol for home area networks. 

	Comments from NIST FW2.0
	Technology developed by the Z-Wave Alliance. 

	ITCA Declared?
	No

	Industry Test Program?
	Z-Wave operates a test/certification program

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.19  IEEE 2030 Standards
	Standard
	IEEE 2030 Standards: 

IEEE P2030 

IEEE P2030.1 

IEEE P2030.2 

	Application
	IEEE Smart Grid series of standards: (1) IEEE P2030, “Draft Guide for Smart Grid Interoperability of Energy Technology and Information Technology Operation with Electric Power System (EPS) and End-Use Applications and Loads;” (2) IEEE P2030.1 “Draft Guide for Electric-Sourced Transportation Infrastructure;” and (3) IEEE P2030.2 “Draft Guide for the Interoperability of Energy Storage Systems Integrated with the Electric Power Infrastructure.” 



	Comments from NIST FW2.0
	The IEEE 2030 Smart Grid series standards are developed to provide guidelines for smart grid interoperability. 

IEEE P2030 provides a knowledge base addressing terminology; characteristics; functional performance and evaluation criteria; and the application of engineering principles for Smart Grid systems with end-use applications and loads. The guide discusses alternate approaches to good practices for the Smart Grid. (http://grouper.ieee.org/groups/scc21/2030/2030_index.html). 
IEEE P2030.1 provides guidelines that can be used by utilities, manufacturers, transportation providers, infrastructure developers, and end users of electric-sourced vehicles and related support infrastructure in addressing applications for road-based personal and mass transportation. 

(http://grouper.ieee.org/groups/scc21/2030.1/2030.1_index.html); 

IEEE P2030.2 provides guidelines for discrete and hybrid energy storage systems that are integrated with the electric power infrastructure, including end-use applications and loads. 

(http://grouper.ieee.org/groups/scc21/2030.2/2030.2_index.html).

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	SGTCC Comment
	IEEE 2030 is more of a guidance document and may not be directly applicable for testing/certification


Findings From 2010 Landscape

None
B.20  IEC 60929
	Standard
	IEC 60929 AC-supplied electronic ballasts for tabular fluorescent lamps –performance requirements 

	Application
	Standard specifies communications of information to and from lighting ballasts for Energy Management Systems. 

	Comments from NIST FW2.0
	An open standard developed and maintained by an SDO. 

Appendix E of this standard defines the Digital Addressable Lighting Interface (DALI), which is a protocol for the control of lighting in buildings. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.21 IEC/TR 61000
	Standard
	IEC/TR 61000-1-2 (2002-06) Ed. 1.0 

IEC/TR 61000-1-5 (2004-11) Ed. 1.0 

IEC 61000-2-9 (1996-02) Ed. 1.0 

IEC 61000-2-10 (1998-11) Ed. 1.0 

IEC 61000-2-11 (1999-02) Ed. 1.0 
IEC 61000-6-5 

IEC 61000-2-5 

IEC 61000-4-2 

IEC 61000-4-3 

IEC 61000-4-4 

IEC 61000-4-5 

IEC 61000-4-6 

IEC 61000-4-8 

IEC 61000-4-11 

IEC 61000-4-18 

	Application
	The effects of high-altitude EMP (HEMP) on civil equipment and systems. 

High-power electromagnetic (HPEM) effects on civil systems. 

Description of HEMP environment - Radiated disturbance. Basic EMC publication. 

Description of HEMP environment - Conducted disturbance. 

Classification of HEMP 
environments. 

High-power electromagnetic (HPEM) environments - Radiated and conducted. 

Test methods for protective devices for HEMP and other radiated disturbances. 

HEMP immunity test methods for equipment and systems. 

High-altitude electromagnetic pulse (HEMP) simulator compendium. 

Measurement methods for high-power transient parameters. 

HPEM simulator compendium. 

HEMP protection concepts
Specifications for protective devices against HEMP-radiated disturbance. Basic EMC Publication. 

Specifications of protective devices for HEMP-conducted disturbance. Basic EMC Publication. 

Mitigation of external EM influences. 

Degrees of protection provided by enclosures against electromagnetic disturbances (EM code). 

HEMP protection methods for the distributed infrastructure. 

System-level susceptibility assessments for HEMP and HPEM. 

HEMP immunity for indoor equipment.
Electromagnetic compatibility (EMC) - Part 6-5: Generic standards - Immunity for power station and substation environments. 

Electromagnetic compatibility (EMC) - Part 2: Environment - Section 5: Classification of electromagnetic environments. Basic EMC publication. 

Electromagnetic compatibility (EMC)- Part 4-2: Testing and measurement techniques - Electrostatic discharge immunity test. 

Electromagnetic compatibility (EMC) - Part 4-3 : Testing and measurement techniques - Radiated, radio-frequency, electromagnetic field immunity test. 

Electromagnetic compatibility (EMC) - Part 4-4: Testing and measurement techniques -
Electrical fast transient/burst immunity test. 

Electromagnetic compatibility (EMC) - Part 4-5: Testing and measurement techniques - Surge immunity test. 

Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement techniques - Immunity to conducted disturbances, induced by radio-frequency fields. 

Electromagnetic compatibility (EMC) - Part 4-8: Testing and measurement techniques - Power frequency magnetic field immunity test. 

Electromagnetic compatibility (EMC) - Part 4-11: Testing and measurement techniques - Voltage dips, short interruptions, and voltage variations immunity tests
Electromagnetic compatibility (EMC) - Part 4-18: Testing and measurement techniques - Damped oscillatory wave immunity test 



	Comments from NIST FW2.0
	A family of open standards developed and maintained by an SDO, 

The IEC 61000 series of standards are Basic EMC publications. They include terminology, descriptions of electromagnetic phenomena and the EM environment, measurement and testing techniques, and guidelines on installation and mitigation. The specific standards listed here and others in the series may have application to Smart Grid equipment. 

http://www.iec.ch/emc/basic_emc/basic_61000.htm

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Many 3rd party EMC laboratories offer various services related to the IEC 61000 series of documents, some of which may include the HEMP related standards

	Actions?
	

	
	


	IEC 61000-2-9
	May be secondary to 61850; 

	IEC 61000-2-10
	Description of the HEMP environment for conducted

	IEC 61000-2-13
	High Power Electromagnetic Environment – Radiated and Conducted

	IEC 61000-4-25
	Test and Measurement HEMP – HEMP Immunity Test Methods

	IEC 61000-6-6
	Generic HEMP Immunity for Indoor Equipment


	IEC/TS 61000-6-5
	Gen’l immunity req for power installations


Findings From 2010 Landscape

None
B.22  IEC 62056
	Standard
	IEC 62056 Device Language Message Specification (DLMS)/Companion Specification for Energy Metering (COSEM ) Electricity metering - Data exchange for meter reading, tariff and load control 

	Application
	Energy metering communications.

	Comments from NIST FW2.0
	An open standard developed and maintained by an SDO. 

This suite of standards contains specifications for the application layers of the DLMS for energy metering. It is supported by a user group, the DLMS User Association. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.23  IEC PAS 62559
	Standard
	IEC PAS 62559 

http://webstore.iec.ch/preview/info_iecpas62559%7Bed1.0%7Den.pdf 

	Application
	Requirements development method covers all applications. 

	Comments from NIST FW2.0
	This specification describes the EPRI IntelligridSM methodology for requirements development. It is a pre-standard that is gaining acceptance by early Smart Grid- and AMI-implementing organizations and has been used at the NIST May 2009 workshop and is used in several PAP tasks. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.24  IEC 60870-2-1
	Standard
	IEC 60870-2-1

	Application
	Telecontrol equipment and systems - Part 2: Operating conditions - Section 1: Power supply and electromagnetic compatibility

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO.

This section of IEC 60870 applies to telecontrol equipment and systems for monitoring and control of geographically widespread processes. This is a product standard for telecontrol equipment with specific references to EMC test levels and methods in the 61000 series of basic EMC standards. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	SGTCC comments
	Input from EMIIWG: Telecontrols Immunity --  Not used much anymore; is used in Europe


Findings From 2010 Landscape

None
B.25 IEC 60255-22-x
	Standard
	IEC 60255- 22-x 

-1 : Relay immunity 

-2: ESD 

-3: RF immunity 

-4: EFT 

-5: Surge 

-6: Conducted Immunity 

	Application
	Measuring relays and protection equipment - Part 22-2: Electrical disturbance tests. 



	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

Series of standards related to relays and protection equipment immunity to various electrical and electromagnetic disturbances. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference.

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Testing services offered by various EMC 3rd party labs

	Actions?
	

	SGTCC Comments
	From EMIIWG: Widely used for measuring relays in protection equipment


Findings From 2010 Landscape
None
B.26 IEC CISPR 22 and IEEE C63.022 - 1996
	Standard
	IEC CISPR 22 and IEEE C63.022 - 1996

	Application
	Information technology equipment - Radio disturbance characteristics - Limits and methods of measurement. 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

CISPR 22:2008 applies to information technology equipment (ITE). Procedures are given for the measurement of the levels of spurious signals generated by the ITE and limits are specified for the frequency range 9 kHz to 400 GHz for both class A and class B equipment. 

IEEE C63.022 is CISPR 22 republished an American National Standard. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs offer related testing services

	Actions?
	

	SGTCC Comments
	EMIIWG comment: Utilities exempt from FCC


Findings From 2010 Landscape

None
B.27 IEC CISPR 24
	Standard
	IEC CISPR 24

	Application
	Information technology equipment - Immunity characteristics - Limits and methods of measurement 



	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

CISPR 24:2010 applies to information technology equipment (ITE) as defined in CISPR 22. The object of this publication is to establish requirements that will provide an adequate level of intrinsic immunity so that the equipment will operate as intended in its environment. The publication defines the immunity test requirements for equipment within its scope in relation to continuous and transient conducted and radiated disturbances, including electrostatic discharges (ESD). 
This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs offer related services

	Actions?
	

	SGTCC Comments
	EMIIWG comment: Immunity for ITE –IEC 61000-4 series


Findings From 2010 Landscape

None
B.28  IEC 61326x series
	Standard
	IEC 61326x series

	Application
	Electrical equipment for measurement, control, and laboratory use - EMC requirements. 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

The IEC 61326 suite specifies requirements for immunity and emissions regarding electromagnetic compatibility (EMC) for electrical equipment, operating from a supply or battery of less than 1 000 V ac or 1 500 V dc or from the circuit being measured, intended for professional, industrial-process, industrial-manufacturing and educational use, including equipment and computing devices. This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs offer related test services

	Actions?
	

	SGTCC Comments
	EMIIWG input: This and others were more widely used in the past; not going away but less prevalent


Findings From 2010 Landscape
None
B.29  IEEE 1560
	Standard
	IEEE 1560

	Application
	Standard for Methods of Measurement of Radio- Frequency Power Line Interference Filter in the Range of 100 Hz to 10 GHz 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

Uniform methods of measurements of radio-frequency power-line interference filter attenuation performance in the range of 100 Hz to 10 GHz are set forth. This standard is specifically for a particular product used to mitigate interference conducted on the power lines. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs offer related test services

	Actions?
	

	
	Not in EMC WP; tests the performance of a power line filter


Findings From 2010 Landscape

None
B.30  IEEE 1613
	Standard
	IEEE 1613

	Application
	1613-2003 - IEEE Standard Environmental and Testing Requirements for Communications Networking Devices in Electric Power Substations 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

IEEE 1613 is the IEEE standard for the environmental and testing requirements for communications networking devices in electric power substations. This standard is under revision with the scope expanded from substations to all electric power facilities except office locations. It defines the EM immunity requirements for communications devices in the utility locations. 
This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs offer related testing services

	Actions?
	

	SGTCC Comments
	EMIIWG Input: EMC labs will do C37.90-1,2,3 as a service; some vendors are claiming compliance to 1613, C37.90, 61850…..(see power grid international magazine)

IEEE 1613 references C37.90 1, 2, and 3 (so no new EMC info in 1613 but also has environmental)


Findings From 2010 Landscape

None
B.31  IEEE P1642
	Standard
	IEEE P1642

	Application
	Recommended Practice for Protecting Public Accessible Computer Systems from Intentional EMI. 

	Comments from NIST FW2.0
	This is an open recommended practice guide developed and maintained by an SDO. This recommended practice will establish appropriate EM threat levels, protection methods, monitoring techniques, and test techniques for different classes of computer equipment. 

This standard is considered in the context of protecting Smart Grid equipment from intentional electromagnetic interference.

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	3rd party EMC labs could likely perform related testing however this specific document was not noted as being requested by customers; 

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.32  IEEE 473
	Standard
	IEEE 473

	Application
	IEEE Recommended Practice for an EM Site Survey. (10kHz-10GHz). 

	Comments from NIST FW2.0
	This is an open recommended practice guide developed and maintained by an SDO. 

An important step in developing EMC requirements for Smart Grid equipment is knowledge of the EM environment that the device will experience. This recommended practice may be useful as guidance on performing these surveys. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	May be outdated 

	
	EMIIWG comment: Not in EMC White Paper; very old, references old instrumentation;


Findings From 2010 Landscape

None
B.33 IEEE P1775/1.9.7
	Standard
	IEEE P1775/1.9.7, March 2009 



	Application
	1775-2010 - IEEE Standard for Power Line Communication Equipment--Electromagnetic Compatibility (EMC) Requirements--Testing and Measurement Methods 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

Electromagnetic compatibility (EMC) criteria and consensus test and measurements procedures for broadband over power line (BPL) communication equipment and installations are presented. Existing national and international standards for BPL equipment and installations are referenced. This standard does not include the specific emission limits, which are subject to national regulations. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 


	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	 

	SGTCC Comments
	EMIIWG comments

P should be removed

IEEE EMC Society removed sponsorship because “it is flawed”;

Being used in premises; test methods exist but not widely used;


Findings From 2010 Landscape
None

B.34  IEEE C63.16-1993
	Standard
	IEEE C63.16-1993

	Application
	C63.16-1993 - American National Standard Guide for Electrostatic Discharge Test Methodologies and Criteria for Electronic Equipment 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO and harmonized with international ESD standards. 

Based upon ESD events on electronic equipment in actual-use environments, a process to establish ESD test criteria is provided. Test procedures for highly repeatable ESD immunity evaluation of tabletop and floor-standing equipment are described. 

This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	3rd party EMC labs could perform associated testing but note that the standard is outdated/undergoing revisions

	Actions?
	

	SGTCC Comments
	EMIIWG Comment: EMIIWG used 61000-4-2; 63.16 is currently out of print/withdrawn; currently under revision


Findings From 2010 Landscape

None
B.35  IEEE C37.90-2005
	Standard
	IEEE C37.90-2005 

C37.90.1-2002 (electrical transient immunity) 

C37.90.2-2004 (radiated EM immunity) 

C37.90.3-2001 (electrostatic discharge immunity) 

	Application
	C37.90-2005 - IEEE Standard for Relays and Relay Systems Associated with Electric Power Apparatus. 

	Comments from NIST FW2.0
	This is an open standard developed and maintained by an SDO. 

This standard suite defines the EMC requirements, service conditions, electrical ratings, thermal ratings, and testing requirements for relays and relay systems used to protect and control power apparatus. This standard establishes a common reproducible basis for designing and evaluating relays and relay systems. 
This standard is considered in the context of protecting Smart Grid equipment from electromagnetic interference. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Various 3rd party EMC labs can provide related testing

	Actions?
	

	SGTCC Comment
	EMIIWG comment: C37.90 – one lab noted that they do testing for clients (relays to transmission) – solid state controls (for -1, -2 and -3)


Findings From 2010 Landscape

None
B.36  IEEE C37.2-2008
	Standard
	IEEE C37.2-2008 

IEEE Standard Electric Power System Device Function Numbers 

	Application
	Protective circuit device modeling numbering scheme for various switchgear. 

	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. 

The latest revision contains cross-references between C37.2 numbers and IEC 61850-7-4 logical nodes. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	May not be a testable standard

	SGTCC Comment
	EMIIWG Comment: Is this testable? Verified?
C37.1-2007 Standard for SCADA and substation automation


Findings From 2010 Landscape

None
B.37 IEEE C37.111-1999
	Standard
	IEEE C37.111-1999 

IEEE Standard Common Format for 

Transient Data Exchange (COMTRADE) 

for Power Systems (COMTRADE) 

	Application
	Applications using transient data from power system monitoring, including power system relays, power quality monitoring, field and workstation equipment. 

	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. It facilitates the exchange of captured power system transient data using standardized format. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.38 IEEE C37.232
	Standard
	IEEE C37.232 

Recommended Practice for Naming Time Sequence Data Files 

	Application
	Naming time sequence data files for substation equipment requiring time sequence data. 



	Comments from NIST FW2.0
	Recommended practice that resolves issues with reporting, saving, exchanging, archiving, and retrieving large numbers of substation data files. The recommended practice has been adopted by utilities and 

manufacturers and is recommended by the North American Energy Reliability Corporation (NERC) and the Northeast Power Coordinating Council. 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	This may not be a testable document

	
	


Findings From 2010 Landscape

None
B.39 IEEE 1159.3
	Standard
	IEEE 1159.3 

Recommended Practice for the Transfer of Power Quality Data 

	Application
	Applications using power quality data. 



	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. 

It is a recommended practice for a file format suitable for exchanging power quality-related measurement and simulation data in a vendor-independent manner. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.40  IEEE 1379-2000
	Standard
	IEEE 1379-2000

	Application
	Substation Automation - Intelligent Electronic Devices (IEDs) and remote terminal units (RTUs) in electric utility substations. 

	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. 

Recommends the use of DNP3 or IEC 60870-5 for substation IED communications. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	May not be a testable standard??

	
	


Findings From 2010 Landscape

None
B.41  ISO/IEC 15045
	Standard
	ISO/IEC 15045, "A Residential gateway model for Home Electronic System." 

http://www.iso.org/iso/catalogue_detail.htm?csnumber=26313 

	Application
	Specification for a residential gateway (RG) that connects home network domains to network domains outside the house. This standard will be evaluated in the discussions of Home Area Networks. 

	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. 

This should be considered as standards for residential networks are established under present and future PAPs. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.42  ISO/IEC 15067-3
	Standard
	ISO/IEC 15067-3 "Model of an energy management system for the Home Electronic System.” 

http://webstore.iec.ch/preview/info_isoiec15067-3%7Bed1.0%7Den.pdf 


	Application
	A model for energy management that accommodates a range of load control strategies.



	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO.



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.43  ISO/IEC 18012
	Standard
	ISO/IEC 18012, "Guidelines for Product Interoperability." 

http://www.iso.org/iso/catalogue_detail.htm?csnumber=46317 

	Application
	Specifies requirements for product interoperability in the home and building automation systems. 



	Comments from NIST FW2.0
	An open standard, developed and maintained by an SDO. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.44  NAESB OASIS
	Standard
	North American Energy Standards Board (NAESB) 

Open Access Same-Time Information Systems (referred to as “OASIS” by utilities and FERC, not to be confused with the SDO Organization for the Advancement of Structured Information Standard) 

	Application
	Utility business practices for transmission service. 



	Comments from NIST FW2.0
	All utilities subject to FERC jurisdiction must use the NAESB OASIS standard, which specifies the methods and information that must be exchanged between market participants and market operators for transactions in the wholesale electric power industry. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.45  NAESB WEQ 015
	Standard
	NAESB WEQ 015 Business Practices for Wholesale Electricity Demand Response Programs 

	Application
	Utility business practices for demand response. 

	Comments from NIST FW2.0
	Current standardized business practices for DR/DER communications. It is part of PAP09 to develop standard demand response signals (PAP09: Standard DR and DER Signals - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER). 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.46 OASIS Energy Interoperation (EI)
	Standard
	OASIS Energy Interoperation (EI) 

	Application
	Energy interoperation describes an information model and a communication model to enable demand response and energy transactions. XML vocabularies provide for the interoperable and standard exchange of: DR and price signals, bids, transactions and options, and customer feedback on load predictability and generation information. 



	Comments from NIST FW2.0
	This standard uses the EMIX information model for price and product as payload information. The DR specification is built on a unified model of retail (OpenADR) and wholesale (input from the ISO/RTO Council) DR. OpenADR 2.0 is a profile on EI. 

Energy Interop was developed as part of PAP09 (PAP09: Standard DR and DER Signals - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP09DRDER). 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.47 FIXML
	Standard
	Fix Protocol, Ltd. FIXML Financial Information eXchange Markup Language 

http://www.fixprotocol.org/specifications/fix4.4fixml 

	Application
	FIXML is a Web services implementation of FIX (Financial Information Exchange). FIX is the most widely used protocol for financial trading today. 

	Comments from NIST FW2.0
	This standard serves as a reference point for OASIS EMIX (see above) in the PAP03 effort (PAP03: Develop Common Specification for Price and Product Definition - http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/PAP03PriceProduct). 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.48 OASIS oBIX
	Standard
	OASIS oBIX

	Application
	General Web service specification for communicating with control systems. 

	Comments from NIST FW2.0
	This open specification is an integration interface to and between control systems and, to a growing extent, between enterprises and building systems. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.49 SAE J2847/2-3
	Standard
	SAE J2847/2-3 Communications for PEV Interactions 

http://standards.sae.org/j2847/1_201006 

	Application
	J2847/2 “Communication between Plug-in Vehicles and the Supply Equipment (EVSE)”. 

J2847/3 “Communication between Plug-in Vehicles and the Utility Grid for Reverse Power Flow”. 



	Comments from NIST FW2.0
	These standards will be considered when they are finalized. Only J2847/1 is published. J2847/2 and J2847/3 have not been published yet.



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	Not published yet

	
	


Findings From 2010 Landscape

None
B.50 W3C SOAP
	Standard
	W3C Simple Object Access Protocol (SOAP) 



	Application
	XML protocol for information exchange. 

	Comments from NIST FW2.0
	SOAP is a published standard for structured Web services communication. As such, it should be considered for use in the Smart Grid domain when such functionality is required. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.51  W3C WSDL
	Standard
	W3C WSDL Web Service Definition Language 

	Application
	Definition for Web services interactions. 

	Comments from NIST FW2.0
	WSDL is a standard for defining Web services interactions. As such, it should be considered for use in the Smart Grid domain when such functionality is required. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.52  W3C XML
	Standard
	W3C XML eXtensible Markup Language 

	Application
	Self-describing language for expressing and exchanging information. 

	Comments from NIST FW2.0
	XML is a core standard for structuring data. As such, it should be considered for use in the Smart Grid domain when such functionality is required. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.53  W3C XSD
	Standard
	W3C XSD (XML Definition) 

	Application
	Description of XML artifacts, which are used in WSDL (q.v.) and Web Services as well as other XML applications. 

	Comments from NIST FW2.0
	XSD is a standard for defining XML data instances. As such, it should be considered for use in the Smart Grid domain when such functionality is required. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.54  W3C EXI
	Standard
	W3C EXI

	Application
	Efficient XML interchange. 

	Comments from NIST FW2.0
	EXI is an alternate binary encoding for XML. As such it should be considered for use in the Smart Grid domain when such functionality is required. 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.55  US DOT ITS Standard NTCIP 1213
	Standard
	US Department of Transportation’s Federal Highway Administration’s Intelligent Transportation System (ITS) Standard NTCIP 1213, “Electrical Lighting and Management Systems (ELMS) 

http://www.ntcip.org/library/documents/pdf/1213v0219d.pdf 

	Application
	Addresses open protocol remote monitoring and control of street-, roadway-, and highway-based electrical assets including lighting, revenue grade metering, power quality, and safety equipment including remote communicating ground fault and arc fault interrupters. 

	Comments from NIST FW2.0
	Development began in 1992 by the NEMA 3-TS Transportation Management Systems and Associated Control Devices; transferred initial work from an ad hoc committee of the Illuminating Engineering Society of North America (IESNA) in 2002 and formed the ELMS Working Group to further develop the control objects based on NTCIP. 



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.56  OpenADE
	Standard
	OpenADE 

Energy Service Provider Interface 

	Application
	Open Automatic Data Exchange (OpenADE) provides business requirements, use cases, and system requirements specifications that allow a consumer to grant a third party access to their electric data, and, in accordance with that authorization, the utility delivers the consumer data to the third party using a standard interoperable machine-to-machine (M2M) interface. These recommendations will be developed according to guidelines provided by SDOs such as IEC, referenced in OpenADE documents, with the goal of gaining consensus and adoption as international standards. 



	Comments from NIST FW2.0
	The OpenADE is developed by a group of Smart Energy management vendors, utilities, and consumer interests as a task force under OpenSG User Group. The task force is developing recommendations toward building interoperable data exchanges that will allow customer authorization and sharing of utility consumption information with third-party service providers. 

The “OpenADE 1.0 Business and User Requirements” and “OpenADE 1.0 System Requirements” have been developed and approved by OpenSG. 

	ITCA Declared?
	Yes

	Industry Test Program?
	Yes – Green Button Certification Program

	Organizations currently or potentially involved in T&C with comments
	UCAiug; currently an request for participation out to labs, certifiers and accreditors interested in helping to develop this program towards a 2013 launch

	Actions?
	SGTCC has been and will continue to be engaged in the discussions with OpenADE and UCA to support program development

	
	


Findings From 2010 Landscape

None
B.57 UL-1741
	Standard
	UL-1741 The Standard for Static Inverters and Charge Controllers For use in Photovoltaic Power Systems 

	Application
	The standard specifies requirements for Inverters, Converters, Controllers, and Interconnection System Equipment for Use with Distributed Energy Resources. 

	Comments from NIST FW2.0
	

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	Underwriters Labs offers services, and other 3rd party labs may offer services as well; UL 1741 also encompasses IEEE 1547 in its program scope

	Actions?
	

	
	


Findings From 2010 Landscape

 None
B.58  ISA SP99
	Standard
	ISA SP99 

http://www.isa.org/MSTemplate.cfm?MicrositeID=988&CommitteeID=6821

	Application
	Cybersecurity mitigation for industrial and bulk power generation stations. International Society of Automation (ISA) Special Publication (SP) 99 is a standard that explains the process for establishing an industrial automation and control systems security program through risk analysis, establishing awareness and countermeasures, and monitoring and improving an organization’s cybersecurity management system. Smart Grid contains many control systems that require cybersecurity management. 



	Comments from NIST FW2.0
	This has been used in the development of the NIST Interagency Report NISTIR 7628, 

Smart Grid Cyber Security Strategy: 
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf).

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape
None
B.59 ISO 27000
	Standard
	ISO27000 

http://www.27000.org/ 

	Application
	The ISO 27000 series of standards has been specifically reserved by ISO for information security matters. 

	Comments from NIST FW2.0
	This has been used in the development of the NIST Interagency Report NISTIR 7628, 

Smart Grid Cyber Security Strategy; 
(http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol2.pdf 

http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol3.pdf). 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.60  NIST FIPS 140-2
	Standard
	NIST FIPS 140-2 

http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf 

	Application
	U.S. government computer security standard used to accredit cryptographic modules. 

	Comments from NIST FW2.0
	Required for the federal government. As such, it should be considered for use in the Smart Grid domain when such functionality is required. 

	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
B.61 OASIS WS-Security
	Standard
	OASIS WS-Security and OASIS suite of security standards 

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss#technical

	Application
	Toolkit for building secure, distributed applications, applying a wide range of security technologies. The toolkit includes profiles for use of tokens applying SAML, Kerberos, X.509, Rights Expression Language, User Name, SOAP profiles for security, and others. 



	Comments from NIST FW2.0
	Broadly used in eCommerce and eBusiness applications. Fine-grained security. WS-Security is part of an extended suite using SAML, XACML, and other fine-grained security standards. As such, it should be considered for use in the Smart Grid domain when such functionality is required.



	ITCA Declared?
	No

	Industry Test Program?
	

	Organizations currently or potentially involved in T&C with comments
	

	Actions?
	

	
	


Findings From 2010 Landscape

None
Appendix C  Metrics from 2010 Landscape

This section reviews the methodologies and metrics used in development of the original report, "Existing Conformity Assessment Program Landscape", February 2010. That analysis evaluated the conformity assessment programs available for the thirty-one standards identified in section 4.2 of "NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0" and assessed how well those programs ensured:

· Interoperability

· Cyber security

· Long-term viability of the standard
Much of the material below is taken from the 2010 issue of the landscape document. It provides some background on the characteristics and considerations evaluated in compiling the current state of Smart Grid testing programs. 
Methodology

The information in this report comes from a review of public documentation on each standard, and public information on any test/certification programs, specifications and services available to industry in support of the standard. In addition, further information has been gathered directly through engagement with members of the SGIP, members of standards organizations, and other industry contacts involved in related testing activities. 

Principles

The analyses in this report are based on the following principles regarding testing and certification programs:

· Testing and certification programs should encompass recommendations included in the SGIP Interoperability Process Reference Manual (IPRM) wherever possible, and ideally have begun broader implementation of the IPRM

· Laboratories and certification bodies should be accredited by an independent organization per ISO standards.

· Test programs should  include not only unit testing, but interoperability and system testing where applicable
· As much of the testing program as possible should be publicly available

· A feedback loop must exist between testing process and the standards development process

· There should be testing of interdependencies with other identified standards

· The programs must demonstrate clear value for the Smart Grid (e.g., reliability, stability, interoperability, security etc.)

Conformance vs. Interoperability vs. Security Testing

A “yes” for this metric identifies the most important concern in this evaluation: whether a testing and conformity program exists for the standard at all. Beyond that, there are likely to be three major types of testing programs:

· Conformance Testing – Determines whether an implementation conforms to the standard as written, usually by exercising the implementation with a test tool. This is likely to be the most common type of testing program.  

· Interoperability Testing – connects two or more implementations together and determines whether they can successfully communicate. Significantly different from conformance testing because it is often possible for two systems that conform to the standard to be unable to communicate. If they can communicate, it is possible that they cannot perform any useful applications. These situations can arise because the implementations have conflicting interpretations of the specification or because they have chosen conflicting options within the standard. A particular form of interoperability testing is application testing in which there is a specification for the particular use of a standard that can be tested.

· Security Testing – Analyzes whether the implementation correctly makes use of any security features from the standard or other security features available in the device or computer system housing the implementation. This is the most difficult type of testing program because it must evaluate whether the system has vulnerabilities, which are not always obvious.

It is important to establish which of these types of testing are available for a standard because the quality of the resulting smart grid system increases with each additional type of testing performed. Therefore each type of testing was given its own Yes/No metric. Questions used to evaluate these three metrics include:

· Name of organization which accredits conformance and/or interoperability?

· Name of at least one test/calibration/inspection lab?

· Does SDO write conformance and/or interoperability test cases?

· What types of testing programs do you perform for this standard? (conformance/interoperability/security)

· Are open inter-operability tests ("plug-fests") performed?

· Has the standard been evaluated against cyber-security threats?

· Is there application testing for specific uses?

Published Test Procedures

A “yes” for this metric indicates that test procedures exist for the standard and they have been publicly published or reviewed. This metric is important because the quality of test procedures and the resulting testing increases based on the number of different stakeholders who have reviewed the procedures. The tests performed will be more comprehensive (cover more detail) and complete (cover more of the standard).

This metric also helps to identify standards that have poor conformity assessment. Some standards may not have formal test procedures written down, so testing is not reproducible. Some test labs may test conformance to a standard, but consider the test procedures they use to be proprietary information and do not release them for review. Some users groups may have test procedures available for use by test labs, but do not publish them to the general public.

Questions used to evaluate this metric include:

· Are there tester-independent test cases?

· Does SDO write conformance and/or interoperability test cases?

· What type of test procedures are used to test this standard?

· Internal to this lab

· Published by standards organization

· Published by users group

· No procedures, informal testing

· Are there test vectors (pre-prepared data) used in testing? 

Independent Test Labs 

A “yes” for this metric indicates that there are test labs for this standard that are not operated by product vendors. Independent test labs are preferred because they are more likely to be unbiased in their testing, and are likely to incorporate lessons learned from testing one implementation into the next set of tests. The availability of an independent lab is more likely to encourage vendors to have their products certified because they need not expose their implementation to a competitor.

Questions used to evaluate this metric include:

· Are there any independent test labs or only first-party labs?

· Self-declaration or inspected self-declaration or 3rd party testing?

· What type of testing do you perform?

· Self-test of products produced by this company

·  Independent testing of others’ products

Lab Accreditation

A “yes” for this metric indicates that the test labs performing the test are themselves certified or accredited by another entity. An accreditation process gives users of the standard confidence that testing, whether independently performed, performed by another vendor, or self-certified, will be of sufficient quality to ensure interoperability.

Accreditation may be provided by a users group, by external auditors (as in the case of ISO 9000), or informally, by the ability to occasionally review test logs and other records. It may also be possible to individual certify the actual personnel doing the tests.

Questions used to evaluate this metric include:

· Name of organization which accredits the testers?

· Name of personnel certification programs?

· Name of quality registrar?

· Is there a program to approve test labs?

· If there is a program, is your lab approved?

· What organization, if any, approves the test labs? 

Certification / Logo

A “yes” for this metric indicates that the organization supporting the standard has a certification or logo program. Vendors can display a certificate, or mark their products and advertisements with a registered logo to show that the products have been successfully tested. Visible evidence of certification is desirable because it encourages competitors to become certified and makes tested conformance a valuable feature visible to users of the equipment. To claim a “yes” for this metric, there must either be a certificate to be signed by a testing organization, or a logo that can only be used on tested products. For instance, the IEEE or IEC logos by themselves do not indicate conformance to any standard, but a Wi-Fi logo indicates it has been tested.

Questions used to evaluate this metric include:

· Is there a certificate or logo program?

· Does a Users Group monitor tested devices (perhaps with a Product Mark?)

· What types of certificates do you issue for this standard?

· Interoperability Certificate

· Conformance Certificate

· Security Certificate (paper document)

· No Certificates

Feedback to Standard

A “yes” for this metric indicates that there is a mechanism to improve the quality of the standard, the test procedures, and/or the operation of the test labs. This may consist of a database of issues that are raised by users of the standard, a set of standard complaint forms, or some other method. The existence of such a mechanism is desirable because it indicates that the conformity assessment program will continue to evolve and adapt over time. It will therefore continue to ensure interoperability as the smart grid environment and underlying technologies change.

Another form of feedback exists if there is a web site, mailing list, phone line or other means of support by which implementers can request a “ruling” on the interpretation of the standard. Although less direct than a complaint database, it provides a good indication of how the next revision of the standard should be improved.

Questions used to evaluate this metric include:

· Is there a formal process for providing feedback to the standard developer?

· Is there a mechanism to feed back field experience to SDO (or a proxy of SDO such as user group)?

· Who is the quality registrar?

· How are field problems fed back into standards process?

· Is there a defined process for users to make technical comments on the specification and resolve them?

· Is there a method for users, testers and implementers to ask questions about the standard and have them answered?

Conformance Checklist

A “yes” for this metric indicates that implementers are provided with a checklist or template in a standardized, published format to indicate what portions of the standard they have implemented. Even if there are no test procedures, test labs or certification programs, the existence of a standard conformance checklist can improve interoperability by allowing users to easily specify and compare implementations.

A list of well-defined conformance blocks or subsets of the standard is an enhancement to a conformance checklist. It simplifies the number of options that a user must compare in order to ensure interoperability between implementations.

Questions used to evaluate this metric include;

· Are there defined conformance blocks or subsets?

· Is there a published conformance checklist or table?

· Is there a protocol implementation conformance statement (PICS)?

Self-Certification (or Pre-Certification)

A “yes” for this metric indicates that a technology provider is permitted to certify its own products as being conformant to the standard. Self-certification is less preferable than the use of independent test labs, but it has been shown that permitting self-certification will encourage more providers to enter the market and improve competition. It is also preferable to having no testing program at all, which is the case for some standards.

Related to self-certification is pre-certification. If tools exist that can help a vendor to predict whether an implementation will be successfully certified, this can reduce the costs of testing and thus encourage more vendors to have their implementations tested. Good tools for pre-certification could result in a “yes” for this metric, especially if independent test labs also exist.

Questions used to evaluate this metric include:

· Is a technology provider able to self-certify?

· Does the standard support self-declaration or inspected self-declaration or 3rd party testing?

· Are there tools for pre-certification prior to testing?

· Approximately how many vendors provide test tools?

· What type of testing do you perform?

· Self-test of products produced by this company

·  Independent testing of others’ products

Reference Implementation

A “yes” for this metric indicates that a reference or ‘golden’ implementation of the standard is available. It is a useful part of a conformity assessment program because vendors can use it to answer questions during development or to resolve ambiguities in the standard during interoperability testing. A standard is a human-language document and is not always precise. A reference implementation must be precise in order to run. It can simplify testing because by “definition”, a good implementation is one that behaves well when connected to the reference unit.

A reference implementation may be a live system, or it may consist of open source code available to all implementers.

Questions used to evaluate this metric include:

· Is there a reference implementation ("golden unit") against which to test new implementations?

· Do you test against a reference implementation?

Mature Standard

A “yes” for this metric indicates that the standard meets one or more of the following criteria:

· Was first released at least five years ago 

· Has a large number of unique implementations

· Is mandated by some level of government

· Has been revised at least once and is not revised very often, perhaps once a year

A mature standard is desirable for conformity assessment because the test procedures are more likely to cover the standard accurately and comprehensively. Tested implementations of a mature standard are more likely to be interoperable because they have been in the field for some time and have encountered many other implementations.

Questions used to evaluate this metric include:

· How is standard mandated (not mandated, by state/province, by federal)?

· How mature is the standard?
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