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Next Generation VVSG Scope (Use Case Scenarios)

Introduction

This document provides a summary of the focus afeadevelopment of the Next Generation VVSG by

the NIST Voting Public Working Groups. These focus areas were identified during the February, 2016
TGDC meeting. For each area, we highlight the typical use case scenario as well as common variations.
They repesent starting points for discussion, not necessarily areas to be included in the standard in
totality. As such, we need to determine which areas or subareas are in scope for this ongoing work.
Specifically, we are requesting your feedback regardinglmise case scenarios should be included in

the development of the Next Generation VVSG.

Request for Feedback

For each use case scenario, please address these questions:

1. Is the use case scenario in scope for the Next Generation VVSG for development of
requirements that will undergo testing and certification? or

2. lIsthe use case scenario in scope to develop as guidelines for election officials and voting system
manufacturers? or

3. Isthe use case scenario not in scope for this work?

4. If different parts of tke use case scenario fall in 1., 2., and/or 3. Please identify as such.

5. Is anything missing?

Overview of BcusAreas

Each area is defined by the processes and functions it supports. The set of identifibasere also,
in some casedighly interdepeadent. Thus, a given function may occasionally be reused in more than
one case.

The current set ofisecasescenariosinclude:
Electronic Pollbooks (EPB)

Ballot Delivery (BD)

Ballot on Demand (BoD)

Ballot Marking (BM)

Auditing (AUDIT)

Election Night Repting (ENR)

ok wbhpE

The following diagram visualizes the tes#ses in the context of a typical election process. The
accompanying table describes the meaning of each abbreviation used throughout this document.
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Voting Use Case Scenarios

S

count
deliver m edit  cast capture audit, report

Use Case Scenario | Description

EPB E-Pollbooks
BD, Ballot delivery (blank ballot) to voter before voting
BoDg Ballot generation (blank ballot; ballot on demand) to voter
before voting
BM Ballot marking
BoD, Ballot generation (voted ballot; ballot on demand) from voter
after voting
BD, Ballot delivery (voted ballot) from voter after voting
Audit Post-election auditing
ENR Election-night reporting
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Electronic Pollbooks (EPBS)
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The purpose oélectronic pollbook (EPB) technolagyo identify voters and manage their ballots during

election operations. Most typically this involves being ablehteckin a voterat a given voting location

YR RSLISYRAYy3 2y (GKS 9 talsocable td O K W2 i 53 & beldid i ENAORY D |
GKSe @24GS 2y Aldd ¢NIRAGAZ2YIffesr GKSawterOF LI 0AfAGAS
registration data which was often prédoaded on the EPB so it could function in an offline, standalone

mode durihg the election. In other cases, an EPB is able to access this datiireiet,zonline connection

to its correspondingoter registration systemin still other cases, EPB units may be used at multiple

voting locations (e.g., vote centers, etc.) and rbayable to connect and synchronize with one another,

sharing information such as what voters have cheelkegind/or voted at particular locations. In

addition to these variations, an EPB may support many additional functions ranging from merely looking
up/verifying voter information to supporting ballot generation, activation, as well as others. Thus, in

this particular form, an EPB begins to appear gsreeral election operations technology integration

platform. In such cases, it inherits the roles, ftioas, and responsibilities of its dependent us#ses.
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WHAT | Manage voters during election
HOW | Scenarios: check-in voter, activate voter ballot via

Typical-offline: standalone, offline data from VR, activating
voter ballots

Online: Case #1, but via online connections (e.g., online
connection to a VR)

Connect to other sites
EPB to EPB communication between vote centers

Multi-function: Includes cases #1 and #2, but also supports

any additional functions (BoD, BM, Ballot activation, etc.)
Lookup voter information, verify voter information,
ballot generation / activation

EPB as Election Technology Integration Platform
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Ballot Delivery (BD)

C EPB O RS
— — — — ENR
(8D, > BoD, > ((BM ) CBoD, > (BD, ) ——
Vet o e  Report |
Ballot m Vote Totals Report
deliver edit cast capture audit, report

Use Case Scenario

Description

BD,

Ballot delivery (blank ballot) to voter before voting

BD,

Ballot delivery (voted ballot) from voter after voting

Locatlon,

delfvers

[Transfer Mechanlzm]

The purpose oballot delivery (BD) technolodg/to deliver an appropriate ballot to a given voter via a

ballot delivery mechanisifsuch as the USPS/mail system or alétitre electronic transport
mechanismssuch as email, website download, etc.). Most typically one will think of the nedelitaer

blank ballotgo voters from a given election office. Pagsased absentee ballots are very common in

this case. However, i$ becoming increasingly common to encourdgtctronic blank ballot delivery

particularly in UOCAVA and similar contexts. In such cases, voters would be provided with ways to

receive and access a blank electronic ballot, say, via their email, websitdada of the blank ballot,

etc. Potentially voters receiving such an electronic ballot could receive it via many different possible

LISNE2Y Il f RS@OAOS&a: o0S GKSe aidlyRIFf2yS
smartphones, etc.)Althoughpaped  aSR ol ff20Ga FNB GeLAOKTfTte
trajectory of a given ballot in such spaces may include ndéfgrent mail system@8JSPS, military mail

LISNE 2V | f
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system) andlifferent physical transport mechanisnlisy land, sedyain, air, etc.). Over time, the use of

voted ballot return(a.k.a. ,voted ballot deliveryhas become more prevalent. Even though it has the
samedelivery/transport mechanisnevailable to ifthe primary concerrfior voted ballot deliveris how

to retum voted ballots in a most secure fashi@o far, mail has been the transport mechanism of choice
for absentee votersSimilar to BoD, voters and election officials may have various reasons to desire an

ability to create or convert existing ballot repregations into alternative formats.
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transportation mechanism

HOW | Scenarios

print on-demand

WHAT | Deliver appropriate ballot via appropriate ballot

Blank ballot delivery: from EO to voter
Voted ballot return: from voter to EO

Multiple ballot representations: e.g., QRCoded +
human-readable ballot content (list of choices)

Ballot conversions for ballot delivery mechanisms:
e.g., convert electronic to paper QRCode, deliver via
secure physical transfer, convert to electronic QRCode,

¥
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Ballot on Demand (BoD)
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Use Case Scenario | Description

BoDy Ballot generation (blank ballot; ballot on demand) to voter
before voting

BoD, Ballot generation (voted ballot; ballot on demand) from voter
after voting

Blank deliver Edited Marked
B V = * Bol,
e " paliot e Ballot °% | . generate Ballat
+ generote

' convert
= convert + print cost

|
Cast
Ballot

 gensrate
convert
print
werify

cast

The purpose oballot on demand (BoD&chnology is to create an appropriate ballot for a voter at the
time when they request it. The most typical scenario for this cabkaigcballot creation This is typically
encountered as anoffline capability to create, for example, blank paper ballots via ballot printing during
in-person votingat a polling placeBlankballot creationmay take place at locations other the polling

place such as en a voter prints their own paper ballduringabsentee votingit home. Alternatively,
BoDmay be used after a voter selects their choices in orderéate a voted ballotThis may often be

seen in cases whetwmallot markingandballot creationfunctions are cdocated, such as in modern

ballot marking deviceshich enable voters to mark and subsequemtint voted paper ballotsThe

voted ballot creatiorscenario may also have alternative contexts, such as an equivalent ballot creation
scenario for abentee voters marking and printing paper ballots using their personal device(s). In
addition to the ability to create (generate) paper/printed ballots in these and related contexts, one may
need to create blank or voted ballots in one or maieernativeballot representationsbe they in the

form of QRCodegext-based ballot and choice listings, or others. In this role, a BoD device may support
the ability tocreate multiple ballot representatior@nd/or the ability toconvert among multiple allowed
ballot representations
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WHAT | Create an appropriate ballot for a voter at
the same time when they request it.

HOW | Scenarios
Blank ballot creation

Typical-offline: ballot printing, paper
ballots, at polling place

Absentee: ballot printing, paper ballots, at
home

Alternative-ballot-representations, paper:
ballot printing QR codes

Alternative-ballot media: electronic ballot
generation

BoD, BoD,,

v »F -
create convert print

Voted ballot creation

Typical-offline: ballot creation & marking, paper ballots, at
polling place

Absentee: ballot creation & marking, paper ballots, at home

Alternative-ballot-representations, paper: ballot printing QR
Codes

Alternative-ballot media: electronic ballot generation

Multiple equivalent ballot representations: e.g., QRCoded ballot
and human-readable ballot content (list of choices)
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Ballot Marking (BM)
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The purpose oballot marking (BM) technologg to enable a voter to validly mark their ballot via a

ballot marking mechanisniThe simplest example of ballot marking is the scenario wherein a voter
manuallymarkstheir paper ballotusing apenas theirballot marking mechanisnThis may be

performed either duringn-personvoting at a pollingplace or at somabsentee locationsuch as at a
G20SNRa K2YSo ! f (S Niderdohudifyfamalbt markid 2laviS¢BNIDY Whereind 2 (i S
they make their ballot selections using a touchscreen (or equivalent) interface and can subsequently
render/print those selections onto a givdrallot representatior{such as g@rinted paper ballgt Over

time, new formsof BMD, such asemote ballot markingleviceshave become available to enable
absenteevotersto mark their ballots, say, from home in an equivalent manner to voters vating
persondza A y 3 | a5® Ly adzOK I OF aSsz inKeSiceloinday (i Ay 3
FfOSNYFGA@GStEes NBLXFOS GKS GNIRAGAZ2YFE oFff 20
alternative electronic ballot representation, such as PDF. Just as with BoD and BD scenarios, voters and
EOs may encounter the ne¢al create and/or convert a given ballot representation into esremore
equivalent representations so as to support additional ballot processing activities.

aidsLy
LINJ

WHAT | Validly mark ballot

HOW | Scenarios:

Typical-offline, paper: Voter marks paper ballot

Direct marking, mechanical: via pen

Indirect marking, electronic: via BMD
Online, electronic: Voter marks online/remote ballot

Interfacing device: via touchscreen, tablet, smart phone

v

Cam O
edit mark convert
location

Ballot Representation
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Auditing

deliver

‘ Use Case Scenario ‘ Description ‘

' Audit ‘ Post-election auditing ’

Election Process Information

BN \oteson Voting generates | *  Voted Ballots
Voter e » «  Audit Logs
b +  Election totals

Other process information
7y

audits Verification

Auditing produces ¢+ Election

Approach " outcome

= +  Election
Process J

The most essential purpose pbstelection auditingechnologyis to verify eledbn outcomes as well as
how those outcomes were produced. Typically, this may be done in a completely offline mafuler. A
recountoccurs in the case when every voterified ballot that was cast, counted, and reported upon is
recounted for a given eléion. Such a process may be employed as a means for checking whether or not
originally reported outcomes and recounted outcomes are the same. To perform full recounts is a
lengthy, manual, and potentially errgarone process. To minimize possible causesri@fr, one may
perform various kinds of audits, suchréslimiting audits which do not necessarily require a full
recount, but are designed to have equivalent power to verify election outcomes when given an
appropriate (representative, random) sam@e¥ | y S S-@iifiddcgshballotsd BypiiNyask-
limiting auditmay be performed by examinirgingleballots Howevermultiple-ballot (batch)auditing

may also be performed. Finally, this use case may also provide the opportunity forsthscof

additional auditing types or approaches as well. Different auditing approaches may make use of
different kinds of election process information and utilize different strategies in order to establish their
conclusions.

=
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WHAT | Verify electi It —
| Verify election results QU

HOW | Scenarios

Typical-offline, manual: Fully, manually all voter-verified and

cast ballots A | .
Vote | EO  Tally

Risk-limiting

Single-ballot auditing

Multiple-ballot (batch) auditing

Other auditing types ...

ElectionNight Reporting (ENR

The primary purpose of electiamght reporting (ENR) is to provide election results to election results
consumers (election stakeholders, voters, public, media, and otB&s)ion results represent the total
counted votes from each reporting caxt (precincts, county, etc.) exercised in a state. An ENR tool
generally operates from the highekgvel reporting context (e.g., state or county). Results may reach the
ENR in many possible ways depending on the election processing (distributed, zedjralominant
voting type (absentee only vs. mixture), state laws (deadlines for accepting/processing absentee,
provisional ballot types), reporting abilities they are designed to support (incremental, batch; before,
during, after election/polilosed).Typically, initial uploads of results (by EOs) are provided to the ENR
and may be updated as additional results or corrected errors are processed. ENR tools may provide
users with overall results process completion information indicating what resultstiesre received,

are complete, and so forth. Results are finalized and certified after official canvassing which reviews
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